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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 3970
197.116.94. 11 Ageria 147.237.77.216 dover.idf.il DOS- HTTP-fi r ef | ood dest - r eset 827
197.116.94. 11 Ageria 147.237.77.216 dover.idf.il B ock Wp Al Nets drop 145
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df . i B ock Udp All Nets drop 4
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3
165. 214. 11. 70 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 2
79.178.122. 196 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 2
192. 243. 55. 138 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2
207. 244. 89. 138 Lhited Sates 147.237.77. 226 wwn chamat z. aka. i df . il |[Block Udp Al Nets drop 1
79.183. 200. 210 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
94. 102. 49. 116 Net her | ands 147.237.77. 61 e.cogat.idf.il B ock Np Al Net drop 1
71.6.135.131 Lhited Sates 147.237.8. 24 elifestyle.idf.il B ock_ UWp Al _Nets drop 1
207.244.89. 138 Lhited Sates 147.237.77. 227 e hanaz.idf.il B ock Udp Al Nets dr op 1
132. 66. 90. 101 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
72.14.191. 154 Lhited Sates 147.237.76. 197 e hinush.idf.il B ock Udp Al Nets drop 1
192. 243. 55. 129 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
84.94.172. 38 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
207. 244. 89. 138 Lhited Sates 147.237.76. 86 navy.idf.il B ock_ UWp Al _Nets drop 1
151. 51. 6. 191 Italy 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
84.108. 249. 169 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address Devi ce Action |Count
149. 78. 168. 201 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 8
84.108. 129. 162 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 4
199. 58. 86. 209 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 2
82.102. 168. 106 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 2
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
61. 135, 189. 122 Chi na 147.237.76. 31 nakchal .idf.il |CL000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 185. 37. 254  |Japan 147.237.77.216 |dover.idf.il C1000016: HTTP. adnministrator in UR B ock 1
86.34.138. 111 Rormani a 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
2.55. 43. 200 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
208. 100. 26. 228 |147.237.77.226|lhited Sates  |ww chanatz.aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
176.13.22. 224  [147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
132. 64. 145. 132 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
113. 240. 250. 154|147.237.0. 17  [China mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 38 147.237.0.35 [Netherl ands akavs. i df . i1 ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 86. 55 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
5.130.35.230  [147.237.0.15 |SSan kosher-kravi .i df.il ET SOAN Behavi oral Lhusual ly fast inbound Tel net 1
Federation onnections, Potential Scan or Brute Force
217.132.32.255 |147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
163. 172. 140. 23 |147.237.77. 212 |Uni ted Ki ngdom |e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
113. 240. 250. 154|147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
93.173.149.42 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
79.183. 200. 210 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26.147.179 |147.237.77. 216 |l srael dover. i df.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

At acker

Count ry
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SYNPAK retransmit with different

192.243.565. 129 [Wited Sates |147.237.77.216|dover.idf.il [Bad TCP sequence i ridow scal @ noni t or 35
192.243.55. 134 |Lhited Sates |147.237.77.74 |lawidf.il |Bad TCP sequence Inval i d ACK nunber noni t or 32
192. 243.55.134 |Wnited Sates [147. 237.77. 216 |dover.idf.il |Bad TCP sequence mﬁ;:f”m‘ wthdifterent | onitor |30
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
192. 243.55.129 |Wited States [147.237.77.74 |lawidf.il |Bad TCP sequence mﬁ(s:::;ans”“ wehdifferent | onitor |28
192.243.55. 134 |Wited Sates [147.237.77.74 [lawidf.il |Bad TCP sequence SIACK reransmt wehdifferent | onitor |28
192. 243.55. 129 [Lhited Sates |147.237.77.216|dover.idf.il [Bad TCP sequence Invali d ACK nunber noni t or 27
192.243.55. 134 |Lhited Sates |[147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 25
192.243.55. 138 |Wited Sates [147.237.77.74 [lawidf.il |Bad TCP sequence mﬁ?\fsg;&mm wehdifferent | onitor |24
192.243.55. 129 [Lhited Sates [147.237.77. 216 |dover.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 23
192.243.55.133 |Wited Sates [147.237.77.74 [lawidf.il |Bad TCP sequence mﬁﬁsg?‘sm wehdifferent | oonitor |22
192. 243.55.133 |Wited States [147. 237.77. 216 |dover. i df il |Bad TCP sequence mﬁ(s:::;ans”“ wehdifferent | onitor |22
192. 243.55. 134 |Wited Sates [147.237.77.74 |lawidf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 22
192. 243.55.138 |UWited States [147. 237.77. 216 |dover.idf.il |Bad TCP sequence mﬁsg ;ansm't wthdifferent | onitor |22
192. 243.55. 134 |Wited Sates |147.237.77.216|dover.idf.il |SYN At ack SYN - > SYN-ACK -> Ti meout rej ect 19
207.46.13.74 |Lhited Sates |147.237.77.233(atal.idf.il |drop SAMrul e drop 18
192. 243.55. 134 |Lhited Sates |[147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 18
192. 243.55. 138 |Wited Sates [147.237.77.74 |lawidf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 18
192. 243.55. 129 [Lhited Sates |147.237.77.216 |dover.idf.il [dr op Frst packet isn't SYN drop 17
192. 243.55. 133 [Lhited Sates |147.237.77.216|dover.idf.il [Bad TCP sequence Invali d ACK nunber noni t or 17
192.243.565. 138 [tited Sates |147.237.77.216|dover.idf.il [Bad TCP sequence I'nvali d ACK nunber noni t or 17
192. 243.55. 133 |Lhited Sates |147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 17
94.230.86.223 |Israel 147237, 76.31 |nakebal o i| | SAM NG Engi ne: TGP Inval i d nvalid segnent retransmssi on. drop 16
Ret r ansni ssi on Packet dr opped.
192.243.565. 129 [tited Sates |147.237.77.74 [lawidf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 15
192.243.55. 129 [thited Sates [147.237.77.74 [lawidf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 15
192.243.55. 134 |lhited Sates |147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 15
192. 243.55. 133 |Wited Sates [147.237.77.74 |lawidf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 13
192.243.55.138 |Lhited Sates |147.237.77.74 |lawidf.il |Bad TCP sequence Inval i d ACK nunber noni t or 13
192.243.55. 129 |lhited Sates |147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 13
197.116.94.11 |Ageria 147.237.77. 216 |dover.if .11 [Bad TCP sequence :’Z;;e”ansm wth different wndow |oivor |12
192.243.55. 138 [Lhited Sates [147.237.77.216|dover.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 12
46.19. 85. 105 | srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 12
192.243.55. 134 |Lnited Sates [147.237.77.74 |lawidf.il |Bad TCP sequence noni t or 12
207.46.13.74 |lited Sates |147.237.76.42 [refuah.idf.il|dr op SAMrule drop 12
212.143. 142. 56 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 11
207.46.13.74 Lhited Sates |147.237.77.234|halag.idf.il |drop SAMrul e drop 11
192. 243.55. 133 [Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 11
192.243.565.133 [tited Sates |147.237.77.216|dover.idf.il [Bad TCP sequence I'nvali d ACK nunber alert 11
192. 243.55. 134 |Whited Sates |147.237.77.216|dover.idf.il |[Bad TCP sequence noni t or 10
192.243.55. 133 |Lhited Sates |[147.237.77.74 [lawidf.il drop Frst packet isn't SYN drop 10
192.243.565.133 [tited Sates |147.237.77.216|dover.idf.il [Bad TCP sequence noni t or 10
192. 243.55. 134 |Lhited Sates |147.237.77.216|dover.idf.il |[Bad TCP sequence Invalid ACK nunber alert 10
217.132.0.33 |[Israel 147,237, 72. 166 |aka i 11 | €AM NG Engi ne: TGP Inval i d nvalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dr opped.

192.243.55. 138 |Lhited Sates |[147.237.77.74 |lawidf.il dr op Frst packet isn't SWN drop 9

192. 243.55. 138 [Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 9

192.243.55. 129 |Lhited Sates |[147.237.77.74 [lawidf.il drop Frst packet isn't SN drop 9

192.243.55. 133 |Lhited Sates |147.237.77.74 |lawidf.il |Bad TCP sequence Inval id AGK nunber noni t or 9

192. 243.55. 138 [Lhited Sates |147.237.77.216|dover.idf.il |[Bad TCP sequence I'nvali d ACK nunber alert 9

46.19. 85. 149 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 8

197.116.94.11 |Ageria 147.237.77. 216 |dover.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 8




04-12-2016-17:04:08 to 04-12-2016-18:04:08

|Top Attackers In V\AF|

At acker

Devi ce

ount ry Target Address |Site Sgnature Action ‘Count

2.53.17.1 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 143
2.55.187. 49 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 135
46.19.85.176 |Israel 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 78
197.116.94.11 |Ageria 147.237.77.216|dover. i df .i | Post Request - Mssing Content Type from 197.116.94. 11 B ock 18
46.19.86.202 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 18
5.189.190. 212 |Ger nany 147.237.77.216|dover.idf . il D stributed Suspici ous Response Code B ock 10
79.176.120.3  |lIsrael 147.237.77.216|dover . i df .i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 5
46.19.85.183 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
193. 43. 246. 250 |l srael 147.237.77.216|dover.idf . il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 3
46.120.160.9 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.17. 228 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.147.207 [israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.148. 153 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
132.70.66.11 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 2
80. 246. 137. 205 [l srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 2
195. 160. 242. 40 [l srael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 2
46.19.85.251 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
78.180. 83. 242 [Turkey 147.237.77.216|dover.idf . il Ml tipl e Unaut hori zed URL Access from 78. 180. 83. 242 B ock 2
46.19.86.186 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
193. 43. 245. 250 [l srael 147.237.77. 216 |dover . i df .i | Dstributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 2
149. 88.229. 51 |Israel 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to wawidf.il/https: /v idf.il/ B ock 1
79. 183. 197. 204 |l srael 147.237.77. 216 (dover. i df .i | Unaut hori zed URL Access to waw i df.il/hinush/site/ he/ hi nush. asp |Bl ock 1
66. 249. 66. 190 |Israel 147.237.77.233|atal .i df . il i;t r2i3t;‘.’t7e7c.‘ 2;“;”::&:: iefxtLR Access on Bl ock 1
207.46.13.72 |United Sates |147.237.77.216|dover. i df il m”fgf‘fri'lzli‘lnﬁtgfﬁ; o ercont vl <f header pper Bl ock 1
130. 185. 155. 10 [Sweden 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw nag. i df .il/wp-1ogin. php B ock 1
2.53.13. 206 I srael 147. 237.76. 147 [chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock 1
31.13.100. 113 (Irel and 147.237.77. 216 (dover. i df .i | Distributed Lhaut horized UR. Access on www idf.il/error.htm Bl ock 1
157.55.39.65 [lhited Sates |[147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
80.246.130. 74 |[Israel 147.237.77.216|dover.idf . il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
66.249.69.19 |lIsrael 147.237.0.16 inly- kosher-kravi .idf. Lhaut hori zed URL Access to v ny-kosher-kravi.idf.il/robots.txt [B ock 1
212.23.180.86 |France 147. 237.76. 147 [chi nuch. aka. i df . i | Unaut hori zed URL Access to 147.237.76. 147/ B ock 1
195. 160. 242. 40 |l srael 147.237.77.74 |lawidf.il Mil tipl e Unaut horized URL Access from 195. 160. 242. 40 B ock 1
79. 176. 134. 155 |l srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gde Character in URL B ock 1
197.116.94.11 |Ageria 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
66.6.46.229  |tnited Sates |147.237.77.233|atal .idf.il et Lt 11085293, 1o at &l . . vl 204K £ bl B ock 1
37.26.146.210 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset. css  |B ock 1
68.180.230.45 |Lhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
213.57. 158. 104 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/giyus/general B ock 1
132, 72.172. 229 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |Bl ock 1
2.53.176.94  [israel 147.237.76.42 |refuah. i df.il oL ated Lo horized o v s B ock 1
79.179.210.60 |Israel 147.237.77.233|at al . i df . i | o aed Lo hor zed W .Aggs)fs on Bl ock 1
199. 30. 25. 103 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
66.249.66.128 I srael 147.237.77.233|at al . i df . i | T e e e o) atal aspx Bl ock 1
188. 71.234.21 |Kuwvai t 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to wwidf.il/arr/ B ock 1
108. 30. 160. 135 |United Sates [147.237. 77. 216 |dover. i df . i | et 1 50n ont ot cover B ock 1
213.57. 229. 155 |l srael 147.237.77.74 |lawidf.il muzggfiif;‘_ji Tﬁoﬁ‘;gfsefcgfe/ doc. e/ doc. o a5 B ock 1
195. 244. 23. 42 |l srael 147.237.0.34 |tikshuv.idf.il Unaut hori zed LRL Access to ww tikshuv. idf.il/gen204 B ock 1
149.88.90.36  |Israel 147. 237.77. 216 |dover . i df . i | 3/;: | éf?ﬂtl‘iit?aﬁ“i Zi:r /er; ;P:s :Ccess on B ock 1
79.181.25.134 [Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 66. 186 |l srael 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to waw idf.il/oref/ Bl ock 1
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