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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
79.180.197. 110 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 157
79.177.137. 251 | srael 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 131
85. 64. 120. 27 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 24
192. 243. 55. 133 Lhited Sates 147.237.77.216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 2
194. 9. 252. 237 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il|TCP handshake viol ation, first packet not syn drop 1
192. 243. 55. 130 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1
2.53. 8. 255 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1
79.178.181. 173 | srael 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 1
2.53. 49. 23 | srael 147.237.77. 216 dover. i df.i||TQP handshake viol ation, first packet not syn drop 1
192. 243. 55. 135 Lhited Sates 147.237.77.216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 1
24.217.142. 219 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 6
212.117.143.194 |lIsrael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 5
80. 246. 133. 227 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
61. 135, 189. 122 Chi na 147.237.76. 31 nakchal .idf.il |[Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
192.118. 12. 102 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |natpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
212.235. 98. 139 | srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 216. 176. 244|147. 237. 72. 166 |Latvi a aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
149.78.248.39  |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
113. 59. 33. 61 147.237.0.33 |China idf.il ET SCAN NVAP -sS wi ndow 2048 1
109. 253. 206. 46 |147.237. 77. 216 |I srael dover . idf.il portscan: TP D stributed Portscan 1
79.183.50. 113  [147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
31.168.11.194 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
213.57.48.206 [147.237.77.216 |l srael dover . idf.il portscan: TP D stributed Portscan 1
208. 100. 26. 228 [147.237.0.34 [Wited Sates [tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
195. 216. 176. 244|147. 237. 72. 156 |Lat vi a aman. i df.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 140. 23 |147.237.8.46 LKJ?i;:gom e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
122. 3. 156. 75 147.237.0.16  |Philippines ny- kosher-kravi .idf .il ET K)AN Behavi oral Uhusual Iy fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
113. 59. 33. 61 147.237.0.33 |China idf.il ET SCAN NVAP -f -sS 1
80. 82. 78. 38 147. 237. 76. 199 |Net her | ands e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
46. 19. 85. 190 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
220.178.78.138 |147.237.0.35 |China akavs. i df.il ET SCAN NVAP -sS wi ndow 4096 1
1 34 35.15 147 237 0.35  |Tai ven akave. i il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
208. 100. 26. 228 |147.237.72.217 |Lhited Sates |e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

At acker

count ry Target Address ‘Ste ‘Slgnature Action ‘Count
41. 33. 231. 90 Egypt 147.237. 77. 216 [dover.i df . i [dr op SAMrul e drop 36
192.243.565.132 |thited Sates [147.237.77.216|dover.idf.i|[Bad TCP sequence SYNACK retransmit wi th different noni t or 32
w ndow scal e
192. 243.55. 135 |Wited Sates |147.237.77. 216 |dover.icf.i[Bad TCP sequence SAXK retransmt with different —Jopnitor |26
w ndow scal e
192.243.55. 131 |Wited Sates |147.237.77.74 |lawidf.il [Bad TCP sequence SINAK retransmt with different oo 26
w ndow scal e
192.243.55.132 |United Sates |147.237.77.74 [lawidi.il [Bad TCP sequence SNAQC retransmt With different —oonitor |24
w ndow scal e
192.243.565.131 |thited Sates [147.237.77.216|dover.idf.i|[Bad TCP sequence SYNACK retransmit wi th different noni t or 23
w ndow scal e
192.243.565.133 |thited Sates [147.237.77.74 |lawidf.il [drop First packet isn't SN drop 22
] . . SYNVACK retransmt with different .
192. 243.55. 130 |Lhited Sates [147.237.77.74 |lawidf.il |Bad TCP sequence wi ndow scal e noni t or 21
192. 243.55. 133 |Lhited Sates [147.237.77.74 |lawidf.il |Bad TCP sequence Inval i d ACK nunber noni t or 21
192.243.55. 133 |Lhited Sates |147.237.77.74 [lawidf.il [SYN At ack SYN - > SYN-ACK -> Ti meout rej ect 20
192. 243.55. 133 |Wited Sates |147.237.77.74 |lawidf.il [Bad TCP sequence SINAK retransmt with different o uior [20
w ndow scal e
192.243. 55. 130 Ui ted Sates |147.237. 77. 216 [dover. i df .i[Bad TCP sequence SNAQC retransmt with different —oonitor |19
w ndow scal e
192. 243.55. 132 |Lhited Sates |147.237.77.216|dover.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 19
192.243.55. 130 |Lhited Sates |147.237.77. 216 [dover.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 18
192. 243.55.135 |Wited Sates |147.237.77.74 [lawidi.il |Bad TCP sequence SINAXK retransmt wih different — Jopiior 18
w ndow scal e
192.243.55.135 |Lhited Sates [147.237.77.216|dover.idf.i|SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 18
192. 243.55. 137 |Wited Sates |147.237.77. 216 |dover.icf.i[Bad TCP sequence SAXK retransmt with different —Jopnitor 17
w ndow scal e
192. 243.55. 135 |Lhited Sates [147.237.77.216|dover.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or 17
192.243.55. 132 |Lhited Sates |147.237.77.74 [lawidf.il [SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 17
192.243.565.131 |thited Sates [147.237.77.74 |lawidf.il [Bad TCP sequence I'nvalid ACK nunber noni t or 17
192.243.55. 131 |Lhited Sates |147.237.77.74 [lawidf.il [SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 17
192.243.55. 135 |Lhited Sates |147.237.77.74 [lawidf.il [SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 16
192.243.565.132 |thited Sates [147.237.77.216|dover.idf.i|[Bad TCP sequence I'nvalid ACK nunber noni t or 16
192.243.565.133 |thited Sates [147.237.77.216|dover.idf.i|[Bad TCP sequence SYNACK retransmit wi th different noni t or 16
w ndow scal e
192.243.55.135 [Lhited States [147.237.77.74 [lawidf.il [Bad TCP sequence Invalid ACK nunber noni t or 15
Sreaning Engine: TGP Invalid i i ssi
195. 200. 205. 2 |Israel 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. Packet | . 15
Ret ransni ssi on dr opped.
192. 243.55. 137 |Wited Qates [147.237.77.74 [lawidf.il [Bad TCP sequence SINeAK retransmt with different o 15
wi ndow scal e
192.243.565.131 |tited Sates [147.237.77.216|dover.idf.i|[Bad TCP sequence I'nvalid ACK nunber noni t or 15
192. 243.55. 134 |Wited Sates [147.237.77.74 [lawidi.il |Bad TOP sequence SINAK retransmt wih different o 15
wi ndow scal e
192.243.565.130 |thited Sates [147.237.77.74 |lawidf.il [Bad TCP sequence I'nvalid ACK nunber noni t or 15
192. 243.55. 131 |Lhited Sates |147.237.77.216|dover.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 14
192. 243.55. 132 |Lhited Sates [147.237.77.74 |lawidf.il |Bad TCP sequence Inval i d ACK nunber noni t or 14
192.243.55. 131 |Lhited Sates [147.237.77.74 |lawidf.il |dr op Frst packet isn't SN drop 13
192. 243.55. 137 |Lhited States [147.237.77.74 |lawidf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 13
192.243.565.133 |thited Sates [147.237.77.74 |lawidf.il [Bad TCP sequence Invali d ACK nunber alert 13
192.243.55. 130 |Lhited Sates |147.237.77.74 [lawidf.il [SYN At ack SYN - > SYN-ACK -> Ti meout rej ect 12
192. 243.55. 138 |Wited Sates |147.237.77.74 |lawidf.il [Bad TCP sequence SINAK retransmt with different oo 12
w ndow scal e
192.243.55. 134 |lhited Sates [147.237.77.74 [lawidf.il [Bad TCP sequence Invalid ACK nunber noni t or 12
192.243.55. 137 |tnited Sates |147.237.77.74 [lawidf.il [SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 12
192. 243.55.129 |Wited Sates [147.237.77.74 [lawidi.il |Bad TOP sequence SINAK retransmt with different o 12
wi ndow scal e
192.243.565.132 |thited Sates [147.237.77.74 |lawidf.il [drop First packet isn't SWN drop 12
Sreanmng Engine: TGP Invalid i i ssi
87.70.23.172 |israel 147.237.72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. Packet |, 12
Ret ransmi ssi on dr opped.
192. 243.55. 130 |Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 12
] . . SYNVACK retransmt with different .
192. 243.55. 129 |Lhited Sates [147.237.77.216|dover.idf.i|Bad TCP sequence wi ndow scal e noni t or 11
192. 243.55. 130 |Lhited Sates [147.237.77.216|dover.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 11
192.243.565. 131 |thited Sates [147.237.77.216 |dover.idf.i|dr op First packet isn't SWN drop 11
192. 243.55. 137 |Lhited States [147.237.77.216|dover.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or 11
212. 143.142.56 |l srael 147.237. 77. 216 |dover.i df .i [dr op Frst packet isn't SYN drop 11
192.243.565. 137 |tited Sates [147.237.77.74 |lawidf.il [drop First packet isn't SWN drop 11
80. 178. 138. 115 |l srael 147.237.76.86 |navy.idf.il|Bad TCP sequence I'nval i d ACK nunber noni t or 10




04-12-2016-08:04:07 to 04-12-2016-09:04:07

|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address [Site Sgnature Action ‘Count
176.13. 14. 237 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 22
37.26.149. 217 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 11
46.19. 86. 74 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 9
79.177.118.81 |[lsrael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 8
79.177.118.81 |[lsrael 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut horized URL Access from79.177.118. 81 B ock 7
80.178.157.53 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 4
176.13.15. 254 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
80.246.137.7 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
65.55.210.66 |lLhited Sates [147.237.77.216|dover.idf.il Ostributed Wnaut horized URL Access on waw i df.il/error. htm B ock 2
81.218.241.25 |[lsrael 147.237.77.216|dover.i df .i | Mil tiple Unauthorized LRL Access from 81.218.241. 25 B ock 2
2.53.163.1 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
199.30.25.12 |Lhited Sates |147.237.77.216|dover.idf.i | Ostributed Wnaut horized URL Access on waw i df.il/error. htm B ock 2
65.55.210.253 [Lhited Sates [147.237.77.216|dover.idf.il Ostributed Waut horized LRL Access on waw idf.il/error.htm B ock 2
80.178.157. 42 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
157.55.12.68 |lhited Sates |147.237.77.216|dover.idf.i | Ostributed Wnaut hori zed URL Access on waw i df.il/error. htm B ock 2
65.55.210.98 [Lhited Sates [147.237.77.216|dover.idf.il Ostributed Waut horized LRL Access on waw idf.il/error.htm B ock 2
199. 30. 25. 144 |lhited Sates |147.237.77.216|dover.idf .il D stributed Lhauthorized URL Access on wawidf.il/error.htm B ock 2
46.19. 86. 88 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 2
65.55.210. 100 [Lhited Sates [147.237.77.216|dover.idf.il Ostributed Waut horized LRL Access on waw idf.il/error.htm B ock 2
199. 30. 25. 147 |lhited Sates |147.237.77.216|dover.idf .il D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 2
199. 30.16. 170 |Uhited Sates |147.237.77.216|dover.i df .i | Ostributed Wnaut hori zed URL Access on waw i df.il/error. htm B ock 2
65.55.210. 158 [Lhited Sates [147.237.77.216|dover.idf.il Ostributed Waut horized LRL Access on waw idf.il/error.htm B ock 2
199. 30. 24. 204 |lhited Sates |147.237.77.216|dover.idf .il D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 2
65.55.210.195 |lhited Sates [147.237.77.216|dover.idf.il Ostributed Wnaut hori zed URL Access on waw i df.il/error. htm B ock 2
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to waw idf.il/aman/ B ock 1
192, 243.55. 135 |Lhited Sates  |147.237.77.216|dover.i df .i | Mil ti pl e Unauthori zed URL Access from 192. 243, 55. 135 B ock 1
149. 78.219. 88 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
130. 185. 155. 82 |Sweden 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to aka.idf.il/wp-1ogin. php B ock 1
66. 249. 78. 234 |Israel 147.237.72.166 |aka. i df . i | ﬂ‘;‘“tzggr i7§??.6?naff]73?§uts7nast orfvendor scri B ock 1
192.243.55.135 |Lhited Sates |147.237.77.216|dover.i df . il Unaut hori zed URL Access to waw i df .il/banahane B ock 1
81.218.241.25 |[lsrael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waidf.il/images/ 1. he/titlecap. png B ock 1
17.142. 156. 109 |Lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwwuidf.il/appl e-app-site-association |B ock 1
79.177.118.81 |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to www nakhal .idf.il/sip storage/files/8 |B ock 1
66.249.64. 4 | srael 147.237.0.15  kosher-kravi.idf .il \/\th;:\zmkgsr:;rz—elg’;\l/il. ifi??ﬁtte(r)rpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
130. 193. 50. 33 ;’ZZ:;”I . 147.237.77.74 |lawidf.il mﬂt:‘,ﬁ"‘ ! d?éf'l /Lfi"p js(t:(;(ri;e/t s/ 1/ 561 doc. B ock 1
68. 180. 229. 241 |Uiited Qates  [147. 237. 77. 176 |nat pash. i df . i | \;Twa:f);jt pe M loéﬁé?;efsgggt@aisgx Hock |1
195. 200. 205.2 |Israel 147. 237.72. 166 |aka. i df . i | el i?’tageeg’?ing:a‘;;;;féoi)’;c%i’ Y kepatzl[resfol2 B ock 1
Unaut hori zed URL Access to
157.55.39.54 |thited Sates [147.237.77.216|dover.idf.il ww i df . i1/ tenpl ates/articl e/ src="http: /v yout ube. cond v/ Onwat ¢ [Bl ock 1
| dife
108.227.98.31 |uited Sates [147.237.76.42 |refuah.idf.il O St ted ratorized ;ﬁj‘aﬁc‘;‘;ﬁ on HBock |1
23.106. 239. 232 |United Sates 147.237.77. 226 \flwﬁl chamatz. aka. 1d mué:;:;tlidakﬁ d'?‘?(i:‘lejsshta?ed/ user cont r ol s/ header upper / Bl ock !
79.180.183.29 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/main/ schar B ock 1
192.243.55.132 |Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df .il/894-en/i df gdover. aspx B ock 1
66. 249. 64. 137 |Israel 147.237.72. 166 |aka. i df . i | 'Izz;lljtzg(;r';zze.dlég‘gxsgffotri i aspl showf or um asp B ock 1
46.116.52.123 |Israel 147.237.72. 166 |aka. i df . i | \;’jrwagfaez f‘;"f,ﬂ‘;}l\:a?hfr'/?';gi'gratiom Jardlreg st er. asp None 1
149.50.85.17  |Israel 147.237.72. 166 |aka. i df . i | mn;)km:,????tn;r nﬁ;g?ﬁt;angfBQﬁSfph%Char$°t' rin None 1
68. 180. 230. 155 |United Sates  |147.237.76.200|ei t an. aka. i df . i mngi"‘t"an'?aarg‘?t;r_ ifﬁrlgg Le; o tan asox None 1
157.55.39.203 |lhited Sates [147.237.72. 156 |anan. i df.il Uhaut hori zed LRL Access to |ist.ips.gov.il/robots.txt B ock 1
114. 97. 195. 129 |Chi na 147.237.77. 176 |nat pash. i df . i | m“tcgg’;t' zed LR fggf-sse/t:ogat aspd t rackback! Bl ock 1
207.46.13.161 |[lhited Sates [147.237.77.176 |nat pash. i df . i | Unhaut hori zed URL Access to 147.237.77.176/ robots. txt Bl ock 1
79.180. 221. 214 [ srael 147.237.77. 176 [nat pash. i df . i | \/\th;:\zuz:s;tl .Zieci .%tfﬁ%?ifets?shw ed/ user cont r ol s/ pr onot i oncube/ Bl ock !
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