04-12-2016-06:04:07 to 04-12-2016-07:04:07

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

M dover.idf.il

Wiawidf.il

M aka.idf.il

M nakchal .idf.il

M tikshuv.idf.il

M nadimatal .idf.il

Meitan aka.idf.il

M chinuch. aka. i df .
nat pash. i df . il

Meatal.idf.il

100+g

80+

607

Nunber
(6]
At acks

. A . . Yoo
LN RN VA S Al R S NN Y
LRI S AN SN UG SN ORI S
SN D N

Top Attackers

W 192. 243.55. 137
192. 243. 55. 132
I 41.33.231.90
87.71. 44. 145
W 212. 143. 142. 56
W 192. 243.55. 129
[ 63. 143. 226. 103
W 192. 243.55. 136
190. 42. 127. 216
M 220. 167. 100. 13
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
192. 243. 55. 132 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 53

192. 243. 55. 137 Lhited Sates 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 3
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 2

176. 12. 160. 2 | srael 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 2

66. 249. 93. 115 | srael 147.237.77. 216 dover.idf.il|TCP handshake viol ation, first packet not syn drop 1
79.181. 215. 198 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1

66. 249. 93. 111 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
162. 210. 196. 98 Lhited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 2
61.135.189. 122 Chi na 147.237.76. 31 nakchal .idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
54.183. 93. 152 Lhited Sates 147.237.77.176  |matpash.idf.il [3593: HITP. SQ Injection (INQN B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 |147. 237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
185.130.5.86  |147. 237. 72. 156 |Li thuani a aman.idf.il ET SCAN Potential SSH Scan 1
98. 119. 105. 221 |147.237.77.74 |lhited Sates lawidf.il ET SCAN NVAP -f -sS 1
220.167. 100. 13 [147.237.0.34 |China tikshuv.idf.il SERVER APAGHE Apache Tomeat Wb Appl i cation Minager 1
access
14.102.100.2 |147.237.0.33 |india idf.il ET SCAN Potential SSH Scan 1
220.167. 100. 13 [147.237.0.19 |China madi matal .idf.il SERVER- APAGHE Apache Tomeat Wb Appl i cation Minager 1
access
208. 100. 26. 228 |147.237. 77. 226 |Lhited Sates wan chanat z. aka. i df . i | [ET SCAN Pot ential VNC Scan 5900- 5920 1
208. 100. 26. 228 (147. 237. 77. 205 |Lhited Sates prisha idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
208. 100. 26. 228 |147.237. 72. 156 |Lnited Sates anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.130.5.86  |147.237. 77. 216 |Li thuani a dover.idf.il ET SCAN Potential SSH Scan 1
185.130.5.86  |147.237.76.44 |Lithuania e.refuah.idf.il ET SCAN Potential SSH Scan 1
98.119. 105. 221 |147.237.77. 74 |lWited Sates lawidf.il ET SCAN NMAP -sS wi ndow 2048 1
80. 82. 78. 38 147.237.76.39 |[Nether| ands nobi | e. nei tav. i df.il ET SCAN NVAP -sS wi ndow 1024 1
220.167. 100. 13 |147.237.0.34 |China tikshuv.idf.il ET SCAN Tontat Vb Applicati on Manager scanni ng 1
2.53.25.81 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
220. 167. 100. 13 [147.237.0.19 |China madi matal .idf.il ET SCAN Tontat Véb Applicati on Manager scanning 1
208. 100. 26. 228 |147. 237. 77. 226 |Lhited Sates waw chanat z. aka. i df . i | [ET SCAN NVAP -sS w ndow 1024 1
208. 100. 26. 228 |147.237.76. 202 |Lnited S ates e halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.130.5.86  |147. 237. 76. 201 |Li t huani a e.atal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
] . . SYN+AK retransmit with different .
192.243.55.132 |lhited Sates  [147.237.77.216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 22
192.243.55.137 |lhited States  [147.237.77.74 |lawidf.il Bad TCP sequence SINA retransmt with different |, o |18
w ndow scal e
192.243.55.132 |[Uhited Sates  |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 15
192.243.55.137 |Wited Sates  |147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 15
192.243.55.137 |UWited Sates  [147.237. 77. 216 |dover. i df . Bad TCP sequence SINAXK retransmt with different 1oouvor |14
w ndow scal e
63.143. 226. 103 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
; . . SYNVAK retransmit with different .
192.243.55.132 |Wited Sates  |147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 10
192.243.55. 137 |lhited Sates [147.237.77.74 [lawidf.il SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 10
192.243.55.137 |Uhited Sates  |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
192.243.55.132 [lhited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
192.243.55.132 |lhited Sates 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 9
192.243.55.132 |[Uhited Sates [147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
192.243.55.137 [hited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber aert 8
192.243.55.132 |Wited Sates  |147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
209. 6.148.106 |Wiited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
192. 243.55.137 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
192.243.55. 132 |Uited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber alert 5
192.243.55. 137 |lLhited Sates [147.237.77.74 [lawidf.il drop First packet isn't SWN drop 4
192, 243.55. 137 |lited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence noni t or 4
192.243.55. 137 |Uited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber alert 4
192.243.55.136 |Wnited Sates  [147. 237. 77. 216 |dover. i df .l Bad TCP sequence SINAXK retransmt with different 1oouior |
w ndow scal e
192.243.55.137 |Wited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
Sreanming Engine: TCP Invalid i i ssi
109. 64.208.17 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |4 3
Ret r ansmi ssi on Packet dropped.
63.143.226.46 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
Sreaming Engine: TGP Invalid i i ssi
79.181. 169. 223 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
; . . SYNVAK retransmit with different .
192. 243.55.129 |lWhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 3
190. 42.127. 216 |Peru 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SYN drop 3
149.78. 47. 50 Lhited Sates 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 3
Russi an D Streaming Engine: TCP Invalid |invalid segnent retransnission.
178. 154. 189. 201 Federat i on 147.237.72. 166 |aka.idf.il Ret 1 ansni ssi on Packet dr opped. drop 3
190. 42. 127. 216 |Reru 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i ssi
178. 255. 215. 87 |France 147. 237. 76. 147 |chi nuch. aka. i df . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
192.243.55.132 |Wited Sates  |147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 3
190. 42.127. 216 |Reru 147.237.72. 166 |aka. i df .| Bad TCP sequence SINAXK retransmt with different 1oouior |3
w ndow scal e
Russi an . ... |Sreaming Engine: TP Invalid Invalid segnent retransnission.
130. 193.51.91 Federati on 147.237.76. 200 |eitan. aka.idf.il Ret r ansmi ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i sSi
37.26.148.172 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39. 194 |Wnited Sates |147.237.72. 166 |aka idf. il 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dr opped.
192.243.55.136 |Wited Sates  [147.237.77.74 |lawidt.il Bad TCP sequence SINAXK retransmt with different 1opuior |2
w ndow scal e
: s SYNVAK retransmit with different .
192.243.55.129 [lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal 6 noni t or 2
192.243.55.132 |lhited Sates [147.237.77.74 [lawidf.il drop First packet isn't SWN drop 2
41.47.113.119 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
192.243.55. 132 |Uited Sates [147.237.77.216|dover.idf.il Bad TCP sequence noni t or 2
192.243.55.129 |lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence noni t or 2
149. 78. 47. 50 Lhited Sates  |147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 2
98.165.177.28 |Wnited Sates  [147.237.77.216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 2
192.243.55.129 [lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
] s SYN+AK retransmit with different .
149. 78. 47. 50 Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 2
192.243.55.137 |Wited Sates  |147.237.77.74 |lawidf.il Bad TCP sequence noni t or 2
Sreaning Engine: TGP Invalid i i ssi
131.253. 25. 222 |Uhited Sates  |147.237. 76. 200 [ei tan. aka i of il 9 =g Invalid segnent retransmssion. |, 2

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry ‘Target Address |Site Sgnature Action ‘Count

87.71.44.145 |lIsrael 147.237.76.31 |nakchal .idf.il |Dstributed Unhauthorized HTTP Met hod Bl ock 9
87.71.44.145 |[lIsrael 147.237.76.31 |nakchal .idf.il |Miltiple Unauthorized URL Access from 87.71.44. 145 B ock 6
65.55.210.210 |lhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waidf.il/error.htm B ock 3
199.30.24.16 |Lhited Sates |[147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on wawidf.il/error. htm Bl ock 2
109. 65. 66.33 |l srael 147.237.0.19 |nadi matal .idf. i |Suspici ous Response Code B ock 2
199.30.24.37 |Whited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waidf.il/error.htm B ock 2
199. 30. 24. 129 |lLhited Sates |[147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error. htm Bl ock 2
199. 30.16. 166 |Lhited Sates [147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 2
199. 30. 24. 183 |[Lhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waidf.il/error.htm B ock 2
87.71.44.145 |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to waw nakhal .idf.il/sip_storage/files/8/ B ock 2
199.30.24.15 |lhited Sates [147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 2
199. 30.24. 192 |[thited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waidf.il/error.htm B ock 2
109. 64. 208. 17 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qxde Character in LR Bl ock 1
66.249. 64. 131 |Israel 147.237.72.166 |aka. i df . i | luE‘_Jtzg‘;rl;Zze.dlggng:ffotrz 1 asp! show or um asp Bl ock 1
66. 249. 78. 246 I srael 147.237. 72. 166 |aka. i df . i | i fgg;‘;?%;/efdorﬁ gzgfsssho‘f,’v‘f or um asp Bl ock 1
207.46.13.41 |Wited Sates |147.237.77.233atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
66. 249. 64. 151 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock

216. 218. 206. 66 |Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock

157.55.39.65 |lited Sates |147.237.77.216|dover.idf.il g’;“;j?r;nfefm%fcaﬁgi: to www idf. T1/1133-17938-he/ dover. aspx<span g o\ 1
66. 249. 65. 223 |Israel 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to 147.237.77. 216/ r obot s. t xt B ock 1
220. 167. 100. 13 [Chi na 147.237.0.19 |nadi matal .idf.i|Wauthorized URL Access to 147.237.0. 19/ nanager/ ht m B ock 1
66. 249. 65. 224 |lIsrael 147.237.77. 216 |dover.idf .i | D stributed Unaut hori zed LRL Access on waidf.il/error. htm B ock 1
220. 167. 100. 13 |Chi na 147.237.0.34 |tikshuv.idf.il [|Unhauthorized URL Access to 147.237.0. 34/ manager/ ht m Bl ock 1
66. 249. 65. 224 |l srael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to ww idf.il/atal 1/izkor/vi ew norei nf o. asp Bl ock 1
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