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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|Bl ock | p Vb In drop 183

192. 243. 55. 137 Lhited Sates 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 36
176.228. 136. 123 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 4
54.72.182. 187 I'rel and 147.237.77. 216 dover.idf.il|Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
61.135.189. 122 Chi na 147.237.76. 31 nakchal .idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

|Signature

177.79. 41. 77 147.237.77.216 |Fazil dover.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 24
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
107. 158. 255. 194  [147.237. 76. 31 Lhited Sates nakchal . i df.il ET SCAN NVAP -sS w ndow 2048 1
104. 44. 133. 108 147. 237. 76. 34 Lhited Sates yohal an. i df il ET SCAN NVAP -sS w ndow 4096 1
80. 34. 149. 120 147.237.76.200 |Sain eitan.aka.idf.il [ET SCAN NVAP -sS w ndow 4096 1
208. 100. 26. 228 147. 237.77. 61 Lhited Sates e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
107. 158. 255. 194  [147.237.76. 31 Lhited Sates nakchal . i df il ET SCAN NMAP -sS wi ndow 3072 1
107. 158. 255. 194  |147. 237.76. 31 Lhited Sates nakchal .idf.il ET SCAN NVAP -f -sS 1
104. 44. 133. 108 147. 237. 76. 34 Lhited Sates yohal an. i df .i| ET SCAN NVAP -sS w ndow 1024 1
80. 34. 149. 120 147.237.76.200 |Spain eitan.aka.idf.il [ET SCAN NVAP -sS w ndow 1024 1
198. 20. 69. 98 147.237.76.176 |Lnited Sates test.ncore.idf.il |ET DRCP Dshi el d B ock Listed Source 1
193. 124. 180. 34 147.237.76. 31 Russi an Federation |nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
118.193. 20. 114 147.237.77.227 |Hong Kong e. hanaz. i df.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |
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A tacker
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SWNretransmt wth different

84. 228. 224. 149 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 32
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
192.243.55.137 |thited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence ﬁﬁffsﬁ rea”S”“ wthdifterent | onitor  [22
192.243.55.132 |Wited Sates  [147.237.77. 216 |dover.idf.il  |Bad TCP sequence SwAae e reansm wehdifferent | onitor |22
192.243.55.137 |lhited States  [147. 237. 77. 216 |dover. i df . Bad TCP sequence ﬁﬁffsﬁ rea”S”“ wthdifterent | oonitor  [21
192.243.55.137 |lhited Sates  |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 17
192.243.55.132 |Whited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence mﬁﬁsg ;ansm't wehdifferent | onitor |17
192.243.55.137 |lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 17
192.243.55.132 |hited Sates  |147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 16
192.243.55. 137 |lLhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 16
192.243.55.132 |lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 15
192.243.55. 137 |lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 14
192.243.55.132 |lLhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 13
192.243.55.132 |lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 12
192.243.55. 137 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
192. 243.55. 137 |lhited Sates 147.237.77.74 |(lawidf.il dr op First packet isn't SN drop 11
84.228.224.149 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence md:;f,rsac':rit Wth different monitor |11
192.243.55.132 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
192.243.55.132 |lhited Sates  |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 9
207.46.13.74 Lhited Sates 147.237.77. 233 |atal .idf.il dr op SAMrul e drop 9
192. 243.55. 137 |lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 9
192.243.55.132 |Lhited Sates 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 8
192. 243.55. 137 |lLhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber aert 8
192.243.55.132 |lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 7
37.26.147.193 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
176.13.23.51 [ srael 147. 237 72. 167 | shurimaka i of i |2 | €2 NG Engine: TQP Invalid Jinvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
192.243.55.132 |lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 4
192.243.55.132 |lLhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 4
177.79.41. 77 Brazil 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
207.46.13.74 Lhited Sates 147.237.76.42 |refuah.idf.il dr op SAMrul e drop 3
46.19.85.143  |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid imvalid segnent retransnssion drop 3
Ret r ansni ssi on Packet dr opped.

192. 243.55. 137 |lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence noni t or

192. 243.55. 137 |lhited Sates 147.237. 77. 216 |dover.idf.il Bad TCP sequence noni t or

95. 159. 43. 250 z:)ﬁ ﬁ‘ b 147.237. 77. 216 |dover. i df .i | drop First packet isn't SIN drop 2
74.82.47.15 Lhited Sates 147.237.72. 167 |ishurimaka.idf .i[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185.92.72. 33 Net her | ands 147.237.0. 33 idf.il dr op drop 1
216.218.206. 78 |lhited Sates 147.237.77. 121 |e.navy.idf.il Geo- | ocati on enf or cenment Geo-1 ocation i nbound enf or cenent |drop 1
177.79.41. 77 Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
62. 4.22.224 France 147.237.0.19 |nadimatal.idf.il|SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
5.39. 88. 131 France 147.237.76.86 |navy.idf.il drop SAMrul e drop 1
184. 105. 139. 100|Lhited Sates 147.237.76.201|e. atal .idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
108.61.123.75 |France 147.237.0.19 |nadimatal.idf.il|SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
74.82.47. 15 Lhited Sates 147.237.76. 200 |eitan. aka.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185.92.72. 33 Net her | ands 147.237.0.200 |mdu.idf.il dr op drop 1
216. 218. 206. 103|Whited Sates 147.237.77.176 |nat pash.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
177.79.41. 77 Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
85. 65. 244. 190 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 1
66.240.236.119 |Lnited Sates  |147.237.76.197 |le.himush.idf.il |[Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |drop 1
184. 105. 139. 116|Lhited Sates 147.237.77. 212 |e.dover.idf.il Geo- | ocati on enf or cenment Geo-1ocation i nbound enf or cenent |drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

wn nag. i df . i | /tenpl at es/ shar ed/ user cont rol s/ | obbyi nf ocent eri t em

Count ry Target Address |[Site S gnature Action ‘Count

195. 160. 242. 40 |l srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed HTTP Met hod B ock 9
195, 160. 242. 40 |l srael 147.237.77. 170 |naar achot . i df . i | Mil tipl e Unhauthorized URL Access from 195. 160. 242. 40 B ock

208.115. 113. 88 [Lhited Sates |147.237.76.86 |[navy.idf.il :,23;,” ihgfr_i iﬁ’e/dgiL;i_s//:cocreusn? ats(;/ showf or um asp Bl ock 5
199. 30.24. 242 |lhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
199.30.25. 111 |lhited Sates |147.237.77.216|dover.idf.il Ostributed Wnaut horized URL Access on waw i df.il/error.htm B ock 2
207.46.13.62 |lhited Sates [147.237.77.216|dover.idf.il Ostributed Wnaut hori zed URL Access on waw i df.il/error. htm B ock 2
84.95.208.20 |[Israel 147.237.77.233|atal .idf.il Mil ti pl e Unauthorized URL Access from 84.95. 208. 20 B ock 1
66.249.64.13 |Israel 147.237.72.166 |aka. i df . i | ﬂ‘;‘“tzggr '7;3;’6% fﬁfr‘fﬂstse;; ates/i mner . asp B ock 1
178. 255. 215. 87 |France 147. 237.77. 216 |dover . i df . i | chaut hor! izle;j1L£_5-Aﬁ27iiktkokkk=e271b738kkkkkkk_e271b738 Bl ock 1
66.249.78.97 |Israel 147.237.72.166 |aka. i df . i | ﬂ?“tzg‘;r if;%ﬁ/ :ﬁ;e:rf/ ;;’i /i . asp B ock 1
192.243.55. 132 |Lhited Sates |147.237.77.216|dover.idf . il Unaut hori zed URL Access to www i df.il/1283-19142-en/ dover B ock 1
84. 228. 224. 149 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |B ock 1
66.249.64.18 |Israel 147.237. 72. 166 |aka. i df . i | ot ed ot hor ;efuﬁexles_saggx Bl ock 1
185.92.72.33 |Netherlands  [147.237.0.17 (rjr:nlyl kosher-kravi. T, i horized URL Access to 147.237.0. 17/ B ock 1
66.249.78.234 |l srael 147.237.72.166 |aka. i df . i | ﬂ?u ;g;rézz.eld%ﬁm ﬁ?;?iis; :) esour ces/ scripts/general .js Bl ock !
84. 228. 224. 149 |l srael 147.237.77.233|atal .idf.il Lhaut hori zed UR. Access to 147.237.77.233/1135-he/ at al . aspx B ock 1

Unaut hori zed URL Access to
66.249.66.5 I srael 147.237.77. 176 |mat pash. i df . i | W cogat . i df . i |/ coor di nat i ongaza/ gover nment / pages/ coor di natortr |B ock 1
anspor t . aspx

199. 30. 25. 122 |thited Sates |147.237.77.216|dover.idf.il Ostributed Wnaut hori zed URL Access on waw i df.il/error. htm B ock 1
185.92.72.33 |Netherlands |147.237.0.19 |nadimatal.idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
68.180.229.89 |lhited Sates [147.237.72.166|aka.idf.il Illegal Byte Qde Character in LR /main/ giyus/ [[#11]]general . aspx  |B ock 1
157.55.39. 215 |Lhited Sates [|147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/tenplates/cont act us/ B ock 1
66.249.73. 129 |l srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
206. 208. 133. 80 |Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df . il/894-en/i df gdover. aspx B ock 1
192. 243.55. 132 |Lhited Sates [147.237.77.74 [lawidf.il Ml ti pl e Unaut horized URL Access from 192. 243, 55, 132 B ock 1
68. 180. 229. 241 |Wiited Qates |147.237.77. 176 |mat pash. i df . i | margf);jt pe M /o:IL;;i?-Orr]]e/ngSg?Tnafsr;x Bl ock 1
46.121. 133. 193 |I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
195. 160. 242. 40 |l srael 147.237.77. 170 [maar achot . i df . i | Unhaut hori zed URL Access to maarachot.idf.il/sip storage/files/4/ B ock 1
177.79.41.77 |Prazil 147.237.77. 216 |dover.idf . il Distributed Uhauthorized URL Access on waw idf.il/error.htm B ock 1
66. 249. 73. 147 |Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list.htm B ock 1
192. 243.55. 132 |Whited Sates [147.237.77.74 |lawidf.il thaut hori zed LR. Access to B ock 1
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