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Attacker Address \Attacker Country |Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4125
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 6
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | Bl ock Wp Al Nets drop 6
120. 132. 50. 135 Chi na 147.237.76. 30 hi nush. i df .i | bl ock-sp-trafl forward 4
209. 126.110. 5 Lhited Sates 147.237.77. 176 nat pash. i df i | Block Udp All Nets drop 1
103. 44. 205. 54 Chi na 147.237.76. 177 ncore.idf.il JLMPurple Gon Limt Htp drop 1

43. 225. 239. 22 Chi na 147.237.77. 61 e.cogat.idf.il JLMPurple Gon Limt Htp drop 1
185.94.111. 1 Russi an Federation 147.237.77.176 nat pash. i df.i | Bl ock_Udp All _Nets dr op 1
209. 126.110. 5 Lhited Sates 147.237.77.178 e. nat pash. i df.il Bl ock Wp Al Nets drop 1
103. 44. 205. 54 Chi na 147.237. 76. 200 eitan aka. idf.il JLIMPurple Con Linmit Htp drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Udp Al _Nets drop 1
192.168. 1. 15 147.237.76. 177 ncore.idf.il Invalid L4 Header Length drop 1
216. 218. 206. 91 Lhited Sates 147.237.0. 34 tikshuv.idf.il ock Wp Al _Nets drop 1

66. 240. 192. 138 Lhited Sates 147.237.76. 148 ggcenter.aka. idf.il |Bock Np Al Net dr op 1
207. 243. 129. 34 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock Wp Al Nets drop 1

85. 25. 237. 162 Ger nany 147.237.8. 46 e. chinuch.idf.il Bl ock Udp Al Nets drop 1

66. 240. 192. 138 Lhited Sates 147.237.77. 178 e. mat pash. i df .i | Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action |Oount
46.4.120. 3 Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
213.239. 205. 207  |Ger many 147.237.76. 86 navy.idf.il C1000074: HITP. maj estic bot B ock 2
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
61. 135, 189. 122 Chi na 147.237.76. 31 nakchal .idf.il |[Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |nmatpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address A(;)tue:]c;kre; Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
66.249.78.146 |147.237.72.166|Whited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
107. 158. 255. 194|147. 237. 77. 205 |Uhited Sates |prishaidf.il |ET SCAN NVAP -sS w ndow 1024 1
89.36.214. 115 |147.237.77.74 |Ronani a lawidf.il ET SCAN Potential SSH Scan 1
13.92.246. 145 |147.237.76.177 |Lhited Sates |ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
201.164.217.90 |(147.237.72.14 [Mexico dover.idf.il(oIcEr SCAN Behavi oral Lhusually fast inbound Tel et Connect i ons, 1

Potential Scan or Brute Force

107. 158. 255. 194|147, 237. 77. 205 [Wited Sates |[prishaidf.il |ET SCAN NMAP -sS w ndow 4096 1
89.36.214. 115 [147.237.77. 178 |Romani a e.natpash.idf.il|ET SCAN Potential SSH Scan 1
89.36.214. 115 |147.237.76.31 |Romani a nakchal .idf.il |ET SCAN Potential SSH Scan 1
13.92.246. 145 |147.237.76. 177 |Lhited Sates |ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry|Target Address |Ste Signature Action ‘Count
84.95.208.20  |Israel 147. 237.76. 200 [ei tan aka i o i1 || S NG Engine: TGP Invalid  linvalid segnent retransnissi on drop 63
Ret r ansmi ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
207.46.13.74  |Wited Sates 147.237.77. 233 |atal .idf il drop SAMrul e drop 11
192.243.55.131 |Wited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence mﬁﬁsrcgreansm't wthdifferent | onitor |7
80. 179. 22. 74 I sr ael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nvalid ACK nunber noni t or
83.37.101. 13 Spai n 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop
66.240.78.170 |wnited Sares  |147.237. 76,200 |ei tan. aka i o i1 || 2 NG ENgine: TGP Invalid finvalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dropped.
66.240.66.70  |uited Sares  |147.237. 76, 200 |ei tan. aka i of i1 [N €2M NG ENGine: TP Invalid - invalid segnent retransmission. | 6
Ret r ansni ssi on Packet dropped.
192.243.55. 134 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
80. 179. 22. 74 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nvalid ACK nunber nonitor |5
192.243.55. 134 |lhited Sates 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 5
77.44.192. 63 zgh‘;‘rifab 147.237.77. 216 |dover.idf.il  |drop First packet isn't SIN drop 5
2.53.131.83 I sr ael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
66.240.78.184 |United Sares  |147.237. 76,200 |ei tan. aka i i1 || @M NG Engine: TGP Invalid finvalid segnent retransnissi on drop 4
Ret r ansmi ssi on Packet dr opped.
141.8.142.1 gs::;”i on 147.237.72. 166 |aka. i df . S; ?j:sr;? SESr;g;:e: TP Invalid 'P';‘éakgtd ;re(?;;g:i. retransmssi on. drop 3
192. 243.55. 134 |Uited Sates 147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 3
185.24.206.39 |Israel 147.237.77. 243 |mbi e ior. i1 | S2MNG Engine: T dnvalid - invalid segnent retransnissi on drop 3
Ret ransni ssi on Packet dropped.
141.8.142.1 g;z::t”i o 147.237.76. 200 |6i tan. aka. i df .i ;; fi:srr‘g Siri]g(;:e: T Invalid :)’;‘éi';td ds‘reggsg; retransmssion. 4 0 3
192.243.55. 134 [lhited Sates 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 3
192.243.55. 134 |Wited Sates 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 3
192.243.55. 131 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
192.243.55. 134 [lhited Sates 147. 237. 77. 216 |dover. i df .i | SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 3
192.243.55.134 |lhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 3
192.243.55. 131 |[lhited Sates 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3
178. 154. 189. 201 gz::;”i o 147. 237. 72. 166 |aka. i df .1 i{ ?j:srr:? SESTgc'):e: TP tnvalid :Dg‘éakttd ;eggsgj. retransmssion. | o, 3
192.243.55.134 |Wnited Sates  |147.237.77.216|dover.idf.il  |Bad TCP sequence mﬁsg remsni't wthditferent | oontor |3
192.243.55. 131 [lhited Sates 147. 237. 77. 216 |dover.i df .i | SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 2
192.243.55. 131 |Wnited Sates 147.237.77.74 |lawidf.il drop First packet isn't SWN drop 2
192.243.55. 135 |Uhited Sates 147.237.77.74 |[lawidf.il Bad TCP sequence noni t or 2
192.243.55. 131 [lhited Sates 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence nonitor |2
66.249.78.146 |Uited Sates  |147.237.72. 166 |aka i df il Streaning Engine: TCP Invalid invalid segnent retransmission. | 2
Ret r ansni ssi on Packet dropped.
209. 140. 33. 144 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
192.243.55.135 |lhited Sates 147.237.77.74 |(lawidf.il dr op First packet isn't SN drop 2
192.243.55. 134 [lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence monitor |2
192.243.55. 131 |lLhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 2
192.243.55.134 |Wited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence mﬁsg?ﬂsm wehdifferent | onitor |2
192.243.55. 131 |Uited Sates 147.237. 77. 216 [dover.idf . i Bad TCP sequence Invalid ACK nunber alert 2
192.243.55. 134 [lhited Sates 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence nonitor |2
192.243.55. 134 |Wnited Sates 147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber alert 2
46.119. 127. 129 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
184. 105. 247. 208|lLhited Sates 147.237.76.202|e.hal ag.idf.il |Geo-1 ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 1
192. 243.55. 135 |United Sates 147.237.77.74 |lawidf.il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 1
66. 249. 69. 18 I sr ael 147.237.0.33  [idf.il dr op drop 1
208.100. 26. 228 |nited Sates 147.237.77. 233 |atal .idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 218|thited Sates 147.237.0.19 |nedimatal .idf.i|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
104.148. 71. 133 |lLhited Sates 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
68.196.135.21 |Lnited Sates 147. 237. 77. 216 |dover.i df .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 1
64.233.172. 163 |[Wited Sates 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SWN drop 1
207. 46. 13. 62 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
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|Top Attackers In V\AF|

At acker

Devi ce

wan | aw i df . i 1/275- hel pat zar . aspx

ountry Target Address |[Site S gnature Action ‘Count
84.95.208.20 |[lIsrael 147.237.77. 216 |dover. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 26
84.95.208.20 |Israel 147.237.77.233|atal .idf.il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 7
84.95.208.20 |Israel 147.237.76.200(ei tan. aka. i df . il [Miltiple Unaut horized LRL Access from 84. 95. 208. 20 B ock 7
84.95.208.20 |[lIsrael 147.237.77.233|atal .idf.il PHP At enpt B ock 5
65.55.210. 214 |lhited Sates [147.237.77.216|dover.idf.i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 4
65.55.210.82 |Lhited Sates [147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 2
199. 30. 16. 168 |lhited Sates |147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 2
65.55.210. 107 |Lhited Sates [147.237.77.216|dover.idf.i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 2
199.30.24.17 |wited Sates |[147.237.77.216|dover.idf.il Ostributed Unhaut hori zed URL Access on waw idf.il/error.htm B ock 2
66. 249. 65. 224 |l srael 147.237.77.216|dover.idf .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 2
65.55.210.181 [Lhited Sates [147.237.77.216|dover.idf.i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 2
199. 30.24. 105 |wited Sates |[147.237.77.216|dover.idf.il Ostributed Wnhaut hori zed URL Access on waw i df.il/error.htm B ock 2
157.55.12.80 |lhited Sates |147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 2
65.55.210.199 [Lhited Sates [147.237.77.216|dover.idf.i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 2
23.81.60.95  |Lhited Sates |147.237.77. 216 |dover. i df . il shaut flor] 2e¢ LR ACCesS 10 headier pper Bl ock 1
198. 58.103.36 |lLhited Sates 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waw i df.il/1294-he/ wan idf.il Bl ock 1
68.180.231.43 |wited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin vww i df . i|/1133- he/ dover. aspx B ock 1
66.249.78.97 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ edi ni yorman/ enl ar ge. asp |Bl ock 1
66.249. 64. 131 I srael 147. 237.72. 166 |aka. i df . i | i;t rzg;etf;] 1%:;‘“;;0;) gzie;ujéegf:sazgx B ock 1
66.249. 78. 154 |I srael 147.237.76.86 |navy.idf.il gj;_tih;fr_'izﬁf etn';afggf:ﬁart;/ Sser cont 1ol </ nevmend Bl ock 1
84.95.208.20 |Israel 147.237.76.200|ei t an. aka. i df . i | [Lhknown Paraneter tab in ww eitan. aka.idf.il/938-he/ei tan. aspx None 1
131.253. 25. 146 |Lnited Sates [147.237.77.216 |dover.idf.il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 1
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
84.95.208.20 |[lIsrael 147.237.77.216|dover. i df . i | Ostributed PHP Attenpt B ock 1
66. 249. 65. 224 |Israel 147.237.77. 216 |dover.idf .il Ml tipl e Unaut horized URL Access from 66. 249. 65. 224 B ock 1
66. 249.78.240 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
216.218. 206. 68 |Lhited Sates 147.237.0.19 nadi matal .idf.i|Uauthorized URL Access to 147.237.0.19/ B ock 1
66.249.78.82 |israel 147.237.77.74 |lawidf . i 11egal Paraneter Encoding searchext in None 1
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