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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b I n drop 4140
147.75. 194. 107 Lhited Sates 147.237.77. 234 hal ag.idf .il bl ock-sp-traf 1 forward 30
147.75. 194. 107 Lhited Sates 147.237.76. 39 nobi | e. nei tav. i df.il|bl ock-sp-trafl forvard 22
147.75.194. 107 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |bl ock-sp-trafl forvard 2

80. 82. 78. 38 Net her | ands 147.237.77. 233 atal .idf.il bl ock-sp-traf 1 forward 2
192. 243. 55. 129 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
147.75.194. 107 Lhited Sates 147.237. 72. 156 anan.idf.il bl ock-sp-traf 1l forward 2

80. 82. 78. 38 Net her | ands 147.237.77.216 dover.idf.il bl ock-sp-traf 1 forward 2
216. 218. 206. 75 Lhited Sates 147.237.72. 217 e.idf.il B ock Wp Al Nets drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il B ock Udp All Nets drop 1
184. 105. 247. 238 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il B ock Wp Al Nets drop 1
71.6.135.131 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock Np Al _Net drop 1
185.94.111. 1 Russi an Federation 147. 237. 76. 147 chinuch. aka.idf.il |Bl ock Udp All _Nets drop 1

82. 145. 208. 78 Eur ope 147.237.72. 166 aka.idf.il B ock_|p VWb In drop 1
71.6.167. 142 Lhited Sates 147.237.76. 44 e.refuah.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

Target Address

|Site

|Sgnature

Devi ce Action |Count |

149. 56. 110. 175 Lhited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 2
61.135. 189. 122 Chi na 147.237.76. 31 nakchal .idf.il |[ClL000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 10
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
89.163.212.37 |147.237.76. 177 |Ger many ncore.idf.il ET SCAN Potential SSH Scan 2
89.163.212.37 |147.237.76.31 |Ger nmany nakchal i df.il ET SCAN Potential SSH Scan 2
89.163.212.37 [147.237.77.19 |Ger many lawforumidf.il |ET SCAN Potential SSH Scan 2
199. 101. 186. 221|147.237.0.15 [lWnited Sates |kosher-kravi.idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
89.163.212.37 |147. 237. 76. 196 |Ger nany e.svivaidf.il ET SCAN Potential SSH Scan 1
177 245 78.52  |147 237 76.34 M co yohal an.i o i1 ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

Potential Scan or Brute Force

89.163.212.37 |147.237.76. 44 |Ger many e.refuah.idf.il ET SCAN Potential SSH Scan
101. 200. 181. 38 |147. 237. 72. 217 |Chi na eidf.il ET SCAN NVAP -sS wi ndow 1024
89.163.212.37 |147.237.76.34 |Ger many yohal an. i df .i | ET SCAN Potential SSH Scan
98.119. 105. 221 |[147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sS wi ndow 1024
80. 82.78. 38 147. 237. 77. 227 |Net her | ands e hamaz.idf.il ET SCAN NVAP -sS wi ndow 1024
89.163.212.37 |147.237. 77. 233 |Ger many atal.idf.il ET SCAN Potential SSH Scan
13.82.25.94 147.237.77.178|lhited Sates |e.matpash.idf.il |ET SCAN Potential SSH Scan
89.163.212.37 |147.237.77. 176 |Ger many nat pash. i df i | ET SCAN Potential SSH Scan
13.82.25.94 147.237.76.86 [Lhited Sates |navy.idf.il ET SCAN NVAP -sS wi ndow 3072
89.163.212.37 |147.237.77.74 |Ger many lawidf.il ET SCAN Potential SSH Scan
222.73.18.162 |147.237.72. 166 |Chi na akaidf.il ET SCAN NVAP -sS wi ndow 1024
89.163.212.37 |147.237. 76. 200 |Ger many eitan.akaidf.il |ET SCAN Potential SSH Scan

199. 101. 186. 221

147.237.0. 15

Lhited Sates

kosher-kravi .idf.il

ET SCAN NVAP -sS wi ndow 3072

89. 163. 212. 37

147.237.76. 197

Ger many

e hinush.idf.il

ET SCAN Potential SSH Scan

128. 199. 34. 35

147.237.77. 170

Net her | ands

naarachot . i df. il

ET DRCP Spamhaus DRCP Listed Traffic | nbound

89. 163. 212. 37

147.237.76. 38

Cer many

eeneitav.idf.il

ET SCAN Potential SSH Scan

98.119. 105. 221 |[147.237.77.216|Wnited Sates |dover.idf.il ET SCAN NVAP -sS wi ndow 3072
89.163.212.37 |147.237. 77. 234 |Ger many hal ag.idf.il ET SCAN Potential SSH Scan
89.163.212.37 |147.237.77. 212 |Ger many e. dover.idf.il ET SCAN Potential SSH Scan
13. 82. 25. 94 147.237.77.178|Whited Sates |e.matpash.idf.il |ET SCAN NVAP -sS w ndow 3072
89.163.212.37 |147.237.77. 170 |Ger many naarachot.idf.il |ET SCAN Potential SSH Scan
13.82.25.94 147.237.76.86 [lLhited Sates |navy.idf.il ET SCAN NMVAP -sS wi ndow 1024
208. 100. 26. 228 [147.237.76.201 |Whited Sates [e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024
89.163.212.37 |147.237. 76. 199 |Ger many e.nakchal .idf.il |ET SCAN Potential SSH Scan
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|Top Attackers In FW |

At acker

Devi ce

Count ry

Target Address ‘ Ste

‘Signature
Sreaming Engine: TCP Invalid

Inval i d segnent retransnission.

Action

‘Count

84.95.208.20 |Israel 147.237.76. 200 e tan aka i i o L LS Packet. o opped. drop 159
192. 243.55.130 |Wited Sates |147.237.77. 216 [dover.idf.il |Bad TCP sequence mﬁsg ;ansm't wthdfferent 1 oitor |25
192.243.55.131 |Wnited Qates [147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsrc‘;;a”sm wehdifferent  Jopnitor |22
192. 243.55.131 |Wited States |147.237.77. 216 [dover.idf.il |Bad TCP sequence mﬁsg ;ansm't wthdfferent 1 oitor |20
192.243.55.135 |Wnited Qates [147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsrc‘;;a”sm wehdifferent  Joonitor |18
192. 243. 55,129 |Wnited Qates [147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁszz:reansnht wehdifferent Joonitor |17
192.243.55.138 |Wnited Qates [147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsrc‘;;a”sm wehdifferent  Jopnitor |17
192. 243.55.138 |Wited Sates |147.237.77. 216 [dover.idf.il |Bad TCP sequence mﬁsg ;ansm't wthdfferent 1 oitor |17
192.243.55.133 |Wnited Qates [147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsrc‘;;a”sm wehdifferent  Jopnitor |17
192. 243.55. 138 [Lhited States [147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber nmoni t or 16
192. 243.55.130 |Wited Sates |147.237.77.74 [lawidf.il  |Bad TOP sequence mﬁsgl;a”s"“ wthdifterent  Joonitor |16
192. 243.55. 131 |Lhited Sates |[147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 15
192. 243.55. 130 |Wnited Qates [147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 15
192. 243.55.135 |Wited Sates |147.237.77.74 [lawidf.il  |Bad TCP sequence Inval i d ACK nunber monitor |15
192.243.55. 131 |Wnited Qates [147.237.77.74 [lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 15
192. 243.55.133 |Wited Sates |147.237.77. 216 [dover.idf.il |Bad TCP sequence m’;ﬁsg ;a”S”“ wehdifferent  Joonitor |15
192.243.55. 134 |Wited Sates [147.237.77.74 |lawicf.il  |Bad TOP sequence SIACK relransmt wehdifferent  Joonitor |14
192. 243.55. 135 |Wnited Qates [147.237.77.74 [lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 14
192. 243.55.131 |Wited Sates |147.237.77. 216 [dover.idf.il |Bad TCP sequence Inval i d ACK nunber monitor |14
192.243.55. 129 |Wited Sates [147.237.77.216|dover.idf.il |Bad TOP sequence mgsv(srczr:nsm wehdifferent  Joonitor |13
192. 243.55.134 |Wited Sates |147.237.77. 216 [dover.idf.il |Bad TCP sequence ﬁﬁffsﬁ rea”S”“ wthdifterent  Joonitor |13
192.243.55. 135 |Lhited Sates |147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 12
192. 243.55. 130 [Lhited Sates [147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber nmoni t or 12
192. 243.55.138 |Wited Sates |147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
192. 243.55. 138 |Lhited Sates |147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 12
192. 243.55. 133 [Lhited Sates [147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber nmoni t or 12
192.243.55. 138 |Lhited Sates |[147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 12
192.243.55. 135 |Wited Sates [147.237.77.216|dover.idf.il |Bad TOP sequence SmwAae e reansm wehdifferent  Joonitor |11
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
192.243.55. 131 |Lhited Sates [147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 11
192. 243.55. 138 [Lhited Sates [147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 11
192. 243.55. 135 |Wnited Qates |147.237.77. 216 |dover.idf.il |Bad TCP sequence monitor |10
192. 243.55.130 |Wited Sates |147.237.77.74 [lawidi.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
192.243.55. 131 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 10
192. 243.55. 130 |Lhited Sates [147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 10
192. 243.55.129 |Wited Sates |147.237.77.74 [lawidf.il  |Bad TCP sequence Inval i d ACGK nurber monitor |10
192.243.55.133 |Lhited Sates |147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 10
192.243.55.129 |Wnited Qates [147.237.77.74 [lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
192. 243.55. 129 |Lhited Sates [147.237.77.216|dover.idf.il |Bad TCP sequence I'nval id ACK nunber noni t or 9

192.243.55. 135 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid AGK nunber alert 9

192. 243.55.133 |Wnited Qates [147.237.77.74 [lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9

192. 243.55. 138 [Lhited Sates |[147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 9

192.243.55. 130 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 9

192. 243.55. 135 |Wnited Qates [147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9

192. 243.55.138 |Wited Sates |147.237.77.74 [lawidi.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9

192. 243.55. 133 [Lhited Sates [147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 8

192. 243.55.134 |Wnited Qates [147.237.77.74 [lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8

192. 243.55.138 |Wited Sates |147.237.77.74 [lawidf.il  |Bad TCP sequence Inval i d ACK nurber aert 8

192.243.55. 130 |Lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SYN drop 8

192. 243.55. 131 [Lhited Sates [147.237.77.216|dover.idf.il |Bad TCP sequence I'nvalid ACK nunber aert 8
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
84. 95. 208. 20 | srael 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 78
84. 95. 208. 20 I srael 147.237.77.216|dover.idf . il Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 69
wwwv, chamat z. aka. i df ) )
84. 95. 208. 20 | srael 147.237.77. 226 i Mil tiple Wauthorized URL Access from 84. 95. 208. 20 Bl ock 15
. . Paraneter Type Mol ati on PageNumin
149. 202. 239. 135|France 147.237.77. 216 |dover . i df . i | v i df i 1/ 1283- en/ dover . aspx Bl ock 5
wwwv. chamat z. aka. i df
84. 95. 208. 20 | srael 147.237.77. 226 i PHP Att enpt Bl ock 3
65.55.210. 150 |lited Sates [147.237.77.216]|dover.idf.il D stributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock
199.30.24.236 |lhited Sates |147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock
157.55. 2. 177 Lhited Sates [147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock
: ] . Unaut hori zed URL Access to
72.9.148. 10 Lhited States |147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
199. 30. 24. 38 Lhited Sates [147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 2
199. 30. 25. 32 Lhited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 2
65.55.210.232 |lnited Sates [147.237.77.216|dover.idf.il Distributed Uhaut hori zed LRL Access on wawidf.il/error. htm B ock 2
199. 30. 24. 63 Lhited Sates |147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 2
199. 30. 25. 40 Lhited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 2
65.55.210.246 |lnited Sates [147.237.77.216|dover.idf.il Distributed Uhaut hori zed LRL Access on wawidf.il/error. htm B ock 2
199.30. 24. 144 |thited Sates |147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 2
199.30.25.111 |Uited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 2
65.55.210.146 |lnited Sates [147.237.77.216|dover.idf.il Distributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 2
199.30.24.235 |thited Sates |147.237.77.216|dover.idf.il Distributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 2
. . Uhaut hori zed URL Access to
149. 202. 239. 135|France 147.237.77.216|dover.idf .l Wi df i |/t enpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock 1
31.210.176.80 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from3L1. 210.176.80  |B ock 1
! ny- kosher-kravi . i df . i ) o
207.46. 13. 171 Lhited Sates [147.237.0.16 | Unaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ Bl ock 1
. . Uhaut hori zed URL Access to
66.249.78.246 |[lsrael 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp Bl ock 1
192.243.55.131 |[nited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwuidf.il/en Bl ock 1
108.227.98.31 |Uited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co Bl ock 1
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock
. - Uhaut hori zed URL Access to
66. 249. 64. 143 I srael 147.237.72.166 [aka. i df . i | 147. 237. 72. 166/ mai n/ sachar/ r esour ces/ styl es/ sachar . css B ock !
38.99. 96. 166 Lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/1589- en/dover. aspx B ock 1
208.115.113.88 |thited Sates [147.237.76.86 [navy.idf.il Lhaut hori zed LR Access to waw navy. idf.il/! B ock 1
65.55.210. 153 |Wiited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 1
114.97.195. 129 [china 147.237.77. 176 [nat pash. i df . i | Mil tiple Unauthorized URL Access from 114.97.195. 129 B ock 1
84. 95. 208. 20 I srael 147.237.76.86 |[navy.idf.il PHP At t enpt B ock 1
66.249. 65. 224 |l srael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
176. 9. 127. 69 Ger many 147.237.77.216|dover.idf . il Uhaut hori zed LRL Access to waw i df.il/newsite/english/main. asp |B ock 1
38.111.147.83 |Wnited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on v i df .il/894-he B ock 1
219. 74. 180. 185 |S ngapore 147.237.77.216|dover.i df . il D stributed Unaut horized LRL Access on wwwidf.il/error. htm Bl ock 1
77.75.76. 164 g;i;t:)n c 147.237.77.216|dover. i df . il Unaut hori zed URL Access to www i df.il/page/ 32/ B ock 1
119.73.253.5 S ngapor e 147.237.77.216|dover.idf . il Distributed Lhaut hori zed URL Access on wawnidf.il/error. htm B ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.i df . il v i df i |/ at al 1/ zkor/ vi ew i ngt op. asp Bl ock 1
192.243.55.130 |lhited Sates |147.237.72.166aka.idf.il Mil ti pl e Unaut hori zed LRL Access from 192. 243. 55, 130 B ock
54, 153. 33. 233 Lhited Sates |147.237.76.200|eitan. aka.idf.il Unhaut hori zed URL Access to 147.237.76. 200/ Bl ock
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 1
. . Uhaut hori zed URL Access to
80. 82. 78. 38 Netherlands  [147.237.77.216|dover.idf.il vanw bai du. cond cache/ gl obal /i ny/ gs. gi f Bl ock 1
84.95.208.20  [israel 147.237.77. 216 |dover . i df . i | Ostributed PHP Attenpt Bl ock 1
. . Uhaut hori zed URL Access to
66.249.65.230 |l srael 147.237.77. 216 |dover . i df . i | 147.237.77. 216/ 1133- 19795- he/ i df gdover . aspx Bl ock 1
192.243.55.130 |Uited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to v idf.il/navy. B ock 1
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP Attenpt B ock 1
. . Uhaut hori zed URL Access to
80. 82. 78. 38 Netherlands  [147.237.77.233|atal .idf.il vanw bai du. cond cache/ gl obal /i ny/ gs. gi f Bl ock 1
. . D stributed Uhauthorized URL Access on
66.249.64. 131 | sr ael 147.237.72. 166 aka. i df . i | 147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp B ock !
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