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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 4097
147.75. 194. 107 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 30
147.75. 194. 107 Lhited Sates 147.237.76. 30 hi nush. i df .i | bl ock-sp-trafl forward 24
147.75.194. 107 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-trafl forward 12
176. 31. 60. 249 Fance 147.237.77.19 lawforumidf.il B ock Np Al _Net drop 1
54.72.182.187 Irel and 147.237.77.216 dover.idf.il B ock_UWp Al _Nets drop 1
176. 31. 60. 249 France 147.237. 0. 35 akavs. i df .i | B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
62.210. 97. 48 France 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 2
199. 30. 25. 127 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.0l in the URL B ock 1
61.135. 189. 122 Chi na 147.237.76. 31 nakchal .idf.il [Cl1000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

Ki ngdom

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 12
89.163.212. 37 |147.237.72. 167 |Ger many ishurimaka.idf.i|ET SCAN Potential SSH Scan 2
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
13.92.81.18 147.237.77.216|lhited Sates |dover.idf.il ET SCAN NVAP -sS wi ndow 4096 1
163. 172. 140. 23 |147. 237. 76. 176 z';gegom test.ncore.idf.il|[ET SCAN NVAP -sS wi ndow 1024 1
13.92.81.18 147.237.77. 216 |Wnited Sates |dover.idf.il ET SCAN NVAP -f -sS 1
120. 26. 209. 125 |147. 237. 77. 227 |Chi na e hanaz.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
L SERVER- APACHE Apache nmod_ssl non-SSL connection to SSL port
83.247.85.194 |147.237.77. 176 |Net her | ands mat pash. i df . i | . ) - 1
deni al of service attenpt
40.84.149.32 |147.237.77.61 [Lhited Sates |e.cogat.idf.il |ET SCAN NVAP -sS w ndow 4096 1
13.92.245. 177 |147.237.76.31 |[lthited Sates |nakchal.idf.il |[ET SCAN NVAP -sS wi ndow 4096 1
185.56.82. 78  |147.237.76.34 |Netherlands yohalan.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
13.92.81.18 147.237.77.233|lhited Sates |atal.idf.il ET SCAN NVAP -sS wi ndow 3072 1
163. 172. 140. 23 |147. 237. 76. 199 z';gegom e.nakchal .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
13.92.81.18 147.237.77.233|lhited Sates |atal.idf.il ET SCAN NVAP -f -sS 1
163. 172. 140. 23 |147. 237. 76. 176 z';;gom test.ncore.idf.il[ET SCAN Potential VNC Scan 5900- 5920 1
13.92.81.18 147.237.77.216|Lnited Sates |dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
147.75. 194. 107 |147.237.76. 44 |Uhited Sates |erefuah.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
89. 248. 167. 152 |147.237.8.45  [Netherl ands eeitanidf.il [ET SCAN NVAP -sS w ndow 1024 1
89.163.212. 37 |147.237.72. 166 |Ger many aka.idf.il ET SCAN Potential SSH Scan 1
202.170. 80. 40 |147.237.77. 243 |Mongol i a nobi | e.idf.il ET SCAN Potential SSH Scan 1
40.84.149.32 |147.237.77.61 |Lnited Sates |e.cogat.idf.il |ET SCAN NVAP -sS w ndow 3072 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
186. 210. 91. 216 |147.237.0.35 |Razil akaws. i df il . 1
Potential Scan or Brute Force
13.92.245.177 [147.237.76.31 |Uhited Sates |nakchal.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
163. 172. 140. 23 |147. 237. 76. 201 LKIi“rfge({jjom eatal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
13.92.81.18 147.237.77.233|lhited Sates |atal.idf.il ET SCAN NVAP -sS wi ndow 2048 1
163. 172. 140. 23 |147. 237. 76. 196 Uni ted esvivaidf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Devi ce

Count ry

Target Address ‘ Ste

‘Signature
Sreaming Engine: TCP Invalid

Inval i d segnent retransnission.

Action

‘Count

84.95.208.20 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i .. dro 63
Ret ransni ssi on Packet dr opped. P
Sreanming Engine: TCP Invalid i i ssi
84.95.208.20 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 33
Ret r ansmi ssi on Packet dr opped.
192. 243.55. 136 |Lhited Sates |147.237.77.216|dover.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 28
192. 243.55. 136 |Wited Sates [147.237.72. 166 [akaidf.il  [Bad TCP sequence SNeA retransmt with different ooy |22
W ndow scal e
192. 243.55. 137 |Wited Qates [147.237.77.74 [lawidf.il  [Bad TCP sequence SNeAC retransmt with different oo |21
wi ndow scal e
192. 243.55. 136 |Whited Sates [147.237.77.74 [lawidi.il  |Bad TOP sequence SINAK retransmt with different oo |21
W ndow scal e
192. 243.55. 136 |Wnited Sates |147.237.77. 216 |dover.idf.il |Bad TCP sequence SIWAK retransmt with different | onvor |20
wi ndow scal e
192. 243.55. 132 |Wited Sates [147.237.77.74 [lawidf.il  |Bad TOP sequence SINAXK retransmt with different o000 1o
W ndow scal e
192. 243.55. 136 |Lhited Sates [147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 19
) C o SYNHAK retransnit with different .
192. 243.55. 132 [Lhited Sates [147.237.77.216|dover.idf.il |Bad TCP sequence vi ndow scal e noni t or 16
192. 243.55. 136 |Lhited Sates [147.237.77.216|dover.idf.il |Bad TCP sequence Invali d ACK nunber alert 16
192. 243.55.129 |Wited Sates [147.237.77.74 [lawidf.il  |Bad TCP sequence SINAXK retransmt with different —opiior |16
wi ndow scal e
192. 243.55. 136 |Lhited Sates [147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 15
102.243.55. 137 |Wiited Sates [147.237.72.166|akaidf.il  |Bad TOP sequence SNeAC retransmt with different oo |1s
wi ndow scal e
192. 243.55. 137 [Lhited Sates |147.237.77.216|dover.idf.il [Bad TCP sequence SINACK retransmit with different oo, o 14
W ndow scal e
192. 243.55. 137 |Lhited Sates |[147.237.77.74 |[lawidf.il SYN At ack SYN -> SYN-ACK -> Ti nmeout rej ect 14
) . . SYNHAK retransnit with different .
192.243.55. 133 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 13
192. 243.55. 132 |Lnited Sates [147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 13
192. 243.55.132 |Wited Sates |147.237.72.166[akaidf.il  |Bad TCP sequence SINAXK retransmt with different —opiior |12
wi ndow scal e
192.243.55. 129 |Lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SYN drop 12
192.243.55.133 |Wnited Qates [147.237.77. 216 |dover.idf.il |Bad TCP sequence SINWAK retransmt with different oo |12
wi ndow scal e
192. 243.55. 132 [Lhited Sates |[147.237.72. 166 |aka. idf.il Bad TCP sequence Invalid AGK nunber noni t or 12
192. 243.55. 129 |Lnited Sates |[147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 12
192. 243.55.134 |Wited Sates |147.237.72.166[akaidf.il  |Bad TCP sequence SINAXK retransmt with different —opiior |11
wi ndow scal e
192.243.55.136 |Lhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
192.243.55. 137 |Lhited Sates [147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 11
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
192. 243.55. 137 |Lhited Sates [147.237.72. 166 |akaidf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
192. 243.55. 137 |Lhited Sates |[147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 10
192.243.55. 136 |Lhited Sates [147.237.77.74 |[lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 10
192.243.55. 132 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
192. 243.55.138 |Wnited Qates [147.237.77. 216 |dover.idf.il |Bad TCP sequence SIWAK retransmt with different | oonivor |10
wi ndow scal e
192. 243.55. 137 |Lhited Sates |[147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
102.243.55. 130 |Wnited Sates [147.237.72.166|akaidf.il  |Bad TOP sequence SINAK retransmt with different o000 o
wi ndow scal e
192. 243. 55. 137 |Whited Sates |[147.237.77.74 |lawidf.il Bad TCP sequence Invalid AGK nunber noni t or
192.243.55. 129 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
192. 243.55. 130 |Wnited Sates [147.237.77. 216 |dover.idf.il |Bad TCP sequence SINWAK retransmt with different oo o
wi ndow scal e
192. 243.55. 129 |Wited Sates [147.237.72. 166 [akaidf.il  [Bad TCP sequence SNeACretransmt with different o0 g
W ndow scal e
192. 243.55. 133 |Lhited Sates [147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
192. 243.55. 136 |Lhited Sates |[147.237.77.74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or
102.243.55. 138 |Wnited Sates [147.237.77.74 [lawidf.il  |Bad TOP sequence SNeAretransmt with different o0 |g
w ndow scal e
192.243.55.133 |Lhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
192. 243.55. 133 [Lhited States [147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
192. 243.55. 133 |Lnited Sates [147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
192.243.55. 135 |Wnited Sates [147.237.77.216|dover.icf.il |Bad TOP sequence SINHAK retransmt with different oo or s
wi ndow scal e
192.243.55. 129 |Lhited Sates [147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
192.243.55.136 |Lhited Sates [147.237.77.216|dover.idf.il |Bad TCP sequence noni t or
) . . SYNFAK retransnit with different .
192.243.55. 130 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 7
192. 243.55. 132 |Wnited Sates [147.237.77.216|dover.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
192.243.55.130 |Lhited Sates |147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 108
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed URL Access from 84. 95, 208. 20 Bl ock 72
84. 95. 208. 20 I srael 147.237.77.216|dover.i df .il Distributed PHP Attenpt Bl ock 11
84. 95. 208. 20 I 'srael 147.237.77. 226 ::“A:Al/ chanat z. aka. i d Ml tiple Unaut horized URL Access from 84.95. 208. 20 Bl ock 10
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock
192.243.55.132 |thited Sates |147.237.72.166|aka.idf.il Mil tipl e Unaut hori zed LRL Access from 192. 243. 55, 132 Bl ock
84. 95. 208. 20 I srael 147. 237.77. 226 }MA:A'/ chamat z. aka. i d PHP At t enpt B ock 7
192. 243.55. 137 |lhited Sates |147.237.72.166|aka.idf.il Mil ti pl e Unaut hori zed LRL Access from 192. 243. 55, 137 Bl ock 6
149. 202. 239. 134 |France 147. 237.77. 216 |dover . i df . i | marzﬁ(e: Jyfz%x;']/aéx; fgzxmmi n Bl ock 6
65. 39. 211. 80 Canada 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 65. 39. 211. 80 Bl ock 5
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df.il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 4
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | Mil tipl e Unauthorized URL Access from 84. 95. 208. 20 B ock 4
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 Bl ock 4
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unauthorized URL Access from 84. 95, 208. 20 Bl ock 3
192. 243.55.136 |Uhited Sates [147.237.72.166|aka.idf.il Mil tipl e Unhaut hori zed URL Access from 192. 243. 55. 136 B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Distributed PHP Attenpt Bl ock 3
2. 55. 188. 206 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Gode Bl ock 3
199.30.25.182 |Uited Sates [147.237.77.216|dover.idf.il Dstributed Uhauthorized LR Access on waw idf.il/error. htm B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Mitiple Unauthorized URL Access from 84.95. 208. 20 Bl ock 3
65.55.210.232 |Wited Sates |[147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on wawidf.il/error. htm Bl ock 2
199. 30. 25. 90 Lhited Sates [147.237.77.216|dover.idf.il D stributed Whauthorized URL Access on waw idf.il/error.htm B ock 2
65.55.210.121 |Wited Sates |[147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on wwidf.il/error. htm Bl ock 2
199.30.16. 167 |lhited Sates |147.237.77.216|dover.idf .il Distributed Whaut hori zed URL Access on waw idf.il/error. htm Bl ock 2
199.30.25. 156 |UWited Sates [147.237.77.216|dover.idf.il Dstributed Uhauthorized LR Access on waw idf.il/error. htm B ock 2
65.55.210.196 |Wited Sates |[147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on wwidf.il/error. htm Bl ock 2
199.30.24.105 |lnited Sates |147.237.77.216|dover.idf .il Distributed Waut hori zed URL Access on waw idf.il/error. htm Bl ock 2
65.55.210.203 [Wited Sates [147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 2
199.30.24.152 |Wited Sates |147.237.77.216|dover.idf .il Distributed Waut horized URL Access on wwidf.il/error. htm Bl ock 2
84. 95. 208. 20 I srael 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 2
192.243.55.138 |Uhited Sates |147.237.72.166|aka.idf.il Mil ti pl e Uhaut hori zed URL Access from 192.243.55. 138 Bl ock 2
65.55.210.226 |Wited Sates |[147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on wwidf.il/error. htm Bl ock 2
199.30.24.215 |lnited Sates |147.237.77.216|dover.idf .il Distributed Whaut hori zed URL Access on waw idf.il/error. htm Bl ock 2
65.55.210.116 [lLnited Sates [147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 2
Unhaut hori zed URL Access to
192.243.55.129 |Uhited Sates |147.237.72.166|aka.idf.il vy aka. i df.il1/sites/gall ery/ ?sitei d=421428&cat i d=46027&doci d=46 |B ock 1
092
66.249.93.119 [Israel 147.237.77.216|dover.i df .il Uhaut hori zed URL Access to waw idf.il/inurl:about book. php Bl ock
94. 143. 196. 230 |Kyrgyzstan 147.237.77.74 |lawidf.il Dstributed PHP At tenpt B ock
54.210.18.124 |nited Sates |147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 1
66.249.78. 111 I srael 147.237. 72. 166 |aka. i df . i | e et hor ;e;ugteﬁgfgfsazgx B ock 1
149.202. 239. 134|France 147.237.77. 216 dover . i df . i mﬁt;?rillzlettjenﬁ;tg/cgﬁzr ::'((i)/ user cont r ol s/ header upper / Bl ock !
192.243.55.130 |Uhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waw aka. i df.il/chinuch/gal | ery Bl ock 1
68.180.231.43 |Lhited Sates [147.237.77.216|dover.idf.il marzﬁ(e: Jylgzrr?é/aég\?; fgzxmmi n Bl ock 1
94.143.196. 230 |Kyrgyzstan 147.237.77.74 [lawidf.il Distributed Unhaut hori zed URL Access on vww | aw i df.il/xmrpc. php [Bl ock 1
66.249.64.13  |Israel 147.237. 72. 166 |aka. i df . i | o aut for ;e;’u;teﬁgfgffazgx B ock 1
62.210.148.87 |France 147.237.77.216|dover.i df . il Uhaut hori zed LRL Access to waw i df.il/english/trackback/ B ock 1
84.95.208.20  |Israel 147.237.77. 216 dover . i df . i | shaut for| IZ/etdenup}atAgsc/eﬁc?mta;age/ - B ock 1
84.95.208.20 [l srael 147.237.0.34 [tikshuv.idf.il PHP At t enpt B ock 1
192.243.55.136 |Uhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to wan aka. i df . i/ gi yus/ kadat z Bl ock 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 78. 234 Bl ock 1
157. 55. 39. 42 Uhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to aka.idf.il/main/misrot.aspx B ock 1
84. 95. 208. 20 I srael 147.237.77. 176 [mat pash. i df . i | Distributed PHP Attenpt Bl ock 1
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