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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|signature

|Device Action|Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 4085
41.107. 60. 144 Ageria 147.237.77.216 dover.idf.il Bl ock_Udp All _Nets drop 521
176.13.12. 131 | srael 147.237.0. 19 nadi matal .idf.il Anonal y- TLS-renegoti ati on-Qd i dest - reset 251
41.111.97.43 Ageria 147.237.77. 216 dover. i df.il Block Wdp All Nets drop 67
81. 218. 65. 210 I srael 147.237.77. 176 nat pash. i of .i | Block Udp All Nets drop 6
81. 218. 65. 210 | srael 147.237. 72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page F ood Attack drop 2
41.111.97. 43 Ageria 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
95.91. 75. 31 Ger nany 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
176. 31. 60. 249 France 147.237. 76. 148 gocenter. aka.idf.il Block Np All _Net drop 1
54.72.182. 187 Irel and 147. 237.77. 216 dover. i df.il Block Udp All Nets drop 1
115. 86. 116. 32 Korea, Republic of 147.237.76. 38 eeneitav.idf.il Bl ock_Ulp Al _Nets drop 1
221.215. 106. 66 Chi na 147.237.0. 16 ny-kosher-kravi.idf.il |Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site |Sgnature Devi ce Action ‘Count |
84.228. 16. 249 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 14
95.91.75. 31 Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 12
95.91.75. 31 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 9
95.91.75. 31 Ger many 147.237.77.74 |lawidf.il C1000074: HITP. naj estic bot B ock 7
95.91.75. 31 Ger many 147.237.77.176 |mat pash. i df.il |C1000074: HITP: ngjestic bot B ock 6
95.91.75.31 Ger many 147.237.76.42 |refuah.idf.il |Cl000074: HTTP. najestic bot B ock 3
51. 255. 51. 68 France 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
199. 30. 25. 127 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HTTP. prefix 1.01 in the URL B ock 2
176. 9. 131. 69 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 2
95.91.75. 31 Ger many 147.237.0. 34 ti kshuv.idf.il [C1000074: HITP. najestic bot B ock 2
106. 38.241. 106 |thina 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 |Chi na 147.237.77.176 |mat pash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
61.135.189.122 [China 147.237.76.31 |nakchal .idf.il| |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
185. 106. 92. 47 Russi an Federation [147.237.76.31 |nakchal .idf.i| |20085 HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
185. 106. 92. 47 Russi an Federation |147.237.76.31 |nakchal .idf.i| |20086: HITP. Mi ebl ackcat Security Scanner Bl ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Gountry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 12
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
185. 106. 92. 47 |147.237.76. 31 gz:::t'}on nakchal .idf .il ET WEB_SERVER Mii ebl ackcat scanner 1
147.75. 194. 107 |147.237.76.31 |Uhited Sates nakchal . i df.il ET SCAN NMAP -sS wi ndow 1024 1
90.63. 167 235 |147 237 0.33 |France il ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89. 40. 122. 194 [147. 237. 76. 200 |Romani a eitan.aka.idf.il [ET SCAN Potential SSH Scan 1
50. 46. 145. 142 [147.237.77. 216 thited Sates  |dover.idf.il portscan: TCP O stributed Portscan 1
40.84.149.32 [147.237.77.61 |Uited Sates e.cogat.idf.il ET SCAN NVAP -sS w ndow 4096 1
186. 210, 91. 216 1147 237 0.35  |grazi| akavs. i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
163. 172. 140. 23 |147.237.8.24 |United Kingdom |e.lifestyle.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
124.105.17. 67 |147.237.8.28 |Phili ppines e.nobi | e-ks.idf.il ET SOAN Behavi oral Lhusual ly fast inbound Tel net Cbnnections, 1
Potential Scan or Brute Force
89. 248. 167. 152 |147. 237. 72. 167 [Net her | ands ishurimaka.idf.il [ET SCAN NVAP -sS w ndow 1024 1
80. 82. 78. 38 147.237.8.27 |Netherl ands enadimatal .idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
40.84.149.32 |147.237.77.61 [Lhited Sates e.cogat.idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address ‘Ste ‘Slgnature Action ‘Count
Sreaning Engine: TCP Invalid i i ssi
84.228.16.249 [l srael 147.237.0.34 [tikshuv.idf.il 9 =g nval i d segnent retransmssi on. drop 117
Ret r ansm ssi on Packet dropped.
41.107.60.144 |Ageria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 107
102.243.55.137 |Wnited Sates [147.237.72.166|akaicf.il  |Bad TOP sequence SINAK retransmt with different oo 13
W ndow scal e
192.243.55.137 |lhited Sates [147.237.77.74 [lawidf.il  |Bad TOP sequence SINAK retransmt with different oo |13
w ndow scal e
192.243.55.132 |Whited Sates |147.237.77. 216 |dover.idf.il |Bad TCP sequence SAK retransmt with different | onivor |12
W ndow scal e
192. 243.55. 137 [nited Sates |147.237.72.166 |aka.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 11
41.107.60.144 |Ageria 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 11
212.143.142.56 |Israel 147.237.77. 216 [dover.idf.il |drop First packet isn't SWN drop 11
192.243.55.132 [hited Sates |147.237.72.166 |aka.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 11
102.243.55.132 |Wnited Sates [147.237.72.166|akaicf.il  |Bad TOP sequence SINeAK retransmt with different o5 10
W ndow scal e
192. 243.55. 137 |[thited Sates |[147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 10
192. 243.55. 137 |Wited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
46.121. 211. 156 |israel 147.237.77.233|atal .idf.il  |Bad TCP sequence i’;:;e”ansm with different wndow) oivor |10
93.172.4.114 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYNACK -> Ti meout rej ect
79.178.28.149 |Israel 147.237.72. 166 |aka. i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
192.243.55.132 |[Uited Sates [147.237.77.74 |[lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
192.243.55.132 |lhited Sates [147.237.77.74 [lawidf.il  |Bad TOP sequence SINAX retransmt with different 5o g
w ndow scal e
192. 243.55. 137 |Lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
192.243.55.132 |lhited Sates |147.237.77.216|dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
Sreaming Engine: TGP Invalid i i sSi
108.40.117. 111 |Wwited Sates [147.237.76. 200 |eitan. aka. i of . 9 =g nval i d segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.
212.76.127.10 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
192.243.55.137 |lhited Sates [147.237.77.216[dover.idf.il |Bad TOP sequence SINAX retransmt with different 5o g
w ndow scal e
192. 243.55. 137 |Lhited Sates [147.237.72.166|aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
192.243.55.132 |lhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
192.243.55.132 |Whited Sates |147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
105. 192. 246. 239 |Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi
84.95.208.20  |israel 147.237.0.34  |tikshuv.idf.il 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
192. 243.55.132 |Lhited Sates [147.237.72.166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi
84.228.16.249 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
84.95.208.20  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
192.243.55.137 |Uited Sates [147.237.77.216|dover.idf.il |SYN A tack SYN -> SYN-ACK -> Ti meout rej ect
192.243.55.136 [Lhited Sates |147.237.77.216|dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or
192. 243.55. 137 |Lhited Sates [147.237.72.166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber alert
Sreaning Engine: TCP Invalid i i ssi
109. 65.224.31  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
192. 243.55.132 |Uhited Sates [147.237.72.166 |aka.idf.il Bad TCP sequence moni t or
192. 243.55. 137 |[hited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop
; . . SYNPAXK retransmit with different .
192.243.55. 136 [lhited Sates |147.237.77.216|dover.idf.il |Bad TCP sequence i ndow scal e noni t or 5
Sreaming Engine: TGP Invalid i i sSi
66. 102. 9. 89 Lhited Sates |147.237.76.200 |eitan. aka.idf.i 9 =g Invalid segent retransmssion. drop 4
Ret r ansmi ssi on Packet dropped.
192.243.55.136 |[lhited Sates |[147.237.77.216|dover.idf.il |Bad TCP sequence noni t or 4
192.243.55. 137 |Wited Sates |147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 4
192.243.55.132 |Wnited Sates |147.237.72.166 |aka.idf.il drop First packet isn't SWN drop 4
37.187.200.36 |Fance 147.237.76. 44 |e.refuah.idf.illGeo-| ocat i on enf or cenent Geo- | ocation i nbound enforcenent |drop 4
67.50. 128. 28 Uhited Sates |147.237.77.212|e.dover.idf.il |Geo-| ocati on enf or cenent Geo-l ocat i on inbound enf orcenent  |drop 4
192.243.55. 137 |Wited Sates |147.237.77.216|dover.idf.il [Bad TCP sequence Inval i d ACK nunber alert 4
107. 167. 102. 176|Lhited Sates |147.237.77.216|dover.idf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
o SYNWACK retransmt wth different .
93.172.4.114 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence wi ndow scal e noni t or 4
192.243.55.136 |Uited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 4
192.243.55.132 (lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
192.243.55.136 |Lhited Sates |147.237.77.216|dover.idf.il [Bad TCP sequence Inval i d ACK nunber alert 4
208.115.113.89 |Wited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 4
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|Top Attackers In V\AF|

Devi ce

A tacker

Country ‘Target Address |Site Sgnature Action ‘Count
176.13.12.131 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 161
66.102.7.226 |Wnited Sates [147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw idf.il/error.htm Bl ock 11
213.57.91.199 |Israel 147.237.0.34 |tikshuv.idf.il D stributed Unaut horized HTTP Met hod B ock
66.102.7.233 |Uited Sates |147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on wawidf.il/error. htm Bl ock
192, 243.55. 132 [Lhited Sates [147.237.72.166|aka.idf .il Ml tipl e Unhauthorized URL Access from 192. 243, 55. 132 Bl ock
79.179.18.64  |Israel 147. 237.77. 243 |nobi | €. i df . i | :;;“It:?rc;fsz /tz‘egpgf;tzm;es/“st ehi | ddocuent s/ 1431 B ock 5
2.55.188.206 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
213.57.91.199 [Israel 147.237.0.34 |tikshuv.idf.il mitihkzrh'u\szdfﬁlzfgisofa‘;e/fi s/ 0 Bl ock 3
199. 30. 25. 163 |Lhited Sates [147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on waww idf.il/error. htm Bl ock 3
199.30.25.87 [lnited Sates [147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw idf.il/error.htm Bl ock 3
176. 13. 14. 155 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
66.102.7.240 |Wited Sates |147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on wawidf.il/error. htm Bl ock 3
192, 243.55. 137 [Lhited Sates [147.237.72.166|aka.idf .il Ml tipl e Uhauthorized URL Access from 192. 243, 55. 137 Bl ock 3
79.179.18.64 [Israel 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unaut horized URL Access from 79. 179. 18. 64 Bl ock 3
199. 30. 25. 146 |Lhited Sates [147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on wawidf.il/error. htm Bl ock 3
199. 30.25. 156 [Lhited Sates [147.237.77.216|dover.idf .il Dstributed Waut hori zed URL Access on waw idf.il/error.htm Bl ock 2
199. 30. 24. 155 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 2
157.55.2.174 |Uhited Sates [147.237.77.216|dover.idf.il O stributed Lhauthorized UR. Access on wwwv idf.il/error. htm B ock 2
46.19.85.149 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
199. 30.24. 161 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 2
84.95.208.20 |lsrael 147.237.0.15 |kosher-kravi .idf.il Mil tipl e Uhaut horized URL Access from 84. 95, 208. 20 B ock 2
199. 30.25. 177 [lnited Sates [147.237.77.216|dover.idf .il Dstributed Waut hori zed URL Access on waw idf.il/error.htm Bl ock 2
199. 30. 24. 205 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 2
65.55.210. 148 |Wited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wawidf.il/error. htm Bl ock 2
199.30.25.90 [lnited Sates [147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw idf.il/error.htm Bl ock 2
199. 30. 24. 229 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 2
65.55.210.232 |Wited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wawidf.il/error. htm Bl ock 2
199. 30. 25.5 Lhited Sates [147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw idf.il/error.htm Bl ock 2
84.95.208.20 |Israel 147.237.77. 226 :’\:NN chanat z. aka. i df Mil tipl e Uhaut hori zed LRL Access from 84. 95. 208. 20 B ock 1
66. 249. 65. 224 |Israel 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to waw i df . il/anan/ B ock 1
62. 210. 116. 228 |France 147.237.77. 216 |dover.i df .| Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
79.182.216.51 | srael 147.237.72. 166 |aka. i df . i | I\/Mbldteiz)pl e Untraceabl e S Sessions from 79, 182. 216. 51 ((pen None 1
199.30.25.37 [lnited Sates [147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw idf.il/error.htm Bl ock 1
54.153.33.145 |lhited Sates |[147.237.0.17 nrlny- kosher -kravi . i df Unaut hori zed URL Access to 147.237.0.17/ B ock 1
192. 243.55. 132 |Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to ww aka.idf.il/giyus/kadatz B ock 1
14.192. 211. 166 |Mil aysi a 147.237.77.74 [lawidf.il PHP At t enpt Bl ock 1
84.95.208.20 |Israel 147. 237.77. 226 :A?NN chanat z. aka. i df m“(iﬂ;’;;tz;da& (’ffcclels/st etnc:)I ot esi hormepagey di v. | tem B ock 1
66. 249. 78. 234 |l srael 147.237.72.166 |aka. i df . i | ﬂ?‘ftzgc;r.i722e.d16?gi'°§3:/5fsotr3 ol sl showf ar um asp Bl ock 1
62. 210. 116. 228 |Fance 147.237.77. 226 :A:NN chanat z. aka. i df Unaut hori zed URL Access to 147.237.77.226/ B ock 1
46.121.62.81 |israel 147.237.76.42 |refuah.idf.il ﬂ?ﬁggééeﬁzggﬁ:;ﬂﬂ cset . css Bl ock 1
54.153.33.145 |Wited Sates |[147.237.77.170|nmarachot.idf.il Unaut hori zed URL Access to 147.237.77. 170/ B ock 1
192. 243.55. 136 |Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to ww aka.idf.il/giyus/kadatz B ock 1
14.192. 211. 166 |Mil aysi a 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to wuw | aw i df.il/xmrpc. php Bl ock 1
84.95.208.20 |[Israel 147.237.77.233|atal .idf .il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 1
66. 249. 78. 246 |l srael 147. 237.72. 166 |aka. i df . i | ?4? rzisl;l.n?? 1%2“;‘;0;; gziefuﬁeﬁzfzf.saggx Bl ock 1
46.121. 209. 103 |I srael 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ Bl ock 1
84.95.208.20 |lsrael 147.237.0.15 |kosher-kravi .idf.il Lhaut hori zed UR. Access to v kosher-kravi.idf.il/defaul t.aspx |B ock 1
62. 210. 116. 228 |France 147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ B ock 1
130. 185. 155. 82 |Sweden 147.237.77. 216 |dover.idf .il PHP At t enpt Bl ock 1
24.142.27.209 |Canada 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to wa i df.il/894-en/idf gdover.aspx |B ock 1
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