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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |signature |Device Action|Count|
197. 116. 80. 235 Ageria 147.237.77. 216 dover.idf.il DC5- HTTP-fi ref | ood dest - reset 12136
41.107. 60. 144 Ageria 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5173
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Block Ip Véb In drop 3794
83. 130. 99. 162 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1917
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1153
109. 67.111. 179 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 994
197. 116. 80. 235 Ageria 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 703
74.206. 99. 126 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 677
46.117. 43. 97 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 644
185. 3. 144. 24 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 432
37.26.147. 216 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 283
77.125.160. 127 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 149
192. 243. 55. 137 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 126
41.107. 60. 144 Ageria 147.237.77.216 dover.idf.il Bl ock_Udp All _Nets drop 69
2.54.135. 236 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 48
79.182. 144. 51 | srael 147.237.77.216 dover.idf.il Bl ock Udp All _Nets dr op 6
192. 243. 55. 131 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
192. 243. 55. 135 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2

89. 217. 14. 202 Swi t zer| and 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
46.19. 85. 243 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
84.111.191. 89 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
185. 3. 146. 198 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
93.173. 248. 138 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1

80. 246. 137. 107 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
185.94.111. 1 Russi an Federation 147.237.76.176 test.ncore.idf.il B ock Np Al _Net drop 1
173. 252. 74. 99 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
87.68.12.116 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
192. 243. 55. 133 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185.94. 111. 1 Russi an Federati on 147.237.0. 16 ny-kosher-kravi.idf.il |[Block Np Al _Net drop 1
109. 64. 26. 201 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
82.166. 73. 89 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 1
185.94.111.1 Russi an Federation 147.237.77.19 lawforumidf.il Block Np All _Net drop 1
180. 97. 106. 37 Chi na 147.237.0. 19 nadi matal .idf.il B ock Np Al Net drop 1

89. 138. 214. 10 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
79.179. 54. 35 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
41.111.97. 43 Ageria 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185.94.111.1 Russi an Federation 147.237.0. 200 ndu.idf.il Block Np All Net drop 1
205.203. 135. 1 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185.94.111.1 Russi an Federation 147.237.77. 212 e.dover.idf.il Block Np All _Net drop 1
185.94. 111. 1 Russi an Federation 147.237.76. 30 hi nush. i df.il Block Np Al _Net drop 1
76.9.96.138 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry rget Address |Sgnat ure Devi ce Action |Count
79.179.54. 35 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 10
79.182.173. 139 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 6
109. 67.111. 179 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 6
61.135. 189. 99 Chi na 147.237.77.176  |matpash.idf.il [Cl1000071: HTTP: User Agent Sogou+web+spi der B ock 2
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
5.8.45.2 Brazil 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
61.135. 189. 122 Chi na 147.237.76. 31 nakchal .idf.il [Cl1000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry ‘Ste |Signature |Count |
5.8.45.2 147.237.77.216  |Razil dover.idf.il SQ Injection - Select From 2
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
163. 172. 140. 23 147.237.72. 217 Uni ted Ki ngdom eidf.il ET SCAN NVAP -sS w ndow 1024 1
107. 158. 255. 194  |147.237.8. 14 Lhited Sates e.orchot.idf.il ET SCAN NMAP -sS wi ndow 4096 1
80. 82. 79. 104 147.237.77.233  |Netherl ands atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 103. 252. 115 147.237.76. 31 Russi an Feder ati on nakchal . i df.il ET SCAN Potential SSH Scan 1
163. 172. 140. 23 147.237.77. 243 Uni ted Ki ngdom nobi | e.i df.il ET SCAN NMAP -sS wi ndow 1024 1
163. 172. 140. 23 147.237.77. 212 Lhi ted Ki ngdom e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
108. 61.19.5 147.237.77. 212 Lhited Sates e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
107. 158. 255. 194  |147.237.8. 14 Lhited Sates e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82.78. 38 147.237.72.217  |Netherl ands eidf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 103. 252. 115 147.237.0. 17 Russi an Federation mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
163. 172. 140. 23 147.237.77. 212 Uni ted Ki ngdom e.dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

At acker

ountry Target Address ‘Ste ‘Slgnature
41.107.60.144 |Ageria 147.237.77. 216 |dover.idf.il |drop drop 264
41.107.60. 144 |Ageria 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 240
41.107.60. 144 |Ageria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 136
Sreaning Bngine: TCP Invalid i i ssi
176.13.18.33 |israel 147.237.77. 243 |nobi l e. i f . i 9 =g Inval i d segnent retransmssi on. drop 108
Ret ransm ssi on Packet dr opped.
197.116. 80. 235 |A geria 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 78
41.107.60.144 |Ageria 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 65
197. 116. 80. 235 |A geria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 40
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
Sreaning BEngine: TQP Invalid i i ssi
2.52.168.242 |Israel 147.237. 77. 243 |robi 1 e i of . i | 9 =g Inval i d segnent retransmssi on. drop 30
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
176.13.4.93  |israel 147.237.72. 166 |aka. i of . i 9 =g nval i d segnent retransmssi on. drop 24
Ret r ansm ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
46.19.85.172 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Inval i d segnent retransmssi on. drop 24
Ret ransm ssi on Packet dr opped.
5.102. 195. 144 [l srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 17
102.243.55. 130 |Wnited Sates [147.237.72.166|akaidf.il  |Bad TOP sequence SINAXK retransmt with different o000 |16
W ndow scal e
! . . SYNPAK retransmit with different .
192. 243.55. 133 |Lhited Sates |[147.237.72.166 |aka.idf.il Bad TCP sequence wi ndow scal & noni t or 16
192.243.55.129 |Wnited Qates |147.237.77. 216 |dover.idf.il |Bad TCP sequence SINHAK retransmt with different oo o |15
W ndow scal e
Sreaning BEngine: TCP Invalid i i ssi
84.229.28.191 |Israel 147. 237, 72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 15
Ret r ansm ssi on Packet dr opped.
192. 243.55. 133 [Lhited Sates [147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 13
192. 243. 55. 130 |Wited Sates |147.237.77.216|dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 13
192. 243.55. 138 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence SNV retransmt wth different ooy o 13
w ndow scal e
192.243.55. 129 |Lhited Sates [147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 13
! . . SYNPAK retransmit with different .
192. 243.55. 130 [Lhited Sates [147.237.77.216|dover.idf.il |Bad TCP sequence vi ndow scal e noni t or 13
102.243.55. 131 |Wnited Sates [147.237.72.166|akaidf.il  |Bad TOP sequence SINAK retransmt with different o000 |12
W ndow scal e
Sreaning BEngine: TCP Invalid i i ssi
79.176.104.8 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =9 Inval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.
192. 243.55. 129 |Lhited Sates |[147.237.77.74 |[lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
192. 243.55.131 |Wited Sates [147.237.77.74 [lawidf.il  |Bad TCP sequence SINAXK retransmt with different —opiior |12
w ndow scal e
192.243.55. 133 |Wited Sates |147.237.77.216|dover.idf.il |Bad TCP sequence SNV retransmt wth different o0y o 12
W ndow scal e
41.107.60. 144 |Ageria 147.237.77.216|dover.idf.il |Véb Server Enforcenment Mol ation ﬁggl”y"ous DoSer Denial of Service | ooy 12
192, 243.55.129 |Wited Sates [147.237.77.74 [lawidf.il  |Bad TOP sequence SINAK retransmt with different o0 |12
W ndow scal e
192.243.55. 133 |Lhited Sates |147.237.72.166 |aka. idf.il drop First packet isn't SN drop 12
192. 243.55. 133 |Wited Sates [147.237.77.74 [lawidi.il  |Bad TOP sequence SINAK retransmt with different oo |11
w ndow scal e
192. 243.55. 133 |Lhited Sates |[147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 11
192. 243.55. 133 |Lhited States [147.237.77.74 |lawidf.il drop First packet isn't SW drop 11
93.173.4.134 |Israel 147.237.77.233|atal .idf.il  |SYN At tack SYN -> SYN-ACK -> RST rej ect 11
102.243.55. 136 |Wnited Sates [147.237.72.166|akaidf.il  |Bad TOP sequence SNeAC retransmt with different oo |11
W ndow scal e
46.19.85.243  |[Israel 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber alert 11
46.19.85.243 |lsrael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 11
192.243.55.129 |Lhited Sates |147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
192. 243.55. 131 [Lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 10
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10
192.243.55. 131 |Wited Sates [147.237.77.216|dover.idf.il |Bad TOP sequence SINHAK retransmt with different oo vor |10
w ndow scal e
192. 243.55. 133 [Lhited States [147.237.77.216|dover.idf.il |Bad TCP sequence noni t or 10
192. 243.55. 133 [Lhited Sates |[147.237.72.166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
192.243.55. 129 |Lhited Sates [147.237.77.74 |[lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 10
192.243.55.138 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
80.246.133.80 |l srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Sggge”ansm't with different window ) oo o
) o SYNHAK retransnit with different .
192. 243.55. 135 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence v ndow scal 6 noni t or 9
102.243.55. 138 |Wnited Sates [147.237.72.166|akaidf.il  |Bad TOP sequence SNeACretransmt with different oo o
W ndow scal e
192. 243.55. 135 |Uhited Sates |147.237.77. 216 [dover.idf.il |Bad TOP sequence SINAK retransmt with different oo o
w ndow scal e
192. 243.55. 133 [Lhited Sates |[147.237.72.166 |aka.idf.il SYN At ack SYN -> SYN-ACK -> Ti nmeout rej ect
192. 243.55. 133 |Lhited States [147.237.77.74 |lawidf.il Bad TCP sequence Invalid AGK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
41.107.60.144 |Ageria 147.237.77.216|dover. i df . il Post Request - Mssing Content Type from41l. 107. 60. 144 Bl ock 170
192, 243.55.130 |lhited Sates [147.237.72.166|aka.idf.il Ml tiple Unhauthorized URL Access from 192. 243. 55. 130 B ock 10
192.243.55.135 |lhited Sates |147.237.72.166|aka.idf.il Mil tipl e Unaut horized LRL Access from 192. 243. 55, 135 B ock 6
46. 19. 85. 172 | srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Gode Bl ock 5
192, 243.55. 131 |lhited Sates [147.237.72.166|aka.idf.il Ml tiple Unhauthorized URL Access from 192. 243,55, 131 B ock 5
95. 35. 74. 170 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
192.243.55.133 |[Uhited Sates |[147.237.72.166|aka.idf.il Mil ti pl e Uhaut horized URL Access from 192.243.55. 133 Bl ock 4
192, 243.55.136 |Lhited Sates [147.237.72.166|aka.idf.il Ml tiple Unhauthorized URL Access from 192. 243. 55. 136 B ock 4
217. 65. 199. 87 147.237.77.216|dover. i df . il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 3
199.30.25.115 |[Uhited Sates |[147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on v idf.il/error. htm Bl ock 3
199. 30.25. 144 |Uited Sates |147.237.77.216|dover.idf.il Distributed Unaut hori zed URL Access on waw idf.il/error. htm Bl ock 3
66.249.78.254 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 78. 254 B ock 3
199. 30. 24. 71 Lhited Sates |[147.237.77.216(dover.idf.il D stributed Uhaut hori zed URL Access on waw idf.il/error. htm Bl ock 3
5.22.131. 41 I'srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt 2 CI"d'fZ?? , lc";egpgrcyisem e/ st chi | ddocunent s/ 1152 Bl ock 3
157.55. 2. 183 Lhited Sates |[147.237.77.216(|dover.idf.il Distributed Lhauthori zed URL Access on wawn idf.il/error. htm B ock 3
217.65.199. 84 147.237.77.216|dover. i df . il Distributed Wauthorized URL Access on waw idf.il/error. htm B ock 3
192.243.55.129 |Uhited Sates |147.237.72.166|aka. i df.i | Mil ti pl e Unhaut horized LRL Access from 192. 243. 55, 129 B ock 3
199. 30. 25. 81 Lhited Sates |[147.237.77.216(|dover.idf.il Distributed Lhauthori zed URL Access on wawn idf.il/error. htm B ock 3
192. 243.55. 137 |lhited Sates [147.237.72.166aka.idf.il Mil tipl e Unhaut hori zed URL Access from 192. 243. 55. 137 B ock 3
109. 253. 139. 48 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
85. 65. 103. 64 I srael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/index B ock 2
109. 253. 196. 193]l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df . il Distributed Lhaut hori zed URL Access on wawn i df.il/error. htm B ock 2
102, 243.55.129 |United Sates |147.237.72. 166 |aka. i df .i | bstr buted ilﬂzli“yzzr/ikzzgt? Access on Bl ock 2
109. 65. 21. 137 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
77.125.80.250 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
192.243.55. 131 |United Sates |147.237.72.166|aka. i df i | mu;gii éfeldi Iﬁ@i;ﬁ;gener al _aspxocat | G=56436 B ock 1
157. 55. 39. 95 Lhited Sates |[147.237.72.166|aka.idf.il Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
54,210.18.124 |Wited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
104. 130. 136. 159U ted Sates |147.237.0.17 ][nlnly kosher-kravi .id %ﬁgﬁﬂfﬁfﬁﬁf& Protocal violation None 1
41.107.60.144 |Ageria 147.237.77.216|dover.i df .l Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Uhaut hori zed URL Access to
192, 243.55. 138 |lhited Sates [147.237.72.166|aka.idf.il wawe aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=59331&doci d=6444 |B ock 1
7
192.243.55. 134 |Uited Sates |147.237.72. 166 |aka. i df .i | \m{t;]i(g“it;d. if}%?tytoszikzzgugl Access on B ock 1
85. 65. 103. 64 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
66.249. 66.190  [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1486- he/ at al . aspx |Bl ock 1
54.153.32.246 |Lhited Sates [147.237.0.15 |kosher-kravi.idf.il Unaut hori zed URL Access to 147.237.0. 15/ B ock 1
89. 139. 239. 244 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1398-he/ atal . aspx |Bl ock 1
37.187.114.171 |France 147.237.76.39 |nobile.neitav.idf.il |Wauthorized UR. Access to /irj/portal B ock 1
192. 243.55. 137 |Uhited Sates |147.237.72.166|aka. i df .i | \Au;;v“;:':'ii ;??I%nﬁfifioigl R Bl ock 1
79.178.192. 192 I srael 147.237.72. 166 |aka. i df . i | phaut hor zeq /'\f;':f/’gi )fg%én‘:r . aspx Bl ock 1
192.243.55.133 |lhited Sates |147.237.72.166|aka. i df .i | m;gﬂt? iﬁ%‘ftytc;r/ikizgt? Access on Bl ock 1
157.55.39.217 |Uhited Sates [147.237.77. 216 |dover. i df .i | e o 171135 17295, ol dover . asp Bock |1
66.249. 64.131 | srael 147.237.72. 166 |aka. i df . i | ﬂ?“;g;’”?;efs&a fﬁlcgef;u;/oscri 4 esour oe, axd Bl ock 1
217.132.103.7 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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