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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb_In drop 3253
66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 55
79.180.111. 215 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6

82. 145, 217. 106 Eur ope 147.237.77. 176 natpash.idf.il |Bock |p Vb In drop 3
213. 151. 55. 232 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2

82. 145. 209. 62 Eur ope 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 2
185. 35. 62. 141 Sntzerl and 147.237.76.176 test.ncore.idf.i|B ock Np Al_Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 1
192. 243. 55. 135 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
111.85.191. 131 Chi na 147.237.76. 177 ncore.idf.il JLMPurple Gon Linmt Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address Devi ce Action |Oount
84.108. 93. 19 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 10
80. 246. 130. 105 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 9
89.139.61. 114 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 7
213.8.204. 2 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 7
61. 135. 189. 99 Chi na 147.237.77.176 |matpash.idf.il |Cl000071: HTTP: User Agent Sogou+web+spi der B ock 5
106. 120. 173. 85 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 4
123.126.113.161 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 3
162. 210. 196. 97 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 2
162. 210. 196. 98 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. majestic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
61.135.189. 122 Chi na 147.237.76. 31 nakchal .idf.il |[CLO00071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |nmatpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In ID|

Attacker Address
195. 34. 150. 18
41. 33.231. 90

|1%uget Addr ess
147.237.77. 216

147.237.77. 216

Attacker Qountry
Austria

Egypt

dover.idf.il

dover.idf.il

|Signature

Tehila - Perl LW with fake user agent

Tehila - Perl LW with fake user agent
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
197.1.123.54 Tuni si a 147. 237.77. 216 |dover.idf.il drop SAMrule drop 1030
192.116. 159. 251 |l srael 147.237.72. 167 |i shuri maka.i df . i [dr op Frst packet isn't SN drop 34
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28
41.226.78.171 |Tunisia 147. 237.77. 216 |dover.idf.il drop First packet isn't SWN drop 22
192.243.55.135 |Uhited Sates |147.237.77. 216 |dover. i df il Bad TCP sequence SNeACretransmt with different oo fop
w ndow scal e
102.243.55.129 |Wnited Sates |147.237. 72. 166 |aka. i df il Bad TCP sequence SNeAC retransmt with different oo [20
W ndow scal e
141. 0. 15. 163 Nor way 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 19
102.243.55.129 |Wnited Sates [147.237.77.74 |lawidf.il Bad TCP sequence SINAK retransmt with different o0 |18
W ndow scal e
64.233.172.155 |lLhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 17
192. 243.55.129 |Uhited Sates [147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 17
192.243.55.129 |Wited Sates |147.237.72.166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 17
; . . SYNHAK retransnit with different .
192.243.55. 137 |[lLhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence vi ndow scal e noni t or 16
192.243.55. 129 |Uhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 16
192.243.55.138 |UWnited Sates |147.237.77.74 [lawid. il Bad TCP sequence SINAXK retransmt with different oo |16
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
109. 253. 209. 130|i srael 147.237. 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
192.243.55.135 |lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 15
Sreanmng Engine: TCP Invalid i i ssi
2.54.176.143  |israel 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 15
Ret ransmi ssi on Packet dr opped.
192. 243.55. 134 |Lhited Sates [147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 14
; . . SYNHAK retransnit with different .
192.243.55. 132 |lhited Sates |147.237.72. 166 |aka.idf.il Bad TCP sequence wi ndow scal 6 noni t or 14
192.243.55.134 |lWhited States |147.237.77.74 [lawidf.il Bad TCP sequence SINAK retransmt with different oo |14
w ndow scal e
; . . SYNHAK retransnit with different .
192.243.55.137 |lLhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 14
192. 243.55. 138 |Uhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
192.243.55.135 |UWnited Sates |147.237.77.74 [lawidf. il Bad TCP sequence SINAXK retransmt with different oo |13
w ndow scal e
192.243.55.134 |Whited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 13
192. 243.55. 137 |Uited Sates |147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
192.243.55. 134 |lhited Sates [|147.237.77.74 [lawidf.il drop First packet isn't SWN drop 12
192.243.55.135 |Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
192. 243.55.129 |Lhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
; . . SYNHAK retransnit with different .
192.243.55.130 |[Lhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence vi ndow scal e noni t or 12
192.243.55.131 |Wited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence SINHAK retransmt with different oo |12
W ndow scal e
192.243.55.135 |Lhited Sates |147.237.77.74 [lawidf.il drop First packet isn't SWN drop 12
64.233.172. 163 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 11
192.243.55.134 |Wited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence SINWAK retransmt with different | oonvor 11
W ndow scal e
192.243.55.135 |United Sates |147.237.72. 166 |aka i df .l Bad TCP sequence SINAXK retransmt with different oo |12
w ndow scal e
102.243.55.134 |Wnited Sates |147.237. 72. 166 |aka. i df il Bad TCP sequence SNeACretransmt with different oo [11
W ndow scal e
192.243.55. 134 [nited Sates |147.237.77.74 |lawidf.il Bad TCP sequence noni t or 10
192.243.55. 137 |lhited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
192. 243.55. 129 |Uited Sates |147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber aert 10
192. 243.55.137 |Uhited Sates |147.237.72. 166 |aka. i df.il Bad TCP sequence SeACretransmt with different o000 10
w ndow scal e
192.243.55. 130 |Uited Sates |147.237.77.216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
; . . SYNHAK retransnit with different .
192.243.55.132 |Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 10
192.243.55. 131 |lLited Sates |147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
192.243.55.137 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 10
192.243.55.132 [hited Sates |147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid AGK nunber noni t or 10
102.243.55.136 |Wnited Sates |147.237. 72. 166 |aka. i df il Bad TCP sequence SINAK retransmt with different o0 |10
W ndow scal e
; . . SYNHAK retransnit with different .
192.243.55.131 |Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 10
192. 243.55. 137 |Uited Sates |147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
192.243.55.135 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop
192. 243.55. 137 |Uhited Sates |147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect
192.243.55. 132 |Uited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
95. 35. 74. 170 I srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 219
93.172.178. 158 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 28
. . Unaut hori zed Met hod HEAD for
5.22.129. 96 | srael 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ nai v gi yus/ general . aspx B ock 15
64. 79. 85. 205 Lhited Sates 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unauthorized URL Access from 64. 79. 85. 205 B ock 14
wwwv. chamat z. aka. i d ) )
31.168. 164. 118 |l srael 147.237.77. 226 £l Mul tiple Whauthorized URL Access from 31. 168. 164. 118 Bl ock 14
199. 30. 25. 84 Lhited Sates 147.237.77. 216 |dover . i df .i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm |B ock
185. 120. 126. 50 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 5
46.117. 251. 167 |Israel 147.237.77.243|nobi | e. i df . i | Ml ti pl e Unaut horized URL Access from 46. 117. 251. 167 B ock 5
. . . Unaut hori zed URL Access to
197.15.95. 245 |[Tunisia 147.237.77. 216 |dover . i df . i | i df.i1/tenpl at es/ homepage/ 000000000000000 Bl ock 4
65.55.210.205 |Lhited Sates 147.237.77. 216 |dover . i df . i | D stributed Lhauthori zed UR. Access on ww i df.il/error. htm |B ock 3
199.30.24.129 |thited Sates 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on ww i df.il/error.htm |B ock 3
199.30.24.202 |Uhited Sates 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed UR. Access on waidf.il/error. htm [B ock 3
79.176.62.8 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from79. 176. 62.8 B ock 3
65.55.210. 201 |lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on waw i df.il/error.htm |B ock 3
109. 253. 207. 237|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
. . Unaut hori zed URL Access to
85. 250. 106. 225 [l srael 147.237.72. 166 |aka. i df . i | vw aka. i o i1 /si p storagel il es/ 1/ Bl ock 3
. . . Unaut hori zed URL Access to
46.117.251. 167 |Israel 147.237.77.243|nobi l e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 Bl ock 3
109. 253. 209. 130]l srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 2
94.159. 166.52 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwidf.il/nivtza B ock 2
46.19. 85. 103 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
90.228.175.90 |Sweden 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wawwidf.il/arr/ B ock 2
176.13.10.198 |[Israel 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Qode B ock 2
2.54.129. 175 I srael 147.237.77.216|dover . i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
80.178.9. 153 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 80.178. 9. 153 B ock 1
192. 243.55.129 |lhited Sates 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw i df.il/newsitelenglish B ock 1
www, chanmat z. aka. i d |unaut hori zed URL Access to
31.168. 164. 118 |lIsrael 147.237.77. 226 £ v chanat 2. aka, 1 df .11/ 1125- he/ | df g, asp Bl ock 1
. . Unaut hori zed URL Access to
85. 250. 168. 199 I srael 147.237.72. 156 [anan. i df . i | wane aman. i df . i |/ nodi i n/ resour ces/ i nages/ f avi con/ f avi con. png Bl ock !
: ; ; Unaut hori zed URL Access to
68.180. 229. 226 |Lhited Sates 147.237.77.74 (lawidf.il vow | aw i dff . i 1/ 540- hel pat zar / aspx Bl ock 1
50. 118. 145. 105 |hited Sates 147.237.77. 216 |dover . i df . i | Distributed Unauthori zed URL Access on 147.237.77. 216/ B ock 1
185. 99. 46. 109 gjceusgi':('ja” Territory, 47, 237. 77. 176 |mat pash. i df . i | Uhaut hor i zed URL Access to wmn cogat .i df . i|/894-ar B ock 1
93.173.76.103 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
80.178.9. 153 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wan aka.idf.il/sip_storage/files |B ock
65.55.210. 215 |Uited Sates 147.237.77. 216 |dover. i df . il Distributed Uhauthori zed UR. Access on wanidf.il/error. htm |B ock 1
: . . Unaut hori zed URL Access to
192.243.55.131 |UWited Sates 147.237.77.216|dover . i df .i | voww i df i |/ nevisi tef novi es/ st ri ke heb2. asf Bl ock 1
154.16.138.15 |[Wnited Sates 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in B ock 1
vy ti kshuv. i df . il /sitel/ general . aspx
40.77.167. 37 Lhited Sates 147.237.76.31 |nakchal .idf.il Distributed Unaut hori zed URL Access on 147.237. 76. 31/ B ock 1
. . D stributed Whaut hori zed URL Access on
87.69.160. 252  |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
68.180.231.43 [lhited Sates 147.237.77.216|dover . i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error. htm [B ock 1
Unknown Paraneter catld in
5.22.129. 98 | srael 147.237.72. 166 |aka. i df . i | vy aka. i df . i1/ mai n/ gi yus/ mai n/ gi yus/ r esour ces/ i nages/ nast e [None 1
r/favi con. gi f
. . D stributed Whaut hori zed URL Access on
80.246.133.3  [Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
: . . Unaut hori zed URL Access to
192. 243.55. 133 |Uited Sates 147.237.72. 166 |aka. i df . i | vaw aka. i df . i 1/ consol e/ cor e/ doc.ngr/ gener al . aspx Bl ock 1
66. 249. 78. 22 I srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to www mag. i df . i|/320/ pat zar. aspx |Bl ock 1
: ; ; Unaut hori zed URL Access to
157.55.39. 120 |lhited Sates 147.237.72. 166 |aka. i df . i | aka. i df .i 1 /nil i it enpl at es/ ww behazdaa. org. i | Bl ock 1
89.139.228.10 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. idf.il/nain/ B ock 1
} . . . Unaut hori zed URL Access to
64. 79. 85. 205 Lhited Sates 147.237.0.34 |tikshuv.idf.il tikshuv. i cf i |/ shar ed/ user cont rol s/ header upper/ Bl ock 1
192. 243.55. 129 |Uited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/nasluliniist.aspx |B ock 1
Unknown Paraneter docld in
5.29. 106. 84 I srael 147.237.72. 166 |aka. i df . i | wwwy aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ nast e |None 1
r/favicon. gif
85. 250. 106. 225 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 85. 250. 106. 225 Bl ock 1
192, 243.55. 135 |Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wan aka. i df.il/gal | ery. aspx B ock 1
. . Il1egal Paraneter Encodi ng searchText in
66.249.78.82  [Israel 147.237.77.74 |lawidf.il vow | aw i df i |/ 275- hel pat zar . aspx None 1
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