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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 3937
80. 179. 69. 252 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 13
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | B ock Wp Al Nets drop 6

79. 181. 209. 234 I srael 147.237.77. 216 dover. i df.il Bl ock Udp All Nets drop 5
141. 0. 14.192 Eur ope 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 4

81. 218. 65. 210 | srael 147.237. 72. 166 aka.idf.il B ock_ UWp Al _Nets drop 3
192.118. 132. 185 | srael 147.237. 72. 166 aka.idf.il Bl ock_Wp Al _Nets drop 3
31.168. 133. 226 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 3
192.118.132. 185 | srael 147.237.77.216 dover.idf.il B ock Udp Al Nets drop 3
176. 31. 60. 249 Fr ance 147.237.77. 61 e.cogat.idf.il Block Np Al Net drop 1
79.181. 209. 234 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 1
176. 31. 60. 249 France 147.237.77.179 e nazi.idf.il B ock Np Al Net drop 1
62.138. 2. 122 Cer many 147.237.77. 226 wan chanat z. aka. i df . i | |Block_Udp Al _Nets drop 1
179. 43. 141. 194 Sntzerl and 147.237.8. 27 e nadimatal .idf.il B ock Np All _Net drop 1
193. 43. 245. 250 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
79.176. 132. 250 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
179. 43. 144. 50 Snitzerl and 147.237.77.178 e. nat pash.idf.il B ock Np Al Net drop 1




04-11-2016-15:04:05 to 04-11-2016-16:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action ‘Oount |
106. 38. 241. 150 [Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 5
144.76. 93. 46 Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Bl ock 4
144. 76. 93. 46 Ger many 147.237.77.226 |wav chamat z. aka. i df . il  |Cl000074: HITP. najestic bot B ock 2
85.64.109.180 |Israel 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
144.76. 93. 46 Ger many 147.237.76. 147 |chi nuch. aka. i df.i | C1000074: HTTP. naj estic bot Bl ock 2
106. 38. 241. 106 |China 147.237.77.176 |natpash.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 2
144. 76. 93. 46 Ger many 147.237.76.200 |eitan. aka.idf.il CL000074: HTTP. maj estic bot B ock 1
61.135.189.122 |[thina 147.237.76.31 |nakchal .idf.il CL000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
123.126.113.80 |[China 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

79.176.104. 39 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
13.92.245.177 [147.237.8.28 |Wited Sates [e.mobile-ks.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
212.179. 21. 194 (147. 237. 77. 216 || srael dover.idf.il portscan: TCP DO stributed Portscan 1
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
188. 3. 34. 20 147.237.0.33  |Turkey il ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
87.70.115.120 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
81.218. 156. 47 |[147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
37.26.148. 238 [147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
212. 235. 98. 139 |147. 237. 77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
208. 100. 26. 228 |147.237. 76.39 [lhited Sates |mobile meitav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
192. 243. 55. 133 [147.237. 77. 216 |Whited Sates |[dover.idf.il portscan: TCP DO stributed Portscan 1
109. 67. 215. 232 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
84.109.1.189  [147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
176.13.18.97  [Israel 147237, 72. 167 |i shurimaka i o i || SAM NG Engine: TP Invalid — invalid segnent retransnissi on drop 48
Ret ransni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
82.166.53.161 |lsrael 147.237.72. 167 |ishurimaka.i of .i [Bad TCP sequence Inval i d sequence nunber noni t or 28
109. 65.123.20 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
82.166.221.34 |lsrael 147.237.72. 166 |aka.idf .il drop SAMrul e drop 24
176. 13.4.50 | srael 147.237.77. 243 |nobi | e.i df .i | drop First packet isn't SN drop 18
192.243.55.133 |Wited Sates [147.237.72. 166 |aka. i of .i Bad TCP sequence mﬁﬁsgfﬂsm wehdifferent | onitor |12
80.246.133.91 | srael 147.237.76.31 |nakchal .idf.il |[Bad TOP sequence f;-y':drcﬁ‘v;a;j”lt wth different moni tor |12
192.243.55.133 |Wited Sates [147.237.77.74 |lawidf.il Bad TCP sequence mﬁﬁsgfﬂsm wehdifferent | onitor |12
2.52.161. 166 I sr ael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46.19. 86. 111 I srael 147. 237. 77. 216 |dover . i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 10
109.64.57.49  |israel 147.237.72. 166 |aka. i f .11 Streamng Engine: TCP Invalid  invalid segnent retransnission drop 9
Ret ransmi ssi on Packet dr opped.
87.71.97.177  |israel 147.237.77. 23 |mmbit i1 | S2M NG Engine: TP Invalid —invalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
192.243.55.133 |Wited Sates |147.237.77.216|dover.idf.il  |Bad TCP sequence mﬁs\fsgrjﬂsm wehdifferent 1 onitor o
37.142.68.36  |Israel 147.237.77. 234 |hal ag.i of .1 Bad TCP sequence ﬁ%ﬁ?ﬂ? wth different moni tor |9
192.243.55. 133 |lhited Sates |147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
82.166.53. 161 |[lIsrael 147.237.72. 166 |aka.i df . i Bad TCP sequence Invalid sequence nunber noni t or 9
192.243.55.133 |Wited Sates |147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 9
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
192.117. 167.66 |l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 9
192.243.55.133 |Wited Sates |147.237.72. 166 |aka idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 8
64.113.191.31 |lhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
192.243.55. 133 |lLhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
37.26.147.133 |[Israel 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 7
37.26.147.133 |lsrael 147.237.76. 31 |nakchal .idf.il drop Frst packet isn't SN drop 6
79.181.174.21 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
37.26.147. 133 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 214 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
82. 80. 86. 50 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
37.26.147.133 [Israel 147.237.76.31 |[nakchal .idf.il [Bad TCP sequence I'nvalid ACK nunber noni t or 6
192.243.55. 133 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 6
192. 243.55. 133 |Uited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
192. 115. 133. 2091 sr ael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.
37.26.147.197 |lsrael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence alert 6
37.26.147.133 |[Israel 147.237.76.31 |nakchal.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
37.26.147.133 |[Israel 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 6
37.26.147.197 |lsrael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence noni t or 6
37.26.147.133  [Israel 147.237.76.31 |nakchal .icf.il  |Bad TCP sequence mﬁsgf‘sm wehdifferent 1 onitor |6
37.26.147.133 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or
46. 19. 85. 214 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
176.13.7. 25 I'srael 147 237. 77, 243 |mobi e icr i1 |7 €M NG Bngine: TCP Invalid  invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
192.243.55. 133 [lhited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
212. 150. 218. 150|i srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dr opped.
46.19.85.236  |Israel 147.237. 77, 243|obi e i or 11 | €M NG Engine: TCP Invalid  imvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 214 I srael 147. 237. 77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber alert 5
46.19. 85. 214 I srael 147. 237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
95.35.191. 160 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
192.243.55.138 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 4
192.243.55.133 |Lhited Sates |147.237.77.74 (lawidf.il Bad TCP sequence Invalid ACK nunber alert 4
185. 120. 125.29 | srael 147.237.77. 233 |atal .idf.il drop SAMrul e drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.53.24.5 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 218
36.251. 131. 206 |China 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 36. 251. 131. 206 B ock 69
46.19. 85. 51 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 46
36. 251. 131. 206 |Chi na 147.237.77.216|dover.i df .i | PHP Attenpt Bl ock 14
147. 236.38. 135 |l srael 147.237.76.31 |nakchal .idf.il D stributed Wnaut horized HTTP Met hod B ock 13
46.19. 86. 209 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 12
176.13.22.94  [Israel 147.237.77. 243 |nobi | e. i df . i | x;ﬂt:(:r&lee? , gegﬁfﬁs;,ﬁ e/ stchi | ddocunent s/ 1152 B ock 12
212.117. 143. 250! srael 147.237.77. 170 |m@ar achot . i df . i | [Distributed Wnaut horized HITP Mt hod B ock 9
46. 19. 85. 196 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
147. 236. 38. 135 |Israel 147.237.76.31 |nakchal .idf.il Mil tipl e Uhaut hori zed UR. Access from 147.236. 38. 135 B ock 3
109. 253.205.0 |l srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
2.55.38.197 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.55. 55,185 I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
65.55.210.205 [lnited Sates [147.237.77.216|dover.idf.il Dstributed Wnaut horized URL Access on waw i df.il/error. htm B ock 2
192.243.55. 133 |lhited Sates |147.237.72.166|aka.idf.il Ml tipl e Unauthorized URL Access from 192. 243. 55. 133 B ock 2
212.179.21.194 [Israel 147.237.77. 176 |nmat pash. i df . i | Ostributed Abnornal |y Long Request B ock 2
2.52.166. 89 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
82.166. 53. 78 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/main/scripts/css3pie. htc Bl ock 2
66.249. 65. 224 |l srael 147.237.77. 216 |dover. i df . i | Distributed Uhauthorized URL Access on wawidf.il/error. htm Bl ock 2
212.179.21.194 |Israel 147.237.77. 176 [mat pash.idf .il  |Distributed Unknown HTTP Request Met hod Bl ock 2
176. 13. 4. 94 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
84. 106. 96. 91 Net her | ands 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waww idf.il/894-en B ock 2
212.117. 143. 250]1 srael 147.237.77. 170 [maar achot . i df . i | |Unaut hori zed URL Access to maarachot.idf.il/sip storage/files/7/ B ock 2
37.26.148.180 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
169. 229. 3. 91 Lhited Sates [147.237.72.167|i shuri maka.idf.i|Dstributed I11egal Byte Gode Character in URL B ock 1
105. 157. 194. 123|Mor occo 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
80.246.133.91 |[Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ si p_storage/fil es/ 8/ 1668. doc |Bl ock 1
31.168. 103. 115 |l srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/images/ shar ed/ war n_i con. png Bl ock 1
176.13.7.25 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
66.249. 64. 131 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
169. 229. 3. 91 Lhited Sates [147.237.76.31 |nakchal .idf.il Abnormal |y Long Request net hod B ock 1
54.88.169.180 [lnited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to vwwuidf.il./robots. txt B ock 1
192.118.78.57 |lIsrael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to v idf.il/rul es. abe B ock 1
93.172.30.78 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.142.68. 36 I srael 147.237.77.234|hal ag.i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/ bul et 1. gif  |Bl ock 1
Unknown HTTP Request Met hod
169. 229. 3. 91 Uited Sates |147.237.76.31 |nakchal .idf.il [[#24]] 1" &&[ [#18] ] uE[ [ #24] ] plcr 2WT] [ #15] | zESG#1j 1@ i [[#29]]' [[#26]]1> |B ock 1
Q% in URL ™9an:De dt
68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df.il/1815- he/ dover. aspx Bl ock 1
66. 102. 8. 238 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Uhauthori zed URL Access on wawidf.il/error.htm B ock 1
169. 229. 3. 91 Uhited Sates |147.237.72.167|i shuri maka.idf.i|Mitiple Abnornal |y Long Request from 169.229. 3. 91 B ock 1
46. 19. 85. 236 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
192.243.55. 138 |Lhited Sates |147.237.72.166|aka.idf .il Mil ti pl e Unhaut hori zed URL Access from 192. 243, 55. 138 B ock 1
109. 253. 202. 2281 srael 147.237.72. 166 |aka. i df . i | Iolulr?:?aasll i?’;geeg;?inz:ag:g;féogcﬁi/ f"aj W kapat 2/ res#012 B ock 1
176.13.7.25 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 1
Illegal Byte Qode Character in Mthod
169. 229. 3. 91 Lhited Sates |147.237.76.31 [nakchal .idf.il [[#24]] 1" &&[ [#18] ] uE[ [#24]] plcr 2V [ #15] ] zESG#* 1] 1@ i [[#29]]' [[#26]]1> |B ock 1
QA%
147. 236. 38. 135 |l srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to www nakhal .idf.il/sip_storagelfiles/8/ B ock 1
62.219.131.7 | srael 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to wawidf.il/https:/wanidf.il/ B ock 1
37.187.114.171 |France 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to /irj/portal B ock 1
192.243.55.130 |Uhited Sates |147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from 192. 243, 55. 130 B ock 1
97.83.188.239 |Wited Sates |147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod B ock 1
68.180.231.61 |[Lnited Sates [147.237.72.156 |anan.idf.il Lhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
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