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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4141
80. 178. 189. 105 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 325
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 192
94. 159. 130. 204 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 131
82.166. 137. 19 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 101
46.121.138. 171 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 46
192. 118. 64. 29 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 30
37.26. 148. 164 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 18
91.227.165. 5 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 10
212.179.21.194 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9
84. 94. 180. 40 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
81. 218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | Bl ock_Up Al _Nets drop 6
2.54.144.129 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Udp All _Nets drop 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 2
192. 243. 55. 138 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
185. 3. 146. 200 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
2.53.41. 252 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
179. 43. 144. 50 Si tzerl and 147.237.77.179 e nazi.idf.il B ock Np Al Net drop 1
221.2.208.18 Chi na 147.237.76. 42 refuah.idf.il Invalid TGP H ags drop 1
192. 243. 55. 137 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
184. 105. 247. 243 Lhited Sates 147.237.77.233 atal.idf.il B ock_Udp Al Nets drop 1
184.105. 139. 114 Lhited Sates 147. 237. 0. 200 mdu. i df i | B ock Np Al _Net dr op 1
184. 105. 139. 82 Lhited Sates 147.237.0. 19 nadi matal .idf.il |Bock Np Al _Net dr op 1
192. 243. 55. 131 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
184.105. 139. 118 Lhited Sates 147.237.77. 205 prisha. idf.il Bock Np Al Net drop 1
184. 105. 139. 102 Lhited Sates 147.237.72. 156 anan. i df il B ock Np Al Net drop 1
184. 105. 139. 70 Lhited Sates 147.237.8. 24 elifestyle.idf.il |Bock Np Al _Net drop 1
221.2.208. 18 Chi na 147.237.76. 44 e.refuah.idf.il Invalid TGP H ags drop 1
62. 219. 190. 63 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
184.105. 139. 114 Lhited Sates 147.237.77. 212 e.dover.idf.il B ock Np Al Net drop 1
184. 105. 139. 94 Lhited Sates 147.237.0. 35 akavs. i df.i | Bock Np Al Net drop 1
176. 31. 60. 249 France 147.237.77. 74 lawidf.il B ock Np Al Net drop 1
216.218. 206. 125 Lhited Sates 147.237.0. 33 idf.il B ock_Udp Al Nets drop 1
192. 243. 55. 134 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
46.19. 86. 197 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
184.105. 139. 122 Lhited Sates 147.237.77. 233 atal.idf.il B ock Np Al Net drop 1
184.105. 139. 110 Lhited Sates 147.237.0. 33 idf.il Bock Np Al Net drop 1
184. 105. 139. 74 Lhited Sates 147.237.77.19 lawforumidf.il Bock Np Al Net drop 1
195. 16. 162. 218 Cer many 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
94.77.196. 82 Saudi Arabi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
184.105. 139. 118 Lhited Sates 147.237.77.170 naar achot .i df.il B ock Np Al _Net dr op 1
184. 105. 139. 94 Lhited Sates 147.237.8. 27 e.nadimatal .idf.il|B ock Np Al Net drop 1
176. 31. 60. 249 France 147.237.77.178 e. nat pash. i df.il Bock Np Al Net drop 1
219. 74.148. 111 S ngapor e 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
192. 243. 55. 135 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
82.166. 137. 19 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
184. 105. 247. 239 Lhited Sates 147.237.77. 205 prisha.idf.il ock Wdp Al _Nets drop 1
184.105. 139. 110 Lhited Sates 147.237.8. 45 eeitanidf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address Devi ce Action |Oount
79.179.22.91 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 11
199. 207.253.101 |Whited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 4
88. 198. 230. 79 Ger many 147.237.0. 34 tikshuv.idf.il |CL000074: HTTP. majestic bot B ock 2
88. 198. 230. 79 Ger many 147. 237.76. 86 navy.idf.il C1000074: HTTP. naj estic bot B ock 2
88.198. 230. 79 Ger nany 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.176 |nmatpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
2.109. 204. 29 Denmar k 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
88.198. 230. 79 Ger nany 147.237.77. 74 lawidf.il C1000074: HITP. maj estic bot B ock 1
61. 135. 189. 122 Chi na 147.237.76. 31 nakchal .idf.il [Cl1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1




04-11-2016-09:04:01 to 04-11-2016-10:04:01

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46.116. 3. 52 147.237.77. 216 (I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
210.117.121. 60 |147.237.77. 212 ok‘f’rea RepUDIiC 1o dover.icf.il |ET SCAN NMAP -SS wi ndow 2048 1
31.210.187. 197 |[147.237.77. 216l srael dover.idf.il [portscan: TGP Distributed Portscan 1
208.100.26. 228 |147.237.0.34 |Wited Sates [tikshwv.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
2.54.141. 33 147.237.77. 216 |I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
194.90. 25. 122  |147.237.77. 216 |I srael dover.idf.il [portscan: TGP Distributed Portscan 1
156. 207. 7. 229 |147.237.77. 216 |Egypt dover.idf.il portscan: TCP Distributed Portscan 1
109. 253. 140.8  |147.237. 77. 216 |I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
84. 94. 180. 40 147.237.77. 216 |I srael dover.idf.il [portscan: TGP Distributed Portscan 1
66.249.75.136 [147.237.76.42 |Whited Sates |[refuah.idf.il |ET SCAN NVAP -sA (2) 1
46.121.97. 92 147.237.77. 216 |I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
46. 19. 86. 240 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
210.117.121.60 [147.237.77. 212 g?rea, RepUDITC 1o dover.idf.il |ET SCAN NMAP -f -sS 1
5.28.145. 31 147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP wth fake user agent 1
185.130.5.208 [147.237.76.38 |Lithuania e.e.neitav.idf.ijET SCAN Potential SSH Scan 1
109. 253. 218. 182|147. 237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
94.188.158.91 |147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
78.187.157.79 |147.237.0.34 |Turkey Cikshuv.idh il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
62.219. 154. 138 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
204.93. 58. 84 Lhited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 1708
192. 168. 173. 102 147.237.77. 216 |dover. i df i Geo- | ocation enf or cenent Geo-1 ocati on i nbound enf or cenent |noni tor 263
192.168. 173. 102 147.237.72. 166 |aka.idf . il Geo-| ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent |nonitor 131
37.26. 148. 164 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 39
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
46. 19. 86. 124 | srael 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 28
r eam n ine: TCP Invali i i ssi
37.26.146.203 |Israel 147. 237.76. 200 [ei tan aka i o 11 | SAM NG Engine: TCP Invalid invalid segnent retransnissi on, drop 21
Ret ransni ssi on Packet dropped.
82. 80. 62. 53 | srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SYN drop 20
reamng Engi ne: TCP Invali i i ssi
46.19. 85. 47 I sr ael 147, 237.72. 167 | shuri maka. i o || S2M NG ENgine: TQP Invalid invalid segnent retransnissi on, drop 15
Ret ransmi ssi on Packet dropped.
192.243.55.135 |Wited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence SINAK retransmt with different |,y o |13
w ndow scal e
reamng Engi ne: TCP Invali i i ssi
46.19.85.140  |Israel 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid  invalid segnent retransmission drop 12
Ret ransmi ssi on Packet dropped.
155. 254. 239. 121|iraq 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
84.220.32.206 |Israel 147.237.76.42 |refush.icf.il  |[Bad TCP sequence SN retransmt wth different moni tor |10
w ndow scal e
212.143.142.56 |l srael 147.237.77. 216 |dover.idf.i | drop First packet isn't SWN drop 10
192.243.55. 135 |lLhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 10
102.243.55.138 |Wnited Sates  |147. 237.72. 166 |aka.i df . | Bad TCP sequence SINAK retransmt with different | ovor o
w ndow scal e
192.243.55.130 |lhited Sates  |147.237. 77. 216 |dover.idf i Bad TCP sequence SINAK retransmt with different |0 g
w ndow scal e
102.243.55.129 |Wnited Sates  |147. 237.72. 166 |aka.i df . | Bad TCP sequence SINAK retransmt wih different | ovor o
w ndow scal e
192.243.55.135 [thited Sates  [147.237.77.74 |[lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 9
Sreamng Engine: TCP Invalid i i ssi
46.19.86.114  |Israel 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. | 9
Ret ransni ssi on Packet dropped.
192.118.12.102 |lsrael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
102.243.55.130 |Wnited Sates  |147.237.77.74 [lawidt. il Bad TCP sequence SINFAK retransmt with different | oo g
w ndow scal e
192.243.55.138 |Wited Sates  [147.237.77.74 [lawidt.il Bad TCP sequence SINAXK retransmt with different |, uior g
w ndow scal e
192.243.55.138 |Whited Sates  [147.237.77. 216 |dover.idf.il Bad TCP sequence SINFAK retransmt with different | ooy o 8
w ndow scal e
192.243.55.135 |[Uhited Sates |147.237.77.74 (lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
185.120. 126. 115|I srael 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop 8
46. 19. 85. 15 I srael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
192. 243.55. 137 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
192.243.55.130 |Uhited Sates  |147.237. 72. 166 |aka.i of .| Bad TCP sequence SINAK retransmt with different | oo g
w ndow scal e
37.26.146.176 |[Israel 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
192.243.55.130 |Whited Sates  [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
192.243.55.137 |Wited Sates  [147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
192.243.55.137 |Whited Sates  |147. 237.77. 216 |dover.idf .1 Bad TCP sequence SAXK retransmt with different 1opniior |7
w ndow scal e
192.243.55.130 [thited Sates  [147.237.77.74 |[lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 7
109. 253. 206. 197 I srael 147.237.76.42 |refuahicf.il  |Bad TOP sequence SN retransmt wth different monitor |7
w ndow scal e
109. 253. 216. 48 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert
31.168.209.12 |[lIsrael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber nmoni t or
192.243.55.131 |Whited Sates  |147. 237.77. 216 |dover.idf .1 Bad TCP sequence SAK retransmt with different 1opniior o
w ndow scal e
109. 253. 216. 48 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6
102.243.55.137 |Wnited Sates  |147. 237.72. 166 |aka.i df . | Bad TCP sequence SINAK retransmt with different |0 g
w ndow scal e
46.19. 85. 149 I srael 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
2.52.134.160  |Israel 147.237. 77. 243 |robi 1 e. i df . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
192.243.55.130 |Wited Sates  [147.237.72. 166 |aka. i df.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
192.243.55.135 |lhited Sates  |147.237. 72. 166 |aka.i of .| Bad TCP sequence SINAK retransmt with different | oo g
w ndow scal e
46.19. 85. 15 I srael 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
; . . SYNVACK retransmt with different .
192. 243.55.137 |Whited Sates 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 6
Sreamng Engine: TCP Invalid i i ssi
46.19.85.244  |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
192.243.55.138 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Russi an s Sreamng Engine: TGP Invalid Invalid segnent retransmssion.
5. 45. 255, 84 e ot on 147.237. 72. 166 |aka.i df .i | Ret r ansm ssi on Packet dr opped. drop 6
Sreamng Engine: TCP Invalid i i SSi
193.106.54.25 |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Acti on ‘Count
109. 253. 211. 203|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 108
46. 19. 85. 240 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 91
46.19. 85. 197 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 38
109. 253. 220. 85 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 34
2.55. 56. 138 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 30
2.53. 41. 252 I srael 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Days in nobile. idf.il/mlluim B ock 19
46. 19. 85. 34 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 15
31.168. 126. 214 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip_storagel/files/ 0/ B ock 15
109. 253. 199. 124|I srael 147.237.77. 243|nwbi l e i off i1 [Poramer ype Mol e Lﬁ;‘ngi‘é‘i*:\jo"‘%d in Bl ock 9
82. 80. 196. 44 I srael 147.237.72. 156 [anan. i df . i | D stributed Unaut hori zed HTTP Met hod Bl ock 5
80.246.136.86 [Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13. 21. 26 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
82.80. 196. 44 | srael 147.237.72. 156 |anan. i df . i | Mil ti pl e Unhaut horized URL Access from 82.80. 196. 44 B ock 3
2.53.41. 252 I srael 147. 237.77. 243 |nobi | e. i df . i | m;ult :?rc;fz'f? , g‘egpgrcyizm s/ 1 st chi | ddocunent s/ 1362 B ock 3
94.230.93.134 |lIsrael 147.237.77.216|dover.idf .i | D stributed Unaut horized LRL Access on waww idf.il/error. htm Bl ock
2.53.41. 252 I srael 147.237.77. 243 |nobi l e. i df . i | Mil ti pl e Unauthori zed URL Access from2.53.41. 252 B ock
85.65.25.145 | srael 147.237.72. 166 |aka. i df . i | m“;kgorl ! fﬂ /'\f;r:/’(;i m;n(gr . aspx Bl ock 2
207.46.13.192 |Lnited Sates 147.237.77. 216 |dover. i df . i | D stributed Unaut horized URL Access on waw idf.il/error.htm B ock
176.13.10. 116 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock

46. 19. 86. 36 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
31.168.100.81 |l srael 147.237.76.42 |refuah.idf.il w@urtg?g ;e:] _ﬁ.fff;ss_stt%ragem | e/ 2 2811 pe Bl ock 1
192.241.234.4 |Uited Sates 147.237.77. 216 |dover.idf .il D stributed Whaut hori zed URL Access on www i df .i|/xmrpc. php B ock 1
87.70.94.230  |israel 147.237.76.42 |refuah.idf.il ma?:; o ;ygﬁ i\':jﬁl ialt /' fglg_trl]gor?l?;h‘?rgsixacem' deriStxtlasthame in g 1
174.129.228. 67 |wited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
66. 249. 75. 24 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1236- he/ r ef uah. aspx B ock 1
94.230.93.198 |[lIsrael 147.237.77.216|dover. i df .i | D stributed Unaut horized LRL Access on www idf.il/error. htm Bl ock 1
85. 64. 71. 154 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/sip storagel/files/3/71513 |B ock 1
156. 207. 7. 229  |Egypt 147.237.77. 216 |dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.182.37.174 |[Israel 147.237.76.42 |refuah.idf.il Mitiple _vti_ from79.182.37.174 Bl ock 1
46.19. 86. 223 I srael 147.237.77. 216 |dover.idf . il SSL Wntraceabl e Connection - Qpen Mde None 1
94.230.93.249 |[Israel 147.237.77.216 |dover . i df . i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
192.243.55.129 |[Uited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/general . aspx B ock 1
174.129. 237. 157|Wited Sates  |147. 237. 76. 147 [chi nuch. aka. i df . i mLLFﬁhgﬂ ;ﬂg“f 2?”' Izlejoﬁtﬁfcess on B ock 1
109. 253. 206. 197 I sr el 147.237.76.42 [refuah.idf.il  [J5 00 e fori zed ?Jaﬁczzzi on Bl ock 1
71.43.100.242 [tnited Sates 147.237.77. 216 |dover.idf .il Uhaut hori zed LRL Access to wwwidf.il/). htm( B ock 1
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