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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4136
99. 196. 247. 131 Lhited Sates 147.237.77. 216 dover.idf.il JLIMPurple Con Limt_Htp drop 3
99. 196. 247. 131 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 2
184. 105. 139. 88 Lhited Sates 147.237.0. 16 ny- kosher-kravi .i df .i | B ock Np Al Net drop 1
176. 31. 60. 249 F ance 147.237.76. 42 refuah.idf.il B ock Np Al Net drop 1
71.6.146. 185 Lhited Sates 147.237.8. 50 e tikshuv.idf.il B ock Np Al _Net drop 1
198. 20. 70. 114 Lhited Sates 147.237.76.176 test.ncore.idf.il ock Wp Al _Nets drop 1
184. 105. 139. 76 Lhited Sates 147.237.8. 27 e.nadi matal .idf.il B ock Np Al Net drop 1
115. 159. 150. 148 Chi na 147.237.77.121 e navy.idf.il Invalid TGP H ags drop 1
184. 105. 139. 96 Lhited Sates 147.237.77. 227 e. hamaz. i df.il Bock Np Al Net dr op 1
179. 43. 144. 50 Sni tzerl and 147.237.77. 74 lawidf.il B ock Np Al Net drop 1
184. 105. 139. 84 Lhited Sates 147.237.0. 35 akaws. i df . i | Block Np Al Net drop 1
116. 77. 70. 237 Chi na 147.237.76. 34 yohal an.idf.il L4 Source or Dest Port Zero drop 1
184. 105. 139. 104 Lhited Sates 147.237.8.50 e. tikshuv.idf.il B ock Np Al Net drop 1
184. 105. 139. 68 Lhited Sates 147.237.77. 205 prisha.idf.il Bock Np Al Net drop 1
184. 105. 139. 84 Lhited Sates 147.237.8. 45 eeitanidf.il Bock Np Al Net drop 1
66. 249. 78. 146 | srael 147. 237. 72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Trave- 2 dest - r eset 1
184. 105. 139. 108 Lhited Sates 147.237.77. 61 e.cogat.idf.il Block Np Al Net drop 1
184. 105. 139. 72 Lhited Sates 147.237.77. 243 nobi | e.i df i Block Np Al Net drop 1
115. 159. 150. 148 Chi na 147.237.76. 44 e.refuah.idf.il Invalid TGP H ags drop 1




04-11-2016-05:04:01 to 04-11-2016-06:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
61.135. 189. 122 Chi na 147.237.76. 31 nakchal .idf.il [Cl1000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

195. 34, 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
. L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
103. 227. 20. 58 [147.237.77.216 |Australia dover.idf.il . . - 2
deni al of service attenpt
66.249.78.96 |147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
40.76.16.210 |[147.237.0.35 |lnited Sates |akavs.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198.20.69.98 [147.237.77.234|Wnited Sates |halag.idf.il ET DRCP Bshi el d B ock Listed Source 1
40.76.16.210 |147.237.0.35 |thited Sates [akaws.idf.il ET SCAN NVAP -sS w ndow 3072 1
13.82.25.94 147.237.76. 147 [Lhited Sates [chinuch.aka idf.il|ET SCAN NVAP -sS wi ndow 3072 1
198.20.69. 74 [147.237.76.86 |Wited Sates |navy.idf.il ET DRCP Bshi el d B ock Listed Source 1
, L 5 WNDOME M crosoft Forefront UAG javascript handler in LR XSS
175. 43.95. 77 147.237.77. 216 |Chi na dover.idf.il at t enpt 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

Ste

Signature

Devi ce

Action

‘Count

192. 168. 173. 102 147.237.77. 216 |dover. i df .i Geo-l ocation enforcement |0 !ocation inbound noni tor (347
enf or cenent
192. 168. 173. 102 147.237.72. 166 |aka.i df . i Geo- 1 ocation enforcement |0 !ocation inbound monitor  |174
enf or cenent
99. 196. 247. 131 |lhited Sates 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> Timeout [reject 41
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
208.54.39.231 |Wnited Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 26
208.54.39.231 |lhited Sates 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 19
188. 72. 103. 227 g:;deskab 147. 237. 77. 216 |dover . i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
155. 254. 215. 78 |Bahrain 147. 237. 77. 216 |dover. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
212.143.142.56 |Israel 147. 237. 77. 216 |dover . i df . | dr op First packet isn't SWN drop 10
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
50.87.144.145 |[Uited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence SINFACK retransmt W th monitor |3
di fferent w ndow scal e
S reanming Engi ne: TCP ' i ssi
66.249.83.144 |lnited Qates  |147.237.72. 166 |aka i df.il mng Engine: 1 Invalid segnent retransmssion. |, . 3
Inval id Retransm ssion Packet dropped.
46. 19. 85. 123 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber aert
46. 19. 85. 123 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
50.87.144.145 |Uited Sates 147.237.77. 216 |dover.idf .i | SYN Attack SYN -> SYN-ACK -> Tineout [reject
162.196.70.205 |United Sates  |147.237.77. 216 |dover.idf il Bad TCP sequence SINFACK retransmt W th monitor |2
di fferent w ndow scal e
46.120. 151. 191 |l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |2
184. 105. 139. 115|Whited Sates 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Sﬁ?;'rz‘e:i'n:’” i nbound drop 1
24.228.89.141 |Wited Sates 147.237.77. 233 |atal .i of .i Bad TCP sequence I'nval i d ACK nunber nonitor |1
141.212.122. 194|Uhited Sates 147.237.77. 234 |hal ag.idf .i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
106. 186. 113. 132|Japan 147.237.8.28 |e.nobile-ks.idf.il Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent
216. 218. 206. 111|Whi ted Sates 147. 237. 76. 197 |e. hi nush. i df . i Geo- | ocati on enf or cenent gﬁ?;)'rggﬁ:nfn I nbound drop 1
74.82.47.34 Lhited Sates 147. 237, 77. 212 |e. dover i f .| Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent
46.117.245.192 |l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 1
169.229.3.90  |Wnited Sates 147.237.76.30 |hinush.idf.il drop SMrul e drop
123.59.54.147 |onina 147. 237. 76. 199 |e. nakchal . i df . Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent
184. 105. 247. 203|wnited Sates 147.237.77.19 [lawforumidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
106. 186. 113. 132|Japan 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 47 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.117.245.192 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |1
175. 43. 95. 77 Chi na 147.237. 77. 216 [dover. i df i SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
141.212. 122. 137|Wited Sates 147.237.0. 17 ;nlnly kosher-kravi.1d |qyn At t ack SYN -> SYN-ACK -> RST rej ect 1
99. 240. 240.27 |Canada 147. 237. 77. 216 |dover. i df .| SYN At t ack SYN -> SYN-ACK -> RST rej ect
212.143.142. 44 |Israel 147. 237. 77. 216 |dover . i df .| drop First packet isn't SWN drop 1
184. 105. 247. 228|Wnited Sates 147. 237. 77. 178 |e. rat pash. i of . i | Geo- | ocati on enf or cenent gﬁ?;)'rggﬁ:nfn I nbound drop 1
106. 186. 113. 132[Japan 147. 237. 76. 200 |ei tan. aka. i df .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
77.126.15.188 |Israel 147.237. 72. 166 |aka. i df . SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 75 |Wiited Sates 147.237.8.28 |e.nobile-ks.idf.il Geo- | ocat i on enf or cenent Sﬁfo'rggﬁ:nf”  nbound drop 1
141. 212. 122. 138|Wnited Sates 147.237.0. 17 ]["I”Iy kosher-kravi.1d |qyn At t ack SYN -> SYN-ACK -> RST rej ect 1
101. 201. 147.32 |China 147.237.76. 44 |e.refuah.idf.il Geo-1 ocation enforcenent |0 ocation inbound drop 1
enf or cenent
68.195.10.199 |lhited Sates 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 228|Uhited Sates 147.237.77. 205 |prisha.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
162. 237. 250. 128|tnited Sates 147. 237. 77. 216 |dover . i df . | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
106. 186. 113. 132[Japan 147. 237. 77. 216 |dover . i df .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
95. 38. 61. 199 IF;.$B| i'i'g;"'c 147. 237. 77. 216 |dover i f . i Bad TOP sequence Inval i d ACK number aert 1
195. 62. 53. 168 RJSIS::t”ion 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 104|wnited Sates 147. 237.77. 226 :"”‘WCha"m'aka' Haf-Tlsyn At t ack SYN -> SYN-ACK -> RST rej ect 1
24.228.89.141 |lhited Sates 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber aert 1
141. 212. 122. 193|wited Sates 147.237.77. 234|hal ag. i f .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
106. 186. 113. 132|Japan 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenment gﬁfolrgzﬁ:nfn  nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count

175. 43. 95. 77 Chi na 147.237.77.216|dover. i df .i | Mil tipl e Unauthorized URL Access from 175. 43. 95. 77 B ock 27

175. 43. 95. 77 Chi na 147.237.77. 216 |dover . i df .i | PHP Attenpt B ock 5

82.81.97.181 I srael 147.237.77. 216 |dover . i df . i | D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 4

82.81.97.182 | srael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 3

65.55.210.123 |lhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error. htm Bl ock 1

199.30.25.0 Lhited Sates [147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 1

. . . Mil tiple Uhtraceabl e SSL Sessi ons from 103. 227. 20. 58 ( Pr ot ocol
103.227.20.58 |Australia 147.237.77. 216 |dover . i df .i | viol ation (SS. GO QLI ENT HELLO)) None 1
45.55.224.218 |thited Sates |147.237.0.19 [nadimatal .idf.il SSL Untraceabl e Connection - Uhsupported d pher None 1
. . D stributed Unaut hori zed URL Access on
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
199. 30. 25. 56 Uhited Sates [147.237.77.216|dover.idf .il Dstributed Waut hori zed URL Access on waw idf.il/error. htm Bl ock 1
. . . S Uhtraceabl e Gonnection - Protocol violation

103.227.20.58 |Australia 147.237.77.216|dover.i df .| (SSL CONN GLI ENT FELLO None 1
. m ny- kosher-kravi . id .

45.55,234. 11 Lhited Sates |147.237.0. 17 £l SSL Uhtraceabl e Gonnection - Uhsupported d pher None 1
. . . Unaut hori zed URL Access to

175.43.95.77  |China 147.237.77. 216 |dover. i df . il v i dff . i 1/ 1283- 9703- en/ cont act . php Bl ock 1

. . D stributed Unauthorized URL Access on

66.249. 78.104 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1

216.218. 207. 138|Wnited Sates |147.237.77.216|dover.idf.i | Unaut hori zed URL Access to waw i df.il/1294- he/ v i df . il B ock 1
. . . Uhaut hori zed URL Access to

114. 98. 246. 172 |China 147.237.77. 176 [mat pash. i df . i | v cogat i df . i 1/ 1205- hel cogat . aspx t r ackback/ B ock 1

54.205.22.125 |lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-en/idf gdover. aspx B ock

194, 187. 168. 194|France 147.237.77.216|dover . i df .i | Mil tipl e Unaut hori zed URL Access from 194. 187. 168. 194 Bl ock

2.54.191. 138 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 1
: . . . Unaut hori zed URL Access to

157. 55. 39. 109 Lhited Sates [147.237.76.200|eitan. aka.idf.il WA ei tan, aka, i df . i |/ 1105- en/ cont act us. aspx B ock 1

65. 55. 210. 80 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1

199. 30.24. 152 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error. htm Bl ock

37.72.190. 93 Uited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wa i df.il/newsite/hebrew nain.asp [B ock
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