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M dover.idf.il

M aka.idf.il

M nadi matal .idf.il

M nobi le.idf.il

M i shurimaka.idf.i

M chinuch. aka. i df . i

I hal ag.idf.il

M tikshuv.idf.il
nakchal .idf.il

Wiawidf.il

M 167. 114. 156. 16
196. 121. 32. 248

I 192. 168. 173. 102
79.177.9. 243

Il 95. 35. 82. 239

M 2.55.55. 141

I 41.33.231. 90

W 217. 132. 146. 48
213.131. 6. 189

M 212. 143. 142. 56




04-10-2016-23:04:09 to 04-11-2016-00:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Vb _In drop 4082
196. 121. 32. 248 Mor occo 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 16
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock Wp Al Nets drop 3
54.72.182. 187 Irel and 147.237.77.216 dover.idf.il Bl ock_Udp All _Nets drop 2
192. 96. 201. 142 Lhited Sates 147.237.76. 30 hi nush. i df . i | Bl ock_ Udp Al _Nets drop 1
115. 159. 150. 148 Chi na 147.237.8. 45 eeitanidf.il Invalid TGP H ags drop 1
82. 145. 217. 251 Eur ope 147.237.72. 166 aka.idf.il ock I p Vb _In drop 1
110. 76. 40. 33 Chi na 147.237.76. 30 hi nush.idf.il Invalid TGP H ags dr op 1
192. 96. 201. 142 Lhited Sates 147.237.76. 31 nakchal .idf.il Bl ock Wp Al Nets drop 1
123. 56. 26. 146 Chi na 147.237.0. 16 ny- kosher-kravi .i df.i | L4 Source or Dest Port Zero drop 1
91. 15. 199. 144 Ger nany 147.237.0. 15 kosher-kravi .idf.il B ock Np Al Net drop 1
179. 43. 144. 50 Sntzerl and 147.237.0. 16 ny- kosher-kravi .idf .il B ock Np Al _Net drop 1
115. 159. 150. 148 Chi na 147.237.0. 19 nadi matal .idf.il Inval id TGP H ags dr op 1
123. 56. 26. 146 Chi na 147.237. 8. 28 e.nobi |l e-ks.idf.il L4 Source or Dest Port Zero dr op 1
91. 15. 206. 194 Ger nany 147.237.0. 19 nadi matal .idf.il B ock Np All Net drop 1
179. 43. 144. 50 Sntzerl and 147.237.0. 35 akaws. i df. il B ock Np All _Net drop 1
115. 159. 150. 148 Chi na 147.237.0. 19 nadi matal .idf.il L4 Source or Dest Port Zero drop 1
219. 232. 243. 28 Chi na 147.237.0. 33 idf.il L4 Source or Dest Port Zero drop 1
123. 56. 26. 146 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il Invalid TGP H ags drop 1
91. 15. 206. 194 Ger many 147.237. 0. 33 idf.il B ock Np Al Net dr op 1




04-10-2016-23:04:09 to 04-11-2016-00:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count
37.142. 245. 132 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 5
51. 255. 162. 164 France 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
144.76. 8. 132 Ger many 147.237.77. 74 lawidf.il C1000074: HITP. maj estic bot B ock 2
51.255.162.164  |France 147.237.77.176  |matpash.idf.il |Cl000074: HTTP: najestic bot B ock 2
176.13. 11. 20 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
61.135. 189. 122 Chi na 147.237.76. 31 nakchal .idf.il [Cl1000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At t acker .

Attacker Address |Target Address ount ry Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 78. 96 147.237.77.74 |Wited Sates  |[lawidf.il ET SCAN NVAP -sA (2) 2
66.249.78.254  |147.237.72.166|lhited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
183. 60. 48. 25 147.237.0.16 |[China ny-kosher-kravi .idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
141. 101. 178. 137|147. 237. 8. 45 23::2{}0” eeitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82.78. 38 147.237.76.86 |Netherl ands navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
213.131.6.189  |147.237. 76. 147 EZZli}on chinuch.aka.idf.il  |ET WEB SERVER Poison Null Byte 1
141. 101. 178. 137|147. 237. 8. 46 gj::;”ion e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
199 52197 9 147 237.76. 44 |mili ooi o refuahidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

. . . . . . |1 | Nes 3 N . .
PP Potential Scan or Brute Force

50. 60. 153. 98 147.237.77. 234 |Wnited Sates hal ag.idf.il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 |(147.237.76.44 |Uited Sates e.refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
196. 121. 32. 248 |Mor occo 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1733
192. 168. 173. 102 147.237.77. 216 |dover.i df .i | Geo- | ocati on enf or cenent Geo- | ocation i nbound enf orcenent |noni t or 337
192.168. 173. 102 147.237.72. 166 |aka.idf . il Geo-| ocat i on enf or cenent Geo-1 ocati on i nbound enf orcenent [noni tor 195
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 14
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
5.22.129. 233 I srael 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence Inval i d ACK nunber noni t or
95.10.213.250  |Turkey 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
Sreamng Engine: TCP Invalid i i ssi
157.55.39.109 |Wited Sates |147.237.72. 166 |aka idf.il 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
176.13.13.0 I sr el 147.237.77. 234 |hal ag.i of i Bad TCP sequence SN retransmt wih different monitor |6
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
37.142.64.106 | srael 147. 237.72. 167 |i shuri maka. i df . i 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
87.71.168.236 |Israel 147.237.77. 243 |t eiop. i1 |7 SAMNG Engine: TP Invalid  imvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 137. 59 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
5.41.128.34 Saudi Arabia  |147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 6
46.117.152.29 |israel 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
95. 210. 108. 138 |Spain 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
112.198.242.65 |Philippines |147.237.77.216|dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
64.233.172.163 |Uhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 4
Sreaming Engine: TGP Invalid i i sSi
79.181.222. 124 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
37.46.41.52 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
185. 27. 105. 147 |Israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
87.71.44.236  |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
37.46. 39. 26 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i sSi
79.182. 166. 131 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
82.81.21. 217 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i sSi
77.125.125.200 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
85. 64.122.199 |[lIsrael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> Ti neout aert 3
Sreamng Engine: TCP Invalid i i ssi
5.22.135.239  |Israel 147.237.72. 166 |aka. i of . i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
79.183.117.34 |Israel 147.237.77. 243 | eiop i1 |7 SAM NG Engine: TP Invalid  imvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dropped.
196. 121. 32. 248 |Morocco 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYNACK -> Ti meout rej ect 3
Sreaming Engine: TGP Invalid i i sSi
2.52.128.211  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.95.252.189 | srael 147. 237. 72. 166 |aka i of . i 9 =g nval i d segrent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
2.54. 164. 46 I'srael 147.237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.177.9.243  |israel 147. 237.77. 243 |mobi l e. i . i 9 =g nval i d segrent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
192. 114. 23,208 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.189  |israel 147. 237. 72. 166 |aka i of . i 9 =g nval i d segrent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
37. 46.39. 97 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
85. 64.122.199 |[lIsrael 147.237.72. 166 |aka.idf il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
Sreamng Engine: TCP Invalid i i ssi
5.28.164.194  |Israel 147.237.72. 166 |aka. i of . i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
80.178.17.30  |israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
149.78. 224. 242 |israel 147.237.72. 166 |aka. i of . i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
85.64.122.199 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SAK retransmt with different oo |3
W ndow scal e
2.53.44.26 I srael 147.237. 72. 166 |aka.i df .i 1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TGP Invalid i i sSi
185.27.105.83 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
149.78. 237. 209 |Israel 147, 237. 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
37.26.149.197 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SIAK retransmt with different oo o |
w ndow scal e
84.109. 118. 211 [l srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 85. 62 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 2
31.210.187.82 |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
2.54.147.126 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 85. 175 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 2
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
79.177.9. 243 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 153
95. 35. 82. 239 I srael 147.237.77. 216 |dover . i df . i | Ml tipl e Unaut hori zed URL Access from 95. 35, 82. 239 B ock 118
2.55.55. 141 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 92
217.132.146.48 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁbﬁ? o T?/F/es:cﬁlarai icﬁgn'g\i‘gﬁaov‘%d in Bock |16
5.29.191.171 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
109. 253. 136. 125|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 5
66.102. 8. 233 Lhited Sates 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed URL Access on wan i df.il/error. htm B ock 5
79.182.185.239 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
157. 55. 39. 49 Lhited Sates 147.237.77. 216 |dover.i df .i | Distributed Lhaut hori zed URL Access on wawn idf.il/error. htm B ock 4
66.102. 8. 243 Lhited Sates 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed URL Access on wan i df.il/error. htm B ock 3
79.183.117.34 [Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
95.52.122.236 |Russian Federation |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawidf.il/ https:/twtter. con B ock 2
109. 64. 6. 19 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
66.249. 65. 224 [Israel 147.237.77.216|dover.idf .il Mil tipl e Uhaut hori zed URL Access from 66. 249. 65. 224 B ock 2
109. 253.132. 77 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.55. 16. 140 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
41.107.213.186 |Ageria 147.237.77. 216 |dover.idf . il Paraneter Type Molation IDin wwidf.il/1294-ar/ dover. aspx B ock 2
196. 121. 32. 248 |[Morocco 147.237.77.216|dover.idf .il Distributed Unauthori zed URL Access on 147.237.77. 216/ B ock 2
41.226.169. 145 [Tunisia 147.237.77.216|dover. i df .i | Distributed Unhaut hori zed URL Access on 147.237.77. 216/ Bl ock 1
217.69. 133. 243 |Russian Federation |147. 237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/giyus/ hebrew B ock 1
157.55.39.109 |lhited Sates 147.237.72. 166 [aka. i df . i | Unknown Paranet er KEY in v aka. i df.il/ishurindcityofficers/ None 1
5.10. 229. 226 Iraq 147.237.77. 216 |dover. i df . i | Unhaut hori zed URL Access to www idf.il/arr/ B ock 1
Illegal Byte (ode Character in Mt hod
213.131.6.189  |Russian Federation |147. 237. 76. 147 |chi nuch. aka. i df . i|[[#221[[#3]1[[#2] ] [[#01]«[[#2 1[[#011[[#0]1{[[#3]1[[#3]][[#8]]+0q6EEr (Bl ock 1
¢l .Q pyi V7« *el c; 080y[ [#0] ] [ [#0] ] [ [ #28] ] A/ A+AOA A[[#19]]1 A
199. 167. 129. 140|Canada 147.237.77. 216 |dover . i df . i | Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock
176. 111. 109. 155|Portugal 147.237.77.216|dover. i df .i | Distributed Wauthorized URL Access on 147.237. 77. 216/ Bl ock
114.97.56.215  [china 147.237.77. 176 [nat pash. i df . i | m“tcgg; T e e ear J cogat . aspx! 1 ackback! Bock |1
5.157.57. 45 Sweden 147.237.77. 216 |dover . i df . i | mult ;?riiliiiaﬁ/ﬁgz:fzn:fd of header upper/ Bock |1
213.131.6.189  |Russian Federation |147. 237. 76. 147 [chi nuch. aka. i df . i [\'[‘;‘g]%?#%?ﬁr[['#g] ]Fff‘[dzé] ]'\:g{“f 18111401 Bock |1
Pal esti ni an
212.14.228.126 |[Territory, 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to waw cogat . i df.il/894-ar B ock 1
Qccupi ed
91. 224.13. 64 Latvia 147.237.77.216|dover. i df .i | Distributed Unaut hori zed URL Access on 147.237.77. 216/ Bl ock 1
192.40.57.129 |[wnited Sates 147.237.77. 216 |dover.i df . i | D stributed Unaut horized LRL Access on 147.237. 77. 216/ Bl ock 1
66.249.78.246 | srael 147.237.72. 166 |aka. i df . i | ;2‘;‘”;2? ;f‘ie;‘f‘nafﬁf‘;s?utsj’gener o aspx Bock |1
46.121.221.12 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qode Character in LR Bl ock 1
157.55.39.194 [United Sates 147.237.72. 166 |aka. i df . i | ;’(‘:“Itdr;orl i|73:1 tf‘jm gcj;zr;é’n ol ot rance. asp Bock |1
213.131.6.189 |Russian Federation |147.237. 76. 147 |chi nuch. aka. i df . i|l11egal Bite Qode Character in URL [[#20]], B ock 1
204.79.180. 163 [lhited Sates 147.237.77. 216 |dover.i df .i | Distributed Unaut hori zed URL Access on waw idf.il/error. htm B ock 1
177.98.5. 225 Brazil 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt B ock 1
141.212.122. 129|tnited Sates 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to /x Bl ock 1
37.235.53.238 |[Spain 147.237.77. 216 |dover . i df . i | D stributed Unauthorized LRL Access on 147.237. 77. 216/ B ock 1
NLLL Character in Method
213.131.6.189  |Russian Federation |147.237. 76. 147 chi nuch. aka. i df . i|[[#221[[#3]1[[#1 1 [[#01]+[[#1 1 [[#01][[#0]1{[[#3]]1[[#3]]1[[#8]]+Oq¥6EEr [Bl ock 1
¢l . pyi < V7**él c; o80y[ [#0]] [ [#0]] [ [#28]] Al A+AOA A [#19]] A
2.54.164. 145 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
213.57.128.53 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to www aka. i df.il/mai n/ sachar/undefined B ock
93.172.135.82 |Israel 147.237.76.31 |nakchal .idf.il ﬂ?g;ggf;éégﬂ?pfgfgs:géffi | o5/ 8/ 1668. doc Bock |1
66.249. 93. 78 I srael 147.237.77.216|dover. i df .i | Distributed Unaut hori zed URL Access on 147.237.77. 216/ Bl ock 1
193. 182. 144. 142|! srael 147.237.77.216|dover.i df . i | D stributed Unaut horized URL Access on 147.237. 77. 216/ Bl ock 1
46.246.89. 243  |Sweden 147.237.77. 216 |dover . i df . i | Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
217.148.44.140 |United Kingdom |147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on 147.237. 77. 216/ Bl ock 1
158. 255. 208. 29 |Hong Kong 147.237.77. 216 |dover . i df . i | D stributed Unaut horized URL Access on 147.237. 77. 216/ B ock 1
5. 34. 183. 55 Wkrai ne 147.237.77. 216 |dover . i df . i | Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
213.131.6.189 |Russian Federation |147.237. 76. 147 |chi nuch. aka. i df . i|l11egal HITP \krsion B ock 1
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