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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 4118
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1087
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df . il B ock Wp Al Nets drop 9
186. 202. 162. 108 Brazil 147.237.77. 235 sviva idf.il Block Np All Net drop 3
46.19. 85. 106 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
84.110. 108. 153 | srael 147.237.72. 166 aka.idf.il ock Wdp Al _Nets drop 2

46. 19. 85. 37 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
188. 120. 148. 6 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
197. 28. 190. 16 Tuni si a 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 1
110. 76. 40. 33 Chi na 147.237. 8. 28 e.nobi | e-ks.idf.il|lnvalid TGP H ags drop 1
2.54.164. 147 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
177. 65. 133. 159 Brazil 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1

66. 249. 65. 223 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
115. 28. 27. 173 Chi na 147.237.77.121 e navy.idf.il L4 Source or Dest Port Zero drop 1
219. 232. 243. 28 Chi na 147.237.77.121 e.navy.idf.il L4 Source or Dest Port Zero drop 1
115. 159. 150. 148 Chi na 147.237.76. 44 e.refuah.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count
79.182. 22. 159 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 9
163. 172. 13. 244 Lhi ted Ki ngdom 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
163.172. 13. 244 United Ki ngdom 147.237.77.176  |mat pash.idf.il |CL000074: HTTP: najestic bot Bl ock 2
163. 172. 13. 244 United Ki ngdom 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
61.135. 189. 122 Chi na 147.237.76. 31 nakchal .idf.il [Cl1000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
210. 129. 20. 209 Japan 147.237.77.216 |dover.idf.il Cl000016: HITP. adninistrator in R B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 2
139. 162. 192. 213|147.237.8.50 [lhited Sates [e.tikshuv.idf.il [ET SCAN Potential SSH Scan 1
85.90. 244. 226 |147.237.77.74 |Ger many lawidf.il ET SCAN Potential SSH Scan 1
77.125.117. 235 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
208. 100. 26. 228 |147.237.77.233|lhited Sates [atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
149. 78. 143. 138 [147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1

SERVER APACHE Apache nod_ssl non-SSL connection to SSL port
deni al of service attenpt
80.178.115. 49  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP DO stri buted Portscan

ET DOB5 Large anount of TCP ZeroWndow - Possibl e Nkiller2 DDos
att ack

107.170. 174. 151|147. 237. 0. 15 Lhited Sates |kosher-kravi.idf.il

= [k ~

46.121.28.116 |147.237.77. 233 |l srael atal.idf.il
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

192. 168. 173. 102 147.237. 77. 216 |dover.i df .i Geo-1 ocati on enf or cenment Geo-| ocat i on i nbound enf orcenent  |noni t or 343

192. 168. 173. 102 147.237.72. 166 |aka. i df il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent  |roni t or 194

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaning Engine: TQP Invalid i i SSi

79.180.188.52 [l srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Inval i d segnent retransmssi on. drop 27
Ret ransni ssi on Packet dr opped.

82.80.168.133 |[lIsrael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid sequence nunber noni t or 16

134.191.232. 71 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 16
Sreanming Engine: TCP Invalid i i ssi

37.26.146.155 | srael 147. 237. 76. 200 |ei tan. aka.i of . i1 9 =g Inval i d segnent retransmssi on. drop 15
Ret ransni ssi on Packet dr opped.

79.178.181. 184 |[Israel 147. 237. 72. 167 |i shuri maka. i of . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
Sreaning Engine: TCP Invalid i i SSi

46. 19. 85. 63 I srael 147.237.72. 166 |aka. i df .i | 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

77.125.114. 222 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.

109. 65. 254. 197 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber noni t or 12

149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12

46. 19. 85. 43 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 11

46. 19. 85. 43 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10

46. 19. 85. 84 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 10

141.0.15. 121 Nor way 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 10

. . SYNHAK retransmit with different .

2.55.29. 168 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence vi ndow scal @ noni t or 9

79.183. 62. 30 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

109. 65. 254. 197 |l srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi

5.22.131. 16 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.

46. 19. 85. 155 I srael 147.237.76.31 |nakchal .idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi

79.180.66.33  |Israel 147. 237, 77. 243 |nobi L e. i f . 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.

46. 19. 86. 124 | srael 147.237.72. 166 |aka.idf .il drop SAMrul e drop 6
Sreanming Engine: TCP Invalid i i ssi

37.26.146.233 | srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =9 Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TAP Invalid i i sSi

46.19.86.210  |Israel 147. 237. 72. 167 |i shuri maka i df . i 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.

37.46.38. 234 I srael 147.237.77. 216 [dover.idf il Bad TCP sequence I'nvalid ACK nunber noni t or 6

87.69.205.178 |[lIsrael 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 5

109. 65. 254. 197 |l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 5

134.191.232. 71 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 5

5.102.242.119 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 4

46. 19. 85. 172 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4

185. 3. 144. 95 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid AGK nunber noni t or 4

80. 246. 140.51  |Israel 147.237.72. 167 |i shurimaka.idf .i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaning BEngine: TQP Invalid i i SSi

79.180.18.205 |israel 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.

: . . SYNHAK retransmit with different .

192. 243.55. 136 |Lnited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal 6 noni t or 3
Sreaning Engine: TQP Invalid i i SSi

87. 70. 98. 59 I'sr ael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi

2.53.31.225  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi

79.179.54.35  |israel 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.

134.191.232. 71 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber noni t or 3
Sreaning Engine: TGP Invalid i i sSi

185. 120. 125. 34 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.

192.243.55.133 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi

109. 64. 204. 47 |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

2.55.28. 177 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

87.71. 85. 49 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.

2.53.31.225  [Israel 147.237.72. 166 |aka.i df i Bad TCP sequence SINAK retransmit with different opvor |3

w ndow scal e

Sreaning Engine: TCP Invalid i i ssi

37.26.146.221 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.

177.65. 133. 159 |Rrazil 147.237.77. 216 |dover. i df il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect

156. 203. 85. 136 |Egypt 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
Sreaning Engine: TGP Invalid i i sSi

66.249.66.59  |Wnited Sates |147.237.0.34 |tikshuv.idf.il 9 =9 Invalid segent retransmssion. drop 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
95. 35. 82. 239 | srael 147.237.77.216 |dover. i df . i | Mil tipl e Unhaut horized URL Access from 95. 35. 82. 239 Bl ock 63
185.32.179. 151 |l srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 60
46.19. 85. 46 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 46
79.182. 185. 239 |Israel 147.237.0.19 |nadimatal .idf.i| [Dstributed Suspicious Response Code Bl ock 9
109. 253.132. 77 |l srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 4
95. 35. 165. 254 [l srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
192.243.55.135 |Uited Sates 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 192.243.55. 135 Bl ock 3
2.53.31.225 I srael 147.237.72. 166 |aka. i df . i | Mil tiple Extrenel y Long Paraneter from2.53.31. 225 B ock 3
210. 129. 20. 209 [Japan 147.237.77. 216 |dover.idf . il Dstributed PHP Attenpt B ock 2
46. 19. 86. 159 | srael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Code Bl ock 2
79.183.173.225 |israel 147. 237.72. 166 |aka. i df . i | m“;:': A d??idl mhﬁziﬂ} gf‘hérirl cati onservi ce. asnx! get aut huser Bock |2
37.26.149.136 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
Pal esti ni an
46.43.111.255 |Territory, 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . idf.il/894-ar B ock 2
Qcecupi ed
157. 55. 39. 49 Lhited Sates 147.237.77. 216 |dover.idf .i | D stributed Unaut hori zed URL Access on wanidf.il/error. htm Bl ock 2
207.46.13.192 |lnited Sates 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 2
157.55.39. 109 |[lnited Sates 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 157.55. 39. 109 B ock 2
109. 65. 220. 161 |l srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 2
95. 35. 82. 239 I srael 147.237.77. 216 |dover.idf .il Uhaut hori zed LRL Access to wwidf.il/sip_storage/files/2/4912.not |B ock 1
66.249.81.212 |lsrael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm Bl ock 1
192, 243.55. 132 |lhited Sates 147.237.72. 166 |aka. i df . i | Mil tipl e Uhauthorized URL Access from 192. 243, 55, 132 B ock 1
46.19. 85. 160 I srael 147.237.77.243|nobi | e. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
157.55.39.194 |Uhited Sates 147.237.72. 166 |aka. i df . i | Lhknown Paraneter KEY in aka.idf.il/ishurinicityofficers/ None 1
197.117.240.59 |Ageria 147.237.77. 216 |dover . i df . i | D stributed Uhaut horized URL Access on 147.237. 77. 216/ B ock 1
79.183.173.225 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 79.183.173.225 |B ock 1
186.2.136.203 |Hondur as 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
62. 0. 103. 156 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
37.26.146.233 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
141.212. 122. 129|Uhited Sates 147.237.77.170 [maar achot . i df . i |  |Waut hori zed URL Access to /x B ock 1
210. 129. 20. 209 |Japan 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from 210. 129. 20. 209 B ock 1
66.249.81.215 |[Israel 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
192.243.55.134 |Uited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to www aka. i df.il/giyus/ general Bl ock 1
177.65.133. 159 |Brazil 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
110. 86. 186. 223 |Chi na 147.237.77. 216 |dover . i df . i | Unaut hori zed HTTP Met hod B ock 1
2.52.163.191 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx Bl ock 1
197. 231. 221. 211 Li beri a 147.237.77. 216 |dover . i df . i | LR 15 Fbave Foor Brectory /] cuery/j query- 1 4. 2.rin. | Bock |1
192.116.128.90 [Israel 147.237.72. 166 |aka. i df . i | m”:k";‘?i z?rlalr;e;;rn/ meﬁ\ﬁ?mmaslpl None |1
66.249.65.223 I srael 147.237.77. 216 |dover . i df . i | D R e o e/ dover . aspx HBock |1
149.50.41.53  [Israel 147.237.77. 234 |hal ag.i df . i | ﬂ?_”;g?f;;%ﬁmpgg;fh;oe &/ bul et 1. gi Bock |1
210. 129. 20. 209 |Japan 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
105. 158. 241. 76 |Mor occo 147.237.77. 216 |dover . i df . i | Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
66. 249. 93. 68 I srael 147.237.77.216|dover. i df .i | Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
181.90.176.60 |Argentina 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 1
130. 185. 155. 10 |Sweden 147.237.77.170 [maar achot . i df . i| [PHP Attenpt B ock 1
Extrenely Long Paraneter in waw aka.idf.il XEX—*—xe X"
2.53.31. 225 I st ael 147.237.72. 166 [aka. i df . i | X XTHG XZXe X' xe X3XT XExe x0X e XEXR XZX“ X e B ock 1
X2 xe X" XTMHE: xTMce xo X" xo xOxe XY, Xeoxox’ x

207. 46. 13. 58 Wited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
94, 231. 235. 107 |Pol and 147.237.77. 216 |dover. i df . i | Distributed Unaut hori zed HTTP Met hod B ock 1
192. 243.55.130 |lhited Sates 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut horized URL Access from 192. 243. 55. 130 Bl ock 1
66. 249. 65.224 |lIsrael 147.237.77.216|dover . i df . i | Mil tipl e Uhaut hori zed UR. Access from 66. 249. 65. 224 B ock 1
41.102.136.72 |Ageria 147.237.77. 216 |dover.idf . il Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
107.170. 174. 151|Wnited Sates  |147.237.0.15  |kosher-kravi . i df . i| -, Ut raceabl e Qnnection - Protocol violation None 1

(SSL_CONN CLI ENT HELLO
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