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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4015
41.227.83. 127 Tuni si a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 604
185. 120. 125. 8 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 82
95. 187. 96. 157 Saudi Arabi a 147.237.77.216 dover.idf.il Bl ock_Udp Al Nets drop 18
41.227.83. 127 Tuni si a 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 18
82. 145. 217. 212 Eur ope 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 11
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 3
82.145.211. 192 Eur ope 147.237.72. 166 aka idf.il B ock | p VWb In dr op 3

82. 145. 221. 234 Eur ope 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 2
87.248.214.97 Italy 147.237.77. 179 e.nazi.idf.il Bock Np Al _Net drop 1
78.46.133. 14 Ger many 147.237.72. 217 e.idf.il B ock Np Al Net drop 1
41.227.83.127 Tuni si a 147.237.77. 216 dover.idf.il DO5- HTTP-f i r ef | ood dest - r eset 1
78.46.133. 14 Ger many 147.237.77.121 e navy.idf.il B ock Np Al _Net drop 1
176. 31. 60. 249 France 147.237.77. 216 dover.idf.il B ock Np Al Net dr op 1
108. 166. 11. 20 Lhited Sates 147.237.77.212 e. dover.idf.il Bock Np Al Net drop 1
23.222.28. 185 Net her | ands 147.237.77.178 e.natpash.idf.il |[Bock Np Al Net drop 1
84.94. 207. 127 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
62.138. 2. 83 Cer many 147.237.77. 205 prisha.idf.il ock Wp Al _Nets drop 1
109. 67. 32. 20 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry get Address |Site |Sgna1ure

212.150.5. 74 I srael 147.237.0.34 |ti kshuv. i df.il|[C1000138: HTTP. prefix 1.01 in the UR B ock 13
95.187.96.157 |Saudi Arabia 147.237.77.216 |dover.idf.il |12026: HTTP. LA C DDoS Tool (Q\LY enabl e when under DoS attack) |B ock 10
91.230.243. 165 |[United Kingdom [147.237.0.34 |ti kshuv.idf.il|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 6

2.54.164. 20 I srael 147.237.0.34 |ti kshuv. i df.il|[C1000138: HTTP. prefix 1.01 in the UR B ock 4

109. 253. 141. 224 |I srael 147.237.0.34 |tikshuv.idf.il|ClL000138: HITP. prefix 1.01 in the UR B ock 4

69.30.213.202 |lhited Sates 147.237.77.216 |dover.idf.i|l [Cl000074: HTTP. najestic bot B ock 2

109. 64. 215. 171 |Israel 147.237.0.34 |ti kshuv. i df.il|[C1000138: HTTP. prefix 1.01 in the UR B ock 2

46.117.56. 2 I srael 147.237.0.34 |tikshuv.idf.il|CL000138: HITP. prefix 1.01 in the UR B ock 2

61.135.189. 122 |[China 147.237.76.31 |nakchal . i df .i1[C1000071: HTTP: User Agent Sogou+web+spi der B ock 1

106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1

106. 38. 241. 106 |Chi na 147.237.77. 176 |mat pash. i df . i |[C1000071: HTTP: User Agent Sogou+web+spi der B ock 1

87.71. 66. 97 | srael 147.237.0.34 |ti kshuv. i df.il|C1000138: HITP. prefix 1.01 in the URL Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
84.109.73.168 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
81. 21. 15. 100 147.237.0.17 |Wraine mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
79.178.98.223  |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 103 147. 237. 77. 212 [Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
212.150. 5. 74 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
59. 45. 79. 103 147. 237. 72. 156 |Chi na aman. i df.il ET SCAN Potential SSH Scan 1
46.121. 80. 19 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 253. 159. 55 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
37.26.148.245 |147.237.72.166 |l srael aka. idf.il portscan: TCP O stributed Portscan 1
95.187.96. 157  [147.237.77.216 |Saudi Arabia dover.idf.il portscan: TCP O stributed Portscan 1
27.109.89.211 |147.237.77.216 |Phili ppi nes dover.idf.il portscan: TCQP D stributed Portscan 1
88.248.21. 75 147.237.0.15 |Turkey kosher -kravi .idf.il ET SCAN Behavi oral Un usual Iy fast inbound Tel net 1
onnections, Potential Scan or Brute Force
84.108. 110. 173 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 82. 78. 38 147.237. 77. 227 [Net her | ands e hamaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 103 147.237.77. 226 |Chi na wawv chanat z. aka. i df.il  |ET SCAN Potential SSH Scan 1
213.8.204. 18 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 103 147. 237. 76. 201 |Chi na eaa.idf.il ET SCAN Potential SSH Scan 1
212.143.154. 48 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 103 147.237.8.27 |China e.madi matal .idf.il ET SCAN Potential SSH Scan 1
149. 88.169. 93  |147.237. 77. 216 |I srael dover. i df.il portscan: TCP O stributed Portscan 1
41.78.73.30 147.237. 76. 201 |Somal i a e.atal.idf.il ET SCAN NVAP -sS w ndow 4096 1
107. 158. 255. 194(147. 237. 72. 156 |Whited Sates  [aman.idf.il ET SCAN NVAP -sS w ndow 4096 1
31.135.91.107 |147.237.0.33 |WSSIan idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
Federation onnections, Potential Scan or Brute Force
90.127.61.170 |147.237.0.200 |France . i of . i | ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
41.227.83.127 |Tunisia 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2920
41.227.83.127 |[Tunisia 147.237.77. 216 |dover.idf .il dr op drop 980
192.168. 173. 102 147.237.77. 216 |dover.idf.il Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cement |noni t or 336
192. 168. 173. 102 147.237.72. 166 |aka. i df .i | Geo- 1 ocat i on enf or cenent Geo- 1 ocati on i nbound enf orcenent |noni tor 166
41.227.83.127 |Tunisia 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 71
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46.19. 85. 193 I srael 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop 26
100. 15. 163. 68 [Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 25
Sreaming Engine: TGP Invalid i i ssi
213.8.204.33  |Israel 147. 237.77. 243 |nobile. i of . | 9 =g Invalid segnent retransmission. drop 24
Ret r ansni ssi on Packet dropped.
85. 130. 211. 230 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 20
46. 19. 85. 245 | srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 16
Sreanming Engine: TQP Invalid i i ssi
37.19.120.30 | srael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. drop 15
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 67.62. 254 |Israel 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransnission drop 15
Ret r ansni ssi on Packet dropped.
176.13.18.134 |l srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Invalid ACK nunber noni t or 14
78.72.167.240 |Sweden 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
82.166.221.34 |lsrael 147.237.77.234 |hal ag.idf.il drop SAMrul e drop 13
46. 19. 85. 145 | srael 147.237.76. 31 |nakchal .idf.il drop SAMrul e drop 13
46.19. 85. 245 I srael 147.237.77. 233 |atal .idf.il drop SAMrule drop 12
85. 130. 211. 230 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber alert 12
46. 19. 85. 88 | srael 147.237.72. 156 |anan.idf .il drop SAMrul e drop 12
46. 19. 86. 170 | srael 147.237.72. 166 |aka.idf .il drop SAMrul e drop 11
79.178.39.253 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 11
181. 136.54. 96 |Col onbi a 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 11
Sreaning Engine: TGP Invalid i i ssi
198. 204. 249. 34 |Wnited Sates |147. 237. 72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. drop 10
Ret r ansni ssi on Packet dropped.
2.54.164. 20 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
82.166.221.34 |Israel 147.237.72. 166 |aka. i df .i drop SAMrule drop 9
Sreaning Engine: TCP Invalid i i ssi
46. 19. 86. 231 | srael 147.237.72. 167 |i shuri maka. i df . i g _g Invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
Sreaning Engine: TGP Invalid i i ssi
84.109. 45.159 | srael 147. 237. 76. 200 |ei tan. aka. i of .| 9 =9 Invalid segnent retransmssion. drop 8
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
212.179.21. 194 |israel 147. 237.76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmission. drop 8
Ret r ansni ssi on Packet dropped.
79.183. 3. 105 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46. 19. 85. 218 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
176.13.18.134 |Israel 147.237.0.19 |medimata .idf.il|Bad TCP sequence Inval i d ACK nunber alert 7
176.13.22.215 |Israel 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 6
Sreanming Engine: TQP Invalid i i ssi
66.249.78.137 |Wnited Sates [147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.183.182.1  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
176.13.22.215 |lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert
213. 8.204. 35 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
2.54.160.137  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
87.71.37.173  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 218 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert
176.13.22.215 |Israel 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
79.178.121.65 |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 221. 121 | srael 147. 237.77. 243 |nobile. i of . | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249. 64.198 |United Sates |147.237.77. 243 |mobile.idf. il 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
41.227.83.127 [Tunisia 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85. 218 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber aert 5
141.0.13. 174 Nor way 147.237.77. 216 |dover. i df il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
213.151. 35. 221 |Israel 147.237. 72. 156 |anan.i df .il dr op SAMrul e drop 5
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address [Site Sgnature Acti on ‘Count
176.13.18.134 |Israel 147.237.0.19 |nmadimatal .idf.il |[Ostributed Suspicious Response Code B ock 87
95.187.96.157 [Saudi Arabia 147.237.77.216|dover.i df . il Ml ti pl e Unknown HTTP Request Method from 95. 187. 96. 157 |8 ock 79
95.187.96.157 [Saudi Arabia 147.237.77. 216 |dover.idf.il Ml tiple Abnormal |y Long Request from 95.187.96. 157 B ock 79
95.187.96.157 |Saudi Arabia 147.237.77.216|dover. i df . il Mil tiple Malformed URL from 95. 187. 96. 157 B ock 79
46. 19. 85. 219 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 73
46.19. 85. 157 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 43
176.13.18.191 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
80. 246. 136. 144 |Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
213. 8. 204. 33 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 3
213. 8.204.33 | srael 147.237.77.243|nobi l e. i df . i | Suspi ci ous Response Code B ock 3
2.53.27.5 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
46.120. 100. 127 |l srael 147.237.77. 216 |dover. i df . il Lhaut hori zed URL Access to v idf.il/mvtza B ock 2
. . Paraneter Type Mol ation search in
79.178.151.56 |Israel 147.237.77.233|atal . i df .il ww atal i df .11/ 1437- hel at al . aspx Bl ock 2
37.19. 120. 30 I srael 147.237.77.243|nobi [ e.idf . i | Ml tipl e Unauthorized URL Access from 37.19. 120. 30 B ock 2
109. 253. 202. 82 |l srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code Bl ock 2
80. 246. 137. 128 |l srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 2
109. 253. 207. 90 |l srael 147.237.0.19 |madimatal .idf.il |[Distributed Suspicious Response Code B ock 2
84.111. 24. 80 I srael 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Gode Character in URL B ock 2
. . Unaut hori zed Met hod PCBT for
79.182.173.234 |Israel 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ mai n/ sachar / f aq, aspx Bl ock 2
176. 13. 15. 84 I srael 147.237.0.19 |madimatal .idf.il |[Distributed Suspicious Response Code B ock 2
46. 19. 86. 134 I srael 147.237.77.243|nobi | e. i df . i | Unaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 2
185.32.179.70 |lIsrael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
79.178.134.16 |[Israel 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 2
46.120.25.185 |[Israel 147.237.77.216|dover. i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm [B ock 2
80. 246. 130. 109 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed LR. Access to refua.atal .idf.il/1268-he/refuah [B ock 1
2. 54. 160. 89 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
217.69. 133. 246 |Russi an Federation 147.237.72. 166 |aka. i df . i | Unhknown Paraneter sidescroll in aka.idf.il/giyus/|eshakot/ None 1
. . Unknown Paranet er anp;docid in
66.249. 78.254 |l srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i |/ rai v i yus/ general . aspx None 1
40.77.167.5 Lhited Sates 147.237.72. 166 [aka. i df . i | Uhknown Paraneter tmin ww aka. idf.il/main/giyus/ None 1
82. 205. 23. 41 g‘ijcisgi':"ja” ferritory. 147 237.77. 216 |dover . i df . i | Oistributed Uhauthorized UR. Access on 147.237.77.216/  |Block 1
' . : Unhaut hori zed LRL Access to
198. 204. 249. 34 |Uhited Sates 147.237.72. 166 [aka. i df . i | voww aka. i o i |/ ei t an/ shar ed/ user cont rol s/ header upper / Bl ock 1
. . Unknown Par arret er ut m nedi umin
66. 249. 64. 190 I srael 147.237.72. 166 |aka. i df . i | whw aka. i df . i |/ nai n/ r abanut / gener al . aspx None 1
132. 76. 10. 42 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None
46. 19. 85. 231 I srael 147.237.76.86 |navy.idf.il Unknown HTTP Request Method 36 in URL Bl ock
85. 250. 215. 238 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for www aka. i df.il/main/ giyus/ [B ock 1
. . Paraneter Read Gily Molation in
176.13.22.215 |l srael 147.237.72. 166 |aka. i df . i | vw aka i o i |/ nai 1V sachar /  egi strati onwi zar di regi st er . aspx None 1
. . Lhknown Paraneter docl.. in
66. 249. 78. 254 I srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i | / i 1V gi yus/ gener al . aspx None 1
. . Unaut hori zed URL Access to
46.121.232.54 I srael 147.237.72. 156 |anan. i df . i | v anan. i df . i |/ nodi i n/ resour ces/ i nages/ f avi con/ f avi con. png Bl ock !
; . . Unaut hori zed URL Access to
40.77.167. 86 Lhited Sates 147.237.76.42 |refuah.idf.il refua.atal i df.il/tenpl at es/ gsyst enfornd Bl ock 1
84.108.195.58 |[Israel 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unhaut hori zed URL Access to
79.180.225. 211 |israel 147.237.77.233|atal . i df .il 147, 237.77. 233/ 1135- he/ at al . aspx Bl ock 1
66.249.64.198 |[Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
141.212.122. 129|wnited Sates 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to /x B ock 1
. . Unaut hori zed URL Access to
95.86.123.55 I srael 147.237.77. 216 [dover . i df . i | vy i df . i | /tenpl at es/ t enpl at econt rol s/ generi c/ Bl ock !
46.19. 86. 36 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
. . . Unhaut hori zed URL Access to
37.19.120. 30 I srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 Bl ock 1
nobi | e.neitav.idf.i ,
176. 31. 115. 148 |Fance 147.237.76. 39 | Unhaut hori zed URL Access to 147.237.76. 39/ Bl ock 1
74.82.47.2 Lhited Sates 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to 147.237.77.243/ Bl ock 1
65.55.210.231 |[thited Sates 147.237.77.216|dover.idf . il Ostributed Whaut hori zed URL Access on www i df.il/error. htm |[B ock 1
- . Unaut hori zed URL Access to
2.53. 15. 243 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl e shar ed/ r eset . css B ock 1
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