04-10-2016-16:04:01 to 04-10-2016-17:04:01

@
1"PT SwNn [ )

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |
16, 000+
12, 000-
8, 000-
Number ’
a 4, 000"
Attacks
’\6\~ '\& \8\. ‘\6\. &> '\6\ '\& . 6\ (5\&\’ ‘\6\.
. Q> Qe AN . Q ~\ * (b,
S &8 < R < $
S & O
& &
Top Tar get

M dover.idf.il

M aka.idf.il

B nadimatal .idf.il

W nobile.idf.il

Wanan.idf.il

M refuah.idf.il

I tikshuv.idf.il

M natpash. i df i |
atal .idf.il

B chi nuch. aka. i df . i

Nunber
(6]

At acks

Top Attackers

M 41.227.83. 127
167. 114. 156. 16
I 141. 255. 146. 110

192. 168. 173. 102
Il 46. 116. 180. 236
M 212. 179. 90. 106
[ 176. 13. 18. 134
M 185. 27. 105. 165

194. 90. 66. 9
M 46. 19. 85. 168




04-10-2016-16:04:01 to 04-10-2016-17:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 3916
41.227.83. 127 Tuni si a 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1126
41.227.83. 127 Tuni si a 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 741
41.227. 83. 127 Tuni si a 147.237.77.216 dover.idf.il DOS- HTTP-f i r ef | ood dest - r eset 546
141. 255. 146. 110 Net her | ands 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 442
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 285
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 175
192. 115. 98. 205 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 50
41.227.236. 35 Tuni si a 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 46
87.71.99. 59 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 34
212.76.127.10 | srael 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 21
212.76.127.219 | srael 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 18
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock Wdp Al _Nets drop 9
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df . i | Bl ock_Udp All _Nets drop 3
41.227.83. 127 Tuni si a 147.237.77. 216 dover.idf.il JLMPurple Gon Limt Htp drop 3
46. 116. 180. 236 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
69. 30. 202. 226 Lhited Sates 147.237.76. 147 chi nuch. aka. i df.il |bl ock-sp-trafl forward 2
204.12. 196. 236 Lhited Sates 147.237. 76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2
46. 19. 85. 84 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
69. 30. 226. 99 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 forward 2
41.227.83. 127 Tuni si a 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 2
79.181.150. 127 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
74.91.17.179 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf1 forward 2
31.154. 4. 36 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
36.70.194. 1 | ndonesi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
141. 255. 146. 110 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
77.126.51.114 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
41.137.59. 31 Mbr occo 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
23.222.28.185 Net her | ands 147.237.77. 61 e.cogat.idf.il B ock Np Al _Net drop 1
46.19. 85. 214 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
198. 62. 219. 8 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 1
108. 166. 11. 20 Lhited Sates 147.237.72. 166 aka.idf.il Bock Np Al Net drop 1
192.114. 91. 246 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
199. 203. 100. 145 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
77.125.5.154 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
176. 13. 10. 204 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 4
212.76.101. 25 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 2
79.179. 249. 80 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 2
61. 135, 189. 122 Chi na 147.237.76. 31 nakchal .idf.il |CL000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ountry ‘S’te ‘Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il [Tehila - Perl LW with fake user agent 2
193.106.52. 32 |147.237.72. 166 |I srael aka.idf.il [portscan: TGP Dstributed Portscan 1
95. 86. 64. 27 147.237. 72. 166 |I srael aka.idf.il [portscan: TGP D stributed Portscan 1
84.110.36.7 147.237.77. 216 (I srael dover.idf.il [portscan: TGP D stributed Portscan 1
79.182. 125. 100 |[147.237.72. 166 |l srael aka.idf.il [portscan: TGP Dstributed Portscan 1
66.249.93.182 |147.237.72. 166 |Eur ope akaidf.il [portscan: TCP O stributed Portscan 1
212.199. 218. 246|147. 237. 77. 216 | srael dover.idf.il [portscan: TGP D stributed Portscan 1
5.29.252. 79 147.237.77. 216 |I srael dover.idf.il [portscan: TGP D stributed Portscan 1
212. 150. 65. 100 |[147.237.72. 166 |l srael aka.idf.il |portscan: TGP D stributed Portscan 1
202. 152. 10. 104 |147.237.0.34 |Indonesi a tikshuv.idf.i[ET SCAN Potential SSH Scan 1
104. 245. 235. 99 [147.237.76.196 |Lhited Sates |e.svivaidf.i|ET SCAN NVAP -sS wi ndow 1024 1
89. 138. 190. 151 |[147.237.77. 216 |l srael dover.idf.il [portscan: TGP D stributed Portscan 1
84.109. 166. 162 |147.237.77. 216 |I srael dover.idf.il [portscan: TGP D stributed Portscan 1
79.177.163. 222 |147.237.77. 216 |l srael dover.idf.il [portscan: TGP D stributed Portscan 1
213.57.61. 38 147.237. 72. 166 |I srael aka.idf.il |portscan: TGP D stributed Portscan 1
37.142.64.73 147.237.72. 166 I srael aka.idf.il [portscan: TGP D stributed Portscan 1
212.179. 41. 161 |147.237.77.216 |l srael dover.idf.il [portscan: TGP D stributed Portscan 1
2.52.130. 29 147.237. 72. 166 |I srael aka.idf.il |portscan: TGP D stributed Portscan 1
212.25.105. 125 |147.237.72. 156 |I srael anan i i1 |0 VER APACE Apache ned_ss| non-SS. connection to SSLport denial |,

of service attenpt
199. 203. 226. 21 |147.237. 77. 216 |I srael dover.idf.il [portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
41.227.83.127 |Tunisia 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8014
141. 255. 146. 110|Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 809
46.116. 180. 236 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 469
192. 168. 173. 102 147.237.77. 216 |dover.idf.il |Geo-| ocati on enf or cenent Geo- | ocati on inbound enf orcenent  [moni t or 371
41.227.83.127 |[Tunisia 147.237.77. 216 |dover.idf.il |drop drop 239
192. 168. 173. 102 147.237.72. 166 |aka. i df . i | Geo- | ocati on enf or cement Geo-1 ocation inbound enforcenent |nonitor 168
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 116
185. 27. 105. 165 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 89
41.227. 83. 127 Tuni si a 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN- ACK -> Ti meout rej ect 87
41.227.83. 127 Tuni si a 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 54
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36
85.64.194.129 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 36
37.26.149.234 |israel 147, 237, 77, 243 |mobi e a1 | S8 NG Engi ner TGP Inval i d Inval i d segnent retransmssi on. drop 27
Ret r ansni ssi on Packet dr opped.
212.76.127.10 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 24
105.101. 29. 158 |A geria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 19
192. 249. 66. 247 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 17
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 16
212.76.127.219 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 15
141. 255.146. 110|Nether | ands ~ |147. 237. 7. 216 |dover.icf.il |Bad TCP sequence i;;e”ansm't with different wndowl ooivor |15
199. 115. 117. 194|thited Sates [147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
46. 19. 86. 42 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 12
192.118.11. 113 |Israel 147237, 72. 166 |aka i 11 | ! €M NG Bngine: TCP Invalid Invalid segnent retransmssion drop 12
Ret r ansm ssi on Packet dr opped.
2.53.28. 162 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 12
169. 1. 17. 177 South Arica 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12
176. 13. 8. 89 I srael 147, 237. 72, 166 |aka i of. i1 | €AM NG Engine: TGP | nvalid Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
46.19.86.234  |israel 147.237.0.34  |tikshv. i i1 [ €@MNG Bngine: TCP Invalid Invalid segnent retransmssion drop 12
Ret r ansm ssi on Packet dr opped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 11
153.25.178.60 |Uhited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 10
185. 3.147.150 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10
2.54.143. 255 | srael 147. 237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
37.26. 147. 224 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
37.26.148.136 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 9
46. 19. 85. 183 | srael 147.237.76.42 |refuah.idf.il |dr op SAMrul e drop 9
109. 67. 63. 215 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
94.77.196. 82 Saudi Arabia |147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 8
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
109. 186. 49. 99 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
31.210.187.159 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
46.19. 85. 214 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 8
176. 0. 63. 202 Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8
104.131.178.69 |[hited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 8
46.19. 85. 214 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber nmoni t or 8
212.179. 42. 242 |Israel 147, 237.76. 200 |ei tan. aka i of. || ST NG Engine: TP Inval i d Invalid segnent retransmssion drop 8
Ret r ansni ssi on Packet dr opped.
82.166. 184. 151 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
46. 19. 85. 58 | srael 147.237.76.42 |refuah.idf.il |dr op First packet isn't SYN drop 8
45. 35. 64. 142 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 8
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
84.95. 2. 254 | srael 147.237.72. 166 |aka. i df . i drop First packet isn't SYN drop 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.18.134 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 106
194. 90. 66. 9 I srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Qode Bock |64
46.19. 85. 168 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 61
176.13.10.136 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 42
176.13.18.191 |[lIsrael 147.237.77.243|nobi l e. i df . i | DO stributed Suspicious Response Qode Bock |13
109. 253. 202. 82 |l srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 12
176.13. 4. 151 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response ode B ock 6
37.26.149.234 |Israel 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode Bock [6
85. 250. 61. 29 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i| |Unhauthori zed URL Access to ww chi nuch. aka.idf.il/404. htm B ock 5
2.54.135. 245 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response ode B ock 4
66.249.81.212 |[Israel 147.237.77. 216 |dover. i df .i | D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm B ock 3
217.132.38.117 [Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from217.132.38. 117 B ock 3
37.26.148.146 |lsrael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to www i df.il/navy/ Bl ock 2
80.246.136.10 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/main/ B ock 2
46.19. 85. 82 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
2.53.29.23 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
82.102.169. 113 [lIsrael 147.237.77. 216 |dover.i df .i | D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm B ock 2
. . . Paraneter Type M ol ati on ctl 00$Cont ent Al acetbl der 1$t xt Capt cha in

176.13.18.134 |Israel 147.237.0.19 |nadimatal .idf.il naci matal i dfi1/mobil el ogin. aspx Bock |2
5. 10. 229. 226 I'raq 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/ar/0O B ock
46.19.85. 73 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock
2.53.7.200 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ 960. css B ock
199. 115. 117. 194 LSqulatt:s 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to v i df . i|/894-he/ dover . aspx' B ock 1

I11egal HITP \ersion

. . Pk, Wor" 22y p @B 2" o [ [#1] ] == ~Ue QUCBAI[ [ #30] ] EF[ [#23] ] Al [ #22] ] "]

79.180.66. 117 [Israel 147.237.72. 166 |aka. i df . i | B EGZi [ [#25] 11 9] [#11]] 6-E[ #0] ] ZMVGRAk »e A o] [ #15]] @Y [#22] ] <op| B OCK 1

< AE[# A L[ #28]] _n U [#16]] @8I [[#0]] C2?
74.82.47.2 ;zh;:s: 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
176.13.17.230 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
46.121.232.50 |Israel 147.237.72. 156 |anman. i df . i | Too Many Qookies in a Request - 103 cooki es Bock |1

. . . Uhaut hori zed URL Access to

114.97.56.215 |China 147.237.77. 176 [mat pash. i df . i | vaw cogat i df . i 1/ 1328- hel cogat . aspx/ t r ackback/ Bock |1

Unknown HTTP Request Met hod
79.180.66.117 |[Israel 147.237.72. 166 [aka. i df . i | QU Vel & [[#15]] pcOEC L[[#29] ]WecUENin URL N B ock 1

[[#1]]5nf [ #16] ] +<0:9|" % xr]
213. 8. 204. 50 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/gius B ock
79.180.66.117 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
185.120.125.9 |Israel 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to wawidf.il/https:/wanidf.il/ B ock 1
169. 229. 3. 90 gq;:eeg 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ rec. dat Bl ock 1
204.12. 196. 236 g‘;tt:: 147.237.76.31 |nakchal .idf.il D stributed Unauthorized URL Access on ww 369bs. cond B ock 1
79.180.66.117 |[Israel 147.237.72. 166 |aka. i df . i | Ilegal URL Path Encoding T[#1]]59¢0<+ 1614 [ miqrxi g% B ock 1
74.91.17. 179 g;:: 147.237.77.233|atal .idf .il Uhaut hori zed URL Access to ww. app- sof t war es. cont B ock 1
54.186. 248. 49 LSqulatt:s 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to waw i df.il/1294-he/ v i df .| B ock 1
141. 212. 122. 129 g‘;:ﬁ 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to /x B ock 1
79.183.59.235 |[Israel 147.237.72.167|i shuri maka. i df.i| |Untraceabl e SSL Sessions: (pen Mde None 1
37.26.149.168 |[Israel 147.237.72. 156 [anan. i df . i | Illegal Byte Gde Character in Header Val ue B ock 1

Illegal Byte Gode Character in Header Nane

P [[#19] 1 [[#19] ][ [#21] ] L?bE0U@" [ [#26] ] »el BB §' @[ [#23]], @[ #27] 1 & [ #

27] 1€ [#25] | T[[#1]] * a0é~[ [ #24] ] tEL"hV; de [ [ #5] ] £1 O A4xNE - ETi & [ #6]] 6

. . 4™ #18] ] ¢_Ov+t ?! oY@ [ #6] ] EcxOrosMif. { Z TMEP[ [ #30] | [ [#12] 1 [[#7]]1 GE

79.180.66.117  |Israel 147.237.72. 166 [aka. i df . i | UL [#14] 1 [#241] [ [#31]] Uk [ [#21]] [ [#2]] & —U8j 7 #011[[#1]]1 ; Veimsa |2 OK |1

bQ 2\ y% Sq—e[ [ #29] ] YUZOKAS- + €$>) ; ¢, S$AOE] [ #17] ] T' pake XUDFZhT+[ [ #2

112 [#4]1 25 0Q[ [ #8] ] Sapl Ex«l E[[#0] | ANE(J[[#30]]" Z28{ [#5] ], NopoO[ [ #19] ] 4

[#3]1&[[#12]] &4 "a&i\ AD] [ #15] ] Su«e v ° @8,
66.249.81.218 |[Israel 147.237.77. 216 |dover.i df .i | D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm B ock
46.19. 85. 164 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock

i -kosher-kravi . i

207.46. 13. 25 Lshlmt:s 147.237.0. 16 g]y i Unhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/ Bl ock 1
79.180.66.117 |[Israel 147.237.72. 166 |aka. i df . i | Ml for med HTTP Header Line 5 B ock 1
79.178. 62. 14 I srael 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Qode Character in URL B ock 1
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 66.249. 78. 234 B ock 1
141. 255. 146. 110|Net her | ands [147. 237. 77. 216 |dover.i df . i | Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
79.183.201. 192 |israel 147.237.72. 166 |aka. i df . i | Distributed thauthorized Nethod for Known URL on Bock |1

wn aka. i df . i |/ mai n/ gi yus/ def aul t. aspx
217.132.38.117 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df . il/mai n/ gi yus/ general . aspx Bock |1

. . . Paraneter Type Mol ation ctl 00$Qont ent A acetbl der 1$t xt F rst Nane i n

194. 90. 66. 9 I sr ael 147.237.0.19 |nadimatal .idf. il | e 1/ vobil e 1088- hel ner et 7. aspx Bock |1
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