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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
41.227. 83. 127 Tuni si a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3477
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 3022
47.17.214. 150 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 692
41.227. 83. 127 Tuni si a 147.237.77. 216 dover.idf.il B ock_Udp Al Nets dr op 395
41.227. 83. 127 Tuni si a 147.237.77. 216 dover.idf.il DOS- HTTP-f i ref | ood dest - r eset 88
41.227.83.127 Tuni si a 147.237.77.216 dover.idf.il DOS- LA G- TCP- 80- cat dest - r eset 13
81.218. 150. 163 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
132.72.172. 185 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3
81. 218. 206. 82 | srael 147.237.72. 167 ishurimaka.idf.il |Bock Udp All Nets drop 3
69. 30. 202. 229 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-trafl forvard 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
101. 201. 147. 32 Chi na 147.237.0. 34 tikshuv.idf.il bl ock-sp-trafl forward 2
74.91.17.179 Lhited Sates 147.237. 76. 200 eitan. aka. idf.il bl ock-sp-traf 1 forward 2
69. 30. 198. 146 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |bl ock-sp-trafl forward 2
69. 30. 226. 219 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forward 2
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 2
192.0.83. 17 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
107. 150. 32. 58 Lhited Sates 147.237.76. 39 nobi | e. nei tav. i df . il|bl ock-sp-trafl forvard 2
74.91.18. 42 Lhited Sates 147.237.77.170 naar achot . i df . il bl ock-sp-traf 1 forward 2
69. 30. 198. 147 Lhited Sates 147.237.76. 30 hi nush.idf.il bl ock-sp-traf 1 forward 2
69. 30. 226. 221 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
107. 150. 46. 35 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |bl ock-sp-trafl forward 2
74.91. 23. 108 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forvard 2
69. 30. 202. 227 Lhited Sates 147.237. 72. 156 anan.idf.il bl ock-sp-traf 1 forvward 2
173. 208. 197. 253 Lhited Sates 147.237.76. 39 nobi | e. nei tav. i df . il|bl ock-sp-trafl forward 2
69. 197. 185. 19 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 forward 2
80. 74. 107. 118 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
188. 135. 47. 66 Oman 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
46.19. 86. 216 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
2.52.128. 24 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
212.143.133. 159 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
91.202.129. 171 Lkr ai ne 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
62. 90. 35. 162 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
41. 33. 232. 66 Egypt 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
212.199. 154. 194 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 1
109. 64. 150. 135 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
109. 67. 170. 254 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 9
79.176. 89. 80 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 8
80. 74. 110. 129 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 6
212.143.103.202 |lsrael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 4
149. 78. 206. 16 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 4
46. 120. 23. 206 | srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 2
193. 106. 206. 10 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.77.176 |natpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
61. 135. 189. 122 Chi na 147.237.76. 31 nakchal .idf.il [Cl1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

85. 65. 193. 228 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
83.235. 181. 57 147. 237. 76. 196 G eece esvivaidf.il |ET SCAN NVAP -sS w ndow 2048 1
79.179. 188. 236 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
66. 249. 78. 160 147.237.72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 1
41.33.231. 90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
109. 253. 202. 209 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
93.173. 14. 114 147.237.72. 166 I 'srael aka idf.il portscan: TCQP D stributed Portscan 1
85. 65. 22. 181 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
83. 235. 181. 57 147.237.76. 196 G eece esvivaidf.il |[ET SCAN NVAP -f -sS 1
77.124.7. 67 147.237.77. 216 I 'srael dover.idf.il portscan: TCQP D stributed Portscan 1
46. 19. 86. 186 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
31.168.7.98 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
149.78.52. 7 147.237.77.216 Lhited Sates dover.idf.il portscan: TQP D stributed Portscan 1
109. 64. 180. 221 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
41.227.83. 127 Tuni si a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7751
192. 168. 173. 102 147.237.77. 216 |dover. i df il Geo- | ocation enf or cenent Geo- 1 ocati on i nbound enf or cenent |roni t or 362
41.227.83.127 |Tunisia 147.237. 77. 216 |dover.idf.il drop drop 313
192. 168. 173. 102 147.237.72. 166 |aka.i df .il Geo- | ocat i on enf or cenent Geo- | ocati on inbound enf orcenent  |noni t or 183
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 137
212.199.9.225 |israel 147. 237. 76. 147 |chi nuch aka i of [ | SM NG Enginer TCP Invalidimvalid segnent retransmssi on. drop 105
Ret r ansni ssi on Packet dr opped.
41.227.83. 127 Tuni si a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 91
2.54.129. 238 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 82
41.227.83.127 |Tunisia 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 77
176.13.6.255  |Israel 147,237, 77. 243 |mbi e iop. i1 |2 M NG Engine: TP Invalid invalid segnent retransnissi on. drop 51
Ret ransni ssi on Packet dr opped.
66. 249. 93. 115  |Europe 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 41
66.249. 93. 119  |Europe 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 39
66.249.93. 111  |Europe 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 37
176.13.19. 113 [israel 147. 237.72. 167 |t shuri maka i o S| S NG Enginer TCP Invalid - invalid segnent retransmssi on. drop 36
Ret r ansni ssi on Packet dr opped.
212.235. 2. 226 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 32
207. 241, 229, 224|United Sates 147 237, 76. 200 |eitan aka idr i1 || S NG Engine: TP Invalid  finvalid segnent retransnission drop 30
Ret r ansni ssi on Packet dr opped.
185. 27.105. 165 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
46. 19. 85. 103 I srael 147.237.0.34 |tikshw.idf.il  [drop SAMrul e drop 28
46. 19. 85. 245 | srael 147.237. 72. 166 |aka. i df . i drop SAMrul e drop 26
46. 19. 85. 193 | srael 147.237.76.86 |navy.idf.il drop SAMrul e drop 24
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 23
81.218.24.90  |israel 147.237.77. 234 |nal ag. i of . i Bad TCP sequence SWNretransmt with different monitor |19
w ndow scal e
68.180.231.43 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 18
81.218.245.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
212.143. 186. 154 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 16
67.84.157.191 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 16
213.8.204.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
87.69.221.102 | srael 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid |invalid segnent retransnission drop 12
Ret ransni ssi on Packet dr opped.
212. 150. 245. 250|I srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
46.120. 84. 217 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
149. 88.34.218 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
109. 67. 170. 254 |israel 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid fimvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
2.54.131.124  |israel 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission drop 12
Ret ransni ssi on Packet dr opped.
213.151. 35. 221 |Israel 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 11
37.142.64.54 | srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
192.114.23.18 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
172.98. 67. 135 Canada 147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
192. 249. 66. 247 |lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 10
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
176. 13. 0. 217 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
41. 33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
192. 114. 23. 18 | srael 147.237.72. 167 |ishurimaka.idf .i||SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
109. 186. 49. 99 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
46. 19. 86. 212 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
46. 19. 86. 160 | srael 147.237.76.42 |refuah.idf.il drop SAMrul e drop 9
213.151. 35.221 |Israel 147.237.77. 243 |nobi le.idf . il dr op SAMrul e drop 8
2.54.167. 116 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
149. 88. 189. 240 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
62.90.131.234 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response (ode B ock 81
46. 19. 85. 166 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code Bock |67
2.54.128. 236 I srael 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Code Block |48
109. 253. 142. 240|I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response (ode B ock 39
176.13.18.199 |[lIsrael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code Bock |29
46.19. 86. 19 I srael 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Code Bl ock 24
62.219.99. 154 |lIsrael 147.237.76.31 |nakchal .idf.il Distributed Unaut hori zed HTTP Met hod B ock 11
132.76.50.5 | srael 147.237.77. 216 |dover.i df .i | Distributed Uhaut hori zed URL Access on waw idf.il/error. htm Bl ock
62.219.99.154 [Israel 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut hori zed URL Access from 62. 219. 99. 154 Bl ock
185.32.179.70 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response (ode B ock
www, chamat z. aka. ) )
31. 168. 96. 254 | srael 147.237.77. 226 df il Ml ti pl e Uhaut hori zed URL Access from 31. 168. 96. 254 B ock 4
132. 74. 58. 51 I srael 147.237.77. 170 |n@ar achot . i df . i | Mil tiple Unaut hori zed URL Access from 132. 74.58. 51 Bock |4
131.253.25. 142 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 3
82.80.135.182 [Israel 147.237.77.74 [lawidf.il Unaut hori zed HTTP Met hod Bl ock 2
131. 253. 25. 207 |thited Sates |147.237.77.216|dover.idf.il Distributed Lhauthori zed URL Access on wawn idf.il/error. htm B ock 2
] . ] Uhaut hori zed URL Access to
109. 253. 220. 139]I srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 2
46.19.85.87  |israel 147.237.77. 216 |dover . i df . i | Wnknown HITP Request Method onl d=j gi pf omBkwavnj 85I fdinyuh; in g o0
URL _ atuvc=l
91.202.129.171 |kraine 147.237.77.216|dover. i df .i | Unaut hori zed HTTP Met hod B ock 1
] . . Uhaut hori zed URL Access to wwu i df.il/english/ och
208.115.113.89 [lLnited Sates |147.237.77.216|dover.idf.il htt p: / vaw | df bl og. cor Bl ock 1
79.177.88.172  |israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter __VI EAETATEENCRYPTED i n None |1
wwn aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
66.249.93.182 [Israel 147.237.72. 166 [aka. i df . i | LR is Above Root Directory wawu aka.idf.il/../resources/ header-bg. gi f Bl ock 1
117.78.13.18 Chi na 147.237.72. 156 [anan. i df . i | Unhaut hori zed URL Access to 147.237.72. 156/ robot s. t xt Bl ock 1
41.227.83.127 |Tunisia 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
. . S Lhtraceabl e Gonnection - Protocol violation
2.53.23.158 I srael 147.237.77.216|dover. i df .i | (SSL CONN LI ENT FELLO) None 1
194.90.15.61  |Israel 147.237.72. 166 |aka. i df . i | llegal Byte Code Character in URL /nai i kapat 2/ /res#012 Bock |1
our ces/ i nages/ i nner page/ goback. gi f
69.197.185.19 |lhited Sates |147.237.72.166|aka.idf.i | Distributed Uhaut hori zed URL Access on www ps780. cond Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 143 |l srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ €l t an r esour ces/ st yl es/ general . css Bock |1
107.150.32.58 [thited Sates |147.237.76.39 |nobile. neitav.idf.i|Dstributed Wauthorized URL Access on waw ps780. con B ock 1
79.183.59.235 |[Israel 147.237.72.167i shuri maka. i df . il [Untraceable SSL Sessions: Qpen Mde None 1
www, chanat z. aka. ) L )
31. 168. 96. 254 | srael 147.237.77. 226 Pdf il Uhaut hori zed URL Access to waww chamatz. aka.idf.il/sip_storage/files/8/ |B ock 1
212.29.203.226 |[Israel 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
68.180.231.43 |lLhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwwuidf.il/band Bock |1
176.13.23.164 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
82.80.135.182 [Israel 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to ww |l awidf.il/sip_storage/files/ 7/ Bl ock 1
46.19. 85. 87 I srael 147.237.77. 216 |dover.idf . il Abnormal |y Long Request request version Bl ock 1
Gooki e Tanpering on cooki e Logi n: Expect ed
hhkkkhkkkhkhkhkhkhkhkhkhkhhhkhhhhhhhhhhhhkhhhhdhhhhhhhhhhhhhhdhhdhhkdhhkdhkhkhhkhkhhhkdhhd
2.54.128. 236 I srael 147.237.0.19 |nadimatal .idf.i| [rrxxxsxxomoooss - ghserved None 1
khkkkhkhkkhhkhkhkhkhkhkhkhhhkhhhhhhhhhhhhhhhhdhhhhhhhhhhhhhkhdhhdhhdhhkdhkhkhkhhkhhkhkdhkhd
194. 90. 66. 9 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bock |1
74.91.17. 179 Uhited Sates |147.237.76.200[ei tan. aka.idf.il D stributed Unaut hori zed URL Access on waw app- sof t war es. cont Bl ock
141.212.122. 129|Uhited Sates [147.237.77.235|sviva.idf.il Uhaut hori zed URL Access to /x B ock
. . Uhaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ yohal an/ f or uns/ asp/ show or um asp B ock 1
107.150. 46. 35 |lhited Sates |147.237.76. 147 |chi nuch. aka. i df .i| [Dstributed Wauthorized URL Access on ww ps780. con Bock |1
. . D stributed Uhauthorized URL Access on
81.218. 24. 90 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bock |1
Pal esti ni an
37.8.118.193 Territory, 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to v idf.il/894-ar B ock 1
Qccupi ed
212.199. 112. 1441 srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1407-he/ at al . aspx Bl ock 1
69.30.198. 146 |lnited Sates [147.237.76. 147 [chi nuch. aka. i df.i| [Unauthorized URL Access to www app- sof t war es. cond B ock 1
185. 27. 105. 165 |l srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to 147.237.77. 216/ favi con. i co Bl ock 1
62.219.99.154 [Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to ww nakhal .idf.il/sip_storagelfiles/8/ Bl ock 1
82 81 78. 139 | sr a6l 147.237. 72. 166 |aka. i df . i | l,hknovm'Par grret er ct100sct | 00$cphh/a| n$cphSachar $cb13697877 i n None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
46.19. 85. 87 I srael 147.237.77. 216 |dover.idf . il I11egal HTTP Version __at uvs=570a436573a5708d000 Bl ock 1
} . . Uhaut hori zed URL Access to
199. 16. 156. 124 |Uhited Sates |147.237.77.216|dover.idf.il v i f i /i p_storagel i1 es/ 8 si ze220x0/ 13108, | pg B ock 1
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