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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 3961
84.228. 234. 180 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 201
178.62.41. 72 Uni ted Ki ngdom 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 12
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df . i B ock_Udp Al Nets drop 6
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 5
109. 64. 204. 115 | srael 147.237.77. 216 dover.idf.il B ock_ UWp Al _Nets drop 3
89. 138. 179. 43 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3
74.91. 23. 107 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 forward 2
69. 197. 185. 22 Lhited Sates 147.237.72. 167 ishurimaka.idf.il bl ock-sp-trafl forvard 2
212.235. 98. 139 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 2
74.91.17.179 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 forward 2
69. 30. 198. 146 Lhited Sates 147.237.77. 19 lawforumidf.il bl ock-sp-trafl forvard 2
107. 150. 32. 58 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 2
74.91. 20. 194 Lhited Sates 147.237.77. 226 ww chanat z. aka. i df . il |bl ock-sp-trafl forward 2
173.208. 197. 251 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-trafl forvard 2
69. 30. 226. 219 Lhited Sates 147.237.77.19 lawforumidf.il bl ock-sp-trafl forvard 2
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
62. 138. 3. 98 Cer many 147.237. 76. 147 chi nuch. aka.idf.il B ock Np Al _Net drop 1
185.94.111. 1 Russi an Federation 147.237. 8. 46 e.chinuch.idf.il Bl ock_UWp Al _Nets drop 1
82.145. 219. 175 Eur ope 147.237.76. 42 refuah.idf.il B ock_|p VWb In drop 1
202.88.1.3 Hong Kong 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
82. 145, 219. 175 Eur ope 147.237.77. 233 atal.idf.il B ock Ip Véb In drop 1
202.88. 1. 10 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count
149. 78. 240. 19 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 16
46.117. 101. 255 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 4
87.71.1.31 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 2
199. 30. 16. 163 Lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 2
61.135.189. 122 Chi na 147.237.76. 31 nakchal .idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
157. 55. 39. 162 Lhited Sates 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
5.29.53.49 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 2
109. 253. 194. 181 147.237.77. 216 I srael dover.idf.il GPL SCAN nyscan 1
84. 94. 38. 200 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
77.127. 165. 80 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
212.235. 98. 139 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
66. 249. 93. 82 147.237.77. 233 Eur ope atal.idf.il ET SCAN NVAP -sA (2) 1
31.154. 163. 23 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
192. 52. 243. 134 147.237. 0. 34 Lhited Sates tikshuv.idf.il ET SCAN NVAP -sS w ndow 4096 1
176.13.9. 123 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
109. 253. 218. 108 147.237.77. 243 | srael nobi | e.i df .il GPL SCAN nyscan 1
109. 253. 194. 181 147.237.77. 216 I 'srael dover.idf.il | NDI CATOR- SCAN nyscan 1
93. 173. 40. 39 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
79.182. 167. 208 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
76. 181. 249. 213 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sS w ndow 3072 1
195. 216. 176. 244 147.237. 76. 147 Latvia chinuch. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
46.121.192. 82 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
192. 52. 243. 134 147.237.72. 156 Lhited Sates aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
190. 61. 250. 160 147.237.77. 216 Col onbi a dover.idf.il Tehila - Perl LW with fake user agent 1
109. 253. 218. 108 147.237.77. 243 I 'srael nobi | e.idf.il | NDI CATOR- SCAN nyscan 1
109. 253. 216. 242 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
178. 62. 41. 72 LK?ir:gegom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1005
178.62. 41. 72 Wni ted 147.237.77. 216 |dover. i df il drop drop 413
Ki ngdom
192. 168. 173. 102 147.237. 77. 216 |dover.i df .i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent  [moni t or 356
178.62. 41. 72 E?irf;gom 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACGK nunber aert 322
178.62.41. 72 zint:gom 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 303
192. 168. 173. 102 147.237.72. 166 |aka. i df il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent  [moni t or 175
223.176.9.22 I ndi a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 60
212.235.98. 139 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 49
149.88.62.22  |Israel 147. 237 72. 167 | shuri maka i o || S2M NG ENgine: TP Invalid - invalid segnent retransmissi on drop 44
Ret ransm ssi on Packet dropped.
199.203.93.50 |Israel 147.237.72. 167 |ishurimaka.i of .i [Bad TCP sequence Invalid ACK nunber alert 28
199. 203.93.50 |l srael 147.237.72. 167 |ishurimaka.i of .i|[Bad TCP sequence I'nval i d AGK nunber noni t or 28
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 27
84. 95. 86. 30 I srael 147237, 72. 167 |i shurimaka i i || SAM NG Engine: TCP Invalid — invalid segnent retransnissi on drop 24
Ret r ansni ssi on Packet dropped.
46.19. 86. 31 I srael 147.237.72. 166 [aka. i df . i drop SAMrul e drop 20
84.108. 136. 224 | srael 147. 237.76. 200 |ei tan aka i .11 | SAM NG Engine: TP Invalid —invalid segnent retransmssi on drop 16
Ret r ansni ssi on Packet dropped.
2.52.158. 68 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
194.90.15.61  |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
2.54.155.160 | srael 147.237.77. 243 it et [ S NG Engine: TP Tnvalid - limalid segment retransmssi on drop 12
Ret ransni ssi on Packet dropped.
89.138.179.43 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
46. 19. 86. 154 | srael 147.237.72. 166 |aka.idf .il drop SAMrul e drop 10
109. 253.139.4  |Israel 147, 237. 77, 243|mobi e icr 1 | €M NG Bngine: TCP Invalid  Jinvalid segnent retransnission drop 9
Ret ransni ssi on Packet dropped.
216.72.40.186 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
46.19. 86. 217 I srael 147.237.72. 156 |anan. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
46. 19. 85. 245 I srael 147.237.76. 42 |refuah.idf.il drop SAMrul e drop 8
84. 95. 86. 30 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 7
207. 46.13. 21 Lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SN drop 7
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
5.102.254. 111 [Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 85. 166 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
46.19. 85.32 I srael 147, 237.77. 23 |rbit e icp i1 | AMNG Engine: TP Invalid  invalid segnent retransmissi on drop 6
Ret ransm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
2.53.31. 251 I'srael 147, 237, 72. 167 [i shuri maka i o, 1| €M NG Engine: TCP Invalid Jinvalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dropped.
109. 65. 136. 168 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
176.13.13.226 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
109. 65. 172. 110 |Israel 147. 237. 72. 166 |aka.i df . i Streamng Engine: TCP Invalid finvalid segnent retransmissi on. drop 6
Ret r ansni ssi on Packet dropped.
31.168.199. 185 |Israel 147.237.72. 166 |aka. i f .11 Streamng Engine: TCP Invalid invalid segnent retransnissi on, drop 6
Ret ransm ssi on Packet dropped.
156. 109. 18. 122 |Eur ope 147.237.72. 167 |i shuri maka. i df . i [dr op First packet isn't SN drop 5
212.150.198. 67 |[lIsrael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACGK nunber noni t or 5
46. 19. 86. 221 | srael 147.237.72. 167 |i shuri maka.i df . i [dr op SAMrul e drop 5
176. 13. 6. 36 I srael 147.237. 72. 156 [anan.i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
84.228.234.180 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
80. 246. 139. 194 [l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 5
80. 246. 139. 194 |l srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nvalid sequence nunber noni t or 5
2.52.161. 167 I srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
79.177.69.130 [Israel 147.237. 72. 156 |aman. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 5
192.114.23.18 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
193. 43. 245. 250 |l srael 147.237.72. 166 |aka. i df i drop First packet isn't SN drop 4
5.108. 141. 32 Saudi Arabia |147.237.77.216|dover.idf.il drop SAMrul e drop 4
185. 32, 179. 232 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4




04-10-2016-13:04:08 to 04-10-2016-14:04:08

|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count

2.53.15.134 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 91
109. 253.212.9 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 88
37.26.148.204 |lsrael 147.237.0.19 |[madi matal .idf.il|Ostributed Suspicious Response Code B ock 79
185.32.179.70 |[lIsrael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 45
46.19.86.133 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 40
2.53.39. 59 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 23
5.189.190. 212 |Ger many 147.237.77.216|dover. i df .i | Distributed Suspici ous Response Code B ock 20
149. 78. 166. 226 || srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 18
5.29.123.133 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 5. 29.123. 133 B ock 9
81.218.241.26 |Israel 147.237.77.216|dover. i df .i | Mil ti pl e Waut hori zed URL Access from 81.218. 241. 26 B ock 5
5.189.190. 212 [Ger many 147.237.77. 170 |n@ar achot . i df . i | |Dstributed Suspicious Response Code B ock 5
79.178.123. 130 |I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
192. 116. 232. 69 [l srael 147.237.77.216|dover. i df .i | Mil ti pl e Uhaut hori zed URL Access from 192. 116. 232. 69 B ock 3
109. 253.139.4 [l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
95.35.70.155  |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
176.13.9.182 |[lIsrael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
2.55. 41. 166 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
212. 235. 62. 200 |l srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to ww i df . il/hebrew organi zat i on/ nakhal B ock 2
190. 61. 250. 160 |Col onbi a 147.237.77. 216 |dover . i df . i | Ml tipl e Unaut horized URL Access from 190. 61. 250. 160 B ock 2
38.111.147.84 |Lhited Sates 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to www i df . il/894-he B ock 1
217.69. 133. 246 |Russi an Federation |147. 237. 72. 166 |aka. i df . i | Uhknown Paraneter docid in aka.idf.il/kanhar/klali/default.asp None 1
104.131.84.88 |Wnited Sates 147.237.0.34 |tikshuv.idf.il m“tt ihfsrr:;v?? dflﬁi‘l fgﬁzfz d/tlfser cont rol </ header upper/ B ock 1
212.34.12.92  |Jordan 147.237.77. 216 |dover.idf .i | Abnormal |y Long Request net hod B ock 1
87.69.19.217 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/mai n/kapat z/ undef i ned Bl ock 1
79.110. 207. 94 |Pol and 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to waw i df.i|/894-en/i df gdover. aspx B ock 1
176. 120. 63. 141 |krai ne 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka. i df . il/1044-he/ i shuri m aspx B ock 1
132.76.61.52 |Israel 147.237.72. 166 |aka. i df . i | m”;k‘:izfarme;a?zlgxmﬂggmm in None 1
62.0.100.86 |l srael 147.237.72. 166 |aka. i df . i | mn;’kmg .Zaflr???tn: ;;;gﬁ:;‘%ﬁffggﬁ;fmhsachar$Ct' 73in None 1
94.203.77. 4 E:iilrtaetde:r a 147.237.77. 176 |mat pash. i df . i1  [PHP Attenpt B ock 1
37.26.148.200 |[lsrael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shar ed/ r eset . css B ock 1
212. 235. 62. 200 [l srael 147.237.77. 216 |dover . i df . i | Distributed Unaut horized HTTP Met hod B ock 1
190. 61. 250. 160 |Col onbi a 147.237.77. 216 |dover . i df . i | o 2o e L over aspx i ndex. phol api /X 1 pG Bl ock 1
79.182. 190. 136 |l srael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 1
157.55.39.13 |Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
69. 30. 226. 219 |Lhited Sates 147.237.77.19 |lawforumidf.il [Unauthorized URL Access to wwv 369bs. con B ock
41.252.79. 125 '“_‘Iiartg’h""i”ri”;:b 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to 147. 237.77. 216/ Bl ock 1
105. 155. 0. 34  |Mor occo 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw i df .il/894-he/ i ndex. aspx Bl ock 1
87.70.112.235 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/s B ock 1
212.34.12.92 [Jordan 147.237.77. 216 |dover . i df . i | Mal formed URL B ock 1
79.177.48.37  |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for wwu aka. i df .il/mai n/ sachar/fag. aspx  |B ock 1
178.62.41.72 |United Kingdom [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
132.76.61.52 |Israel 147.237.72. 166 |aka. i df . i | mngk“gizfar_?rﬁ;r ng?ghtar'/gcriptresowce_ o None 1
66. 249, 65. 217 |Israel 147. 237.72. 166 |aka. i df . i | ﬂ‘;“ﬂzg?r ;;?i;g}naﬁf‘;f?ut;gener al . ssx B ock 1
94.203.77. 4 Lﬁhﬁilrtaetdesp’ ab 147.237.77. 216 |dover. i df . i | PHP At t enpt B ock 1
212. 235. 62. 200 |I srael 147.237.77.216|dover.i df .i | Unaut hor i zed HTTP Met hod Bl ock 1
192. 116. 232. 69 |I srael 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed LRL Access from 192. 116. 232. 69 B ock

81.218. 149. 87 |lsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/nain/ Bl ock
157.55.39.65 |Wnited Sates 147.237.77. 216 |dover . i df . i | mﬂt;ﬁiﬁign;? apccocrizotcfngr ot org. il B ock 1
69.197.185.22 |lhited Sates 147.237.72. 167 i shuri maka. i df . i|D stributed Unaut hori zed URL Access on waww ps780. coni B ock

46. 19. 85. 32 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock
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