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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Target
Address Country Address

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock Ip Véb In drop 4023
46.19. 86. 61 I srael 147.237.77.216  |dover.idf.il ;(/]; handshake violation, first packet ot f, 1110
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 9
79. 180. 63. 216 I srael 147. 237.77. 216 dover.idf.il ;c/]; handshake viol ation, first packet not ) 4
109. 64. 204. 115 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3
109. 64. 204. 115 | srael 147.237.77. 226 win chamat z. aka. i df il |Block Udp All Nets dr op 3
81. 218. 65. 210 I srael 147.237.77. 176 nat pash. i df . i | Block Wdp All Nets drop 3
109. 64. 204. 115 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3
69. 30. 226. 99 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 forward 2
74.91.18. 44 Lhited Sates 147.237.77.176 nat pash. i df .| bl ock-sp-traf 1 forward 2
69. 30. 198. 147 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 forward 2
107. 150. 32. 62 Lhited Sates 147.237.77.216 dover.idf.il bl ock-sp-traf 1 forward 2
74.91. 20. 195 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 forward 2
69. 30. 198. 149 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forward 2
173. 208. 197. 254 Wited Sates 147.237.0.17 Im"y' kosher-kravi. idf.i |\ o sptraf1 forvard 2
153. 254. 134. 223 Japan 147.237.76. 86 navy.idf.il Invalid TGP H ags drop 1
91.15. 198. 93 Cer many 147.237.0. 34 tikshuv.idf.il B ock Np Al Net drop 1
216. 72. 40. 186 I srael 147. 237.77. 216 dover.idf.il ;c/]; handshake viol ation, first packet not . ) 1
165. 225. 76. 105 France 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
91.15. 198. 93 Cer many 147.237.0. 35 akaws. i df.i | Block Np All Net dr op 1
128. 139. 21. 147 I srael 147.237.77. 216 dover.idf il ZS’; handshake viol ation, first packet mot . ) 1
91. 15. 198. 93 Cer many 147.237.0. 33 idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
62.219.137.5 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 17
77.125.95. 194 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 4
79.181.211. 43 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 2
157. 55. 39. 162 Lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 2
46. 19. 86. 255 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 2
83. 149. 126. 98 Ger nany 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Bl ock 2
83.149. 126. 98 Ger many 147.237.77.176  |matpash.idf.il [Cl000074: HITP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
157. 55. 39. 201 Lhited Sates 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 1
61. 135, 189. 122 Chi na 147.237.76. 31 nakchal .idf.il |CL000071: HTTP. User Agent Sogou+web+spi der B ock 1
199. 58. 86. 206 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
66. 249. 78. 127 147.237.0. 34 Lhited Sates tikshuv.iof.il ET SCAN NVAP -sA (2) 2
46.117.213.57 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
212.179. 218. 174 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
5.22.135. 246 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
198. 20. 69. 74 147.237.77. 227 Lhited Sates e. hanaz. i of .i ET DRCP Dshiel d B ock Listed Source 1
109. 226. 48. 232 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
104. 171. 122. 176 147. 237.77. 176 Lhited Sates nat pash. i df .i | ET SCAN NVAP -sS wi ndow 2048 1
104. 128. 144. 131 147.237.76. 38 Canada eeneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 246. 139. 45 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
79.176. 10. 188 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.19. 86. 129 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
206. 190. 136. 245 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP DO stributed Portscan 1
110. 32. 136. 143 147.237.77. 216 Australia dover.idf.il portscan: TCP O stributed Portscan 1
109. 64. 6. 214 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
104. 171. 122. 176 147. 237.77. 176 Lhited Sates nat pash. i df .i ET SCAN NVAP -f -sS 1
93.172. 8. 37 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.180. 118. 163 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
77.126.72. 25 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
192. 168. 173. 102 147. 237.77. 216 |dover i df .i Geo- 1 ocati on enf or cenent Geo- 1 ocati on i nbound nonitor  |348
enf or cenent
192. 168. 173. 102 147.237. 72. 166 |aka. i df . Geo- | ocati on enf or cenent Geo-l ocati on i nbound nonitor  |185
enf or cenent
82. 80. 146. 24 I srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 44
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 29
46. 19. 86. 180 | srael 147.237.76.42 |refuah.idf.il drop SAMrul e drop 21
31.168.151. 101 |[Israel 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 19
82. 80. 146. 24 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 18
2.52.163. 230 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 14
46. 19. 86. 154 | srael 147.237.72. 166 |aka. i df .i | drop SAMrul e drop 12
Sreaning Engine: TCP Invalid i i ssi
37.26.148.194 |israel 147. 237, 72. 167 |i shuri maka i of . i g =g Invalid segnent retransmssion. 12
Ret ransmi ssi on Packet dr opped.
46.19.85.127  |israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence S retransnt with different monitor |10
W ndow scal e
46.117.199.57 |[Israel 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 9
46. 19. 86. 221 | srael 147.237. 72. 167 |i shuri maka.i of . i [dr op SAMrul e drop 9
212.143.142.56 |Israel 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 7
2.52.163. 230 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i sSi
109. 253. 158. 231/l srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 73 I srael 147. 237. 77. 216 |dover. i of .i Bad TCP sequence I'nval i d ACK nunber alert 6
Sreanming Engine: TGP Invalid i i sSi
147. 236. 238. 108|i srael 147.237.72. 166 |aka. i df . g =g Inval id segnent retransmssion. . 6
Ret ransni ssi on Packet dr opped.
r N ine: TCP Invali i i ssi
80. 246. 138. 147 |Israel 147, 237 72. 167 | shurimaka i of | | @M NG Engi ne: TQP alid|invalid segnent retransnissi on drop 6
Ret ransmi ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
109. 253. 159. 62 | srael 147. 237. 72. 167 |i shuri maka. i df . i g =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dr opped.
62. 0. 207. 129 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi
82.81. 43. 72 I srael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. 6
Ret ransmi ssi on Packet dr opped.
r ing BEngine: TCP Invali i i ssi
80.246.139.34 | srael 147 237.72. 167 [i shurimaka i i | ' SAM N Engine: TCP I nval i dfinval i d segrent retransmssion. | 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
82.80.146.24  |israel 147.237.0.34  |tikshuv.idf.il g =g Invalid segnent retransmssion. 6
Ret ransmi ssi on Packet dr opped.
r ing Bngine: TCP Invali i i ssi
176.13.3.248  [israel 147, 237.76. 200 [ei tan. aka i o i1 || €A NG Engine: TCP Inval i dlinval i d segnent retransnission drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
37.26.149.192  |israel 147. 237. 77. 243 |nobi l e.i df .i | g =g Invalid segnent retransmssion. 6
Ret ransmi ssi on Packet dr opped.
46. 19. 86. 244 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46.117.199.57 |israel 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
217.78.57. 193 glcf;i'géa” Territoryl 147, 237. 7. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber monitor |4
46. 19. 85. 30 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46.117.199.57  |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |4
Pal estinian Territory s Unexpect ed post SYN packet -
217.78.57.193 Qccupi ed 147.237.77. 216 |dover.idf.il drop RST or SYN expect ed drop 4
5.22.135. 197 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber nonitor |4
46. 19. 85. 119 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert 4
82.80.193.240 |[lsrael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 73 | srael 147. 237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 86. 186 | srael 147.237.72. 166 |aka. i df . il drop SAMrul e drop 4
192. 116. 231. 161|l srael 147.237.72. 166 |aka. i df.i drop First packet isn't SN drop 4
46.19. 85.119 | srael 147. 237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
2.54.184. 149 I srael 147. 237. 72. 156 |anan.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 88 | srael 147.237.72. 166 |aka. i df.i drop SAMrul e drop 4
Sreaning Engine: TCP Invalid i i ssi
176. 228. 204. 30 |Israel 147. 237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. 4
Ret ransmi ssi on Packet dr opped.
217.78.57.193 ga:lcis;i':éa” Territoyl 147, 237.77. 216 |dover. icf.i1  |Bad TOP sequence I'nval i d ACK nunber alert 4
Sreaning Engine: TCP Invalid i i ssi
207.232.55.62 | srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.179. 188. 156 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109.66.6.217  |Israel 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
46.19.85.207  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19. 86. 43 I srael 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
2.54.163.108  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.129  |israel 147.237.72. 166 |aka. i of . i 9 =g Imvalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
176.13.5.91 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 176
109. 253. 202. 82 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 66
46.19. 86. 74 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 54
80. 246. 137. 175 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 35
79.182.190. 136 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qode Character in LR Bl ock 26
176.13. 9. 225 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 14
46. 19. 86. 133 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 9
. . Mitiple Ill1egal Byte (de Character in LR from
79.182.190. 136 |l srael 147.237.72. 166 |aka. i df . i | 9. 182, 190. 136 B ock 6
2.53.59. 81 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
192.116.232.69 |Israel 147.237.76.42 |refuah.idf.il Mil tipl e Lhaut hori zed URL Access from 192. 116. 232. 69 B ock
192. 116. 232. 69 |l srael 147.237.77. 216 |dover.idf .l Ml ti pl e Uhaut horized LRL Access from 192. 116. 232. 69 Bl ock
. . Ml tipl e Whaut horized Method for Known URL from
84.109. 132. 138 |l srael 147.237.72. 166 |aka. i df . i | 84109 132 138 B ock 4
. - Unhaut hori zed URL Access to
62.219.137.5 I srael 147.237.72. 166 |aka. i df . i | vy aka i of i1/ wwew tikshov. i df il B ock 3
37.26.149.160 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode Bl ock
176.13. 20. 79 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock
37.26.146.161 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock
Unaut hori zed Met hod CPTIONS for
81.218.165. 190 |[Israel 147.237.72. 166 [aka. i df . i | vwwy aka. i df . i |/ mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut h|Bl ock 3
user
. . Ml tipl e Whaut horized Method for Known URL from
62.159.77.165 |Europe 147.237.72. 166 [aka. i df . i | 62 159. 77. 165 B ock 2
37.26.148.230 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock
109. 253. 214. 111 ]I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock
80. 246. 130. 218 [l srael 147.237.72. 166 |[aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock
. - Unaut hori zed Met hod PCBT for
132.72.172. 209 |lsrael 147.237.72. 166 |aka. i df . i | vow aka. i f i 1/ mai n/ sachar/ nevsar chi ve. aspx Bl ock 2
80.246.136.89 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
74.91.18. 44 Lhited Sates 147.237.77. 176 [nat pash. i df . i | D stributed Unauthorized URL Access on wwn ps780.comd  |Bl ock
_ m ny- kosher - kr avi . i _
173.208. 197. 254|lhited Sates 147.237.0. 17 df il Unaut hori zed URL Access to www app- sof t war es. conl B ock 1
84.109. 132. 138 |[lIsrael 147.237.72. 166 |[aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka.idf.il/main/giyus/ |B ock 1
. . Unhaut hori zed URL Access to
213.8.71.26 I srael 147.237.77.216|dover . i df . i v i df i | /i mages/ 1. hel send_but . png B ock 1
192.114.7.2 | srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df . il/bamahane Bl ock 1
. . Unhaut hori zed URL Access to
66.249.65.230 |l srael 147.237.77. 216 |dover . i df . i | 147. 237.77. 216/ 1133- 18590- he/ dover . aspx Bl ock 1
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
- ] D stributed Lhaut hori zed URL Access on
79.177.142.37  |israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah, aspx B ock 1
. . . Unhaut hori zed URL Access to
86. 158. 202. 158 |[Wnited Ki ngdom 147.237.77.216|dover.i df . il Wi i df i |/t enpl at es/ shar ed/ user cont rol s/ navrenu nazi . df . | B ock 1
217.78.57.193 g‘ilcisgi':('ja” Territoryly 47, 237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.231.43 [Uited Sates 147.237.77. 216 (dover. i df . il v i df i 1/ 1283- en/ dover . aspx Bl ock 1
192. 114. 91. 247 |Israel 147.237.72.167|i shurimaka.i df . il Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
82.81.62.91 I srael 147.237.77.216|dover . i df . i (SSL OOAN CLI ENT FI Nl SH RESUVED SESSI QN) None 1
31. 168. 23. 59 | srael 147.237.77.216|dover. i df . il Ml tiple Waut horized URL Access from 31. 168. 23. 59 B ock 1
79.179.21.216 [ srael 147.237.72. 166 |aka. i df . i | Unknown Paranet er __VI ENBTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ nas. aspx
102, 116.232. 69 |Israel 147. 237.77. 216 |dover . i df . i | Wnaut hori zed URL Access to Bock |1
w i df . il /i nages/ 1. he/ tri gger. png
. - Unhaut hori zed URL Access to
66.249.65.217  |Israel 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ mai n/ snal i i smal | m aspx B ock 1
37.26.149.192 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode Bl ock 1
107.150.32.62 |Uhited Sates 147.237.77.216|dover. i df . il Distributed Unauthori zed URL Access on ww ps780. coni B ock 1
69.30.198.147 [lLnited Sates 147.237.72. 167 i shurimaka. i df . il Unaut hori zed URL Access to ww app- sof t war es. coni Bl ock
. . Unaut hori zed URL Access to
192.114.163. 81 |[Israel 147.237.76.31 [nakchal .idf.il 147, 237. 76. 31/ 894- he/ nakhal . aspx Bl ock 1
54.153.33.233 |lhited Sates 147.237.76.200|ei tan. aka. i df . i | Unaut hori zed URL Access to 147.237.76. 200/ B ock 1
141.212.122. 129|wnited Sates 147.237.77.19 |lawforumidf.il Uhaut hori zed URL Access to /x B ock 1
82.102. 169. 113 [Israel 147.237.77. 216 |dover . i df . il Ostributed Whauthorized URL Access on waw idf.il/error. htm|B ock 1
31. 168. 50. 46 I srael 147.237.77.216|dover.i df . il Dstributed Waut hori zed URL Access on waw i df.il/error. htm|B ock 1
212.235.62.200 |Israel 147.237.77.216|dover . i df . i Unaut hori zed HTTP Met hod B ock 1
66.249. 65.223 I srael 147. 237.77. 216 |dover . i df . i | thaut hori zed URL Access to Bl ock 1

147.237.77. 216/ 1133- 19815- he/ i df gdover . aspx
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