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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 4142
212.235. 98. 139 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 12
123. 59. 59. 52 Chi na 147.237.76. 30 hi nush. i df . il bl ock-sp-trafl forvard 4
123. 59. 59. 52 Chi na 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forvard 4
81. 218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
81. 218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | B ock_ UWp Al _Nets drop 3
74.91.17.179 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forward 2
173. 208. 197. 254 Lhited Sates 147.237.77.216 dover.idf.il bl ock-sp-traf 1 forward 2
81.218.13. 130 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2
69. 30. 226. 219 Lhited Sates 147.237. 76. 200 eitan. aka. idf.il bl ock-sp-traf 1 f orvar d 2
74.91.17.182 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forvward 2
69. 30. 202. 226 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-trafl forvard 2
69. 197. 185. 20 Lhited Sates 147.237. 72. 156 anan.idf.il bl ock-sp-traf 1 forward 2
74.91.17.182 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
69. 30. 202. 227 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-trafl forvard 2
74.91.17.178 Lhited Sates 147.237.77.176 nat pash. i df .i | bl ock-sp-traf 1 forward 2
74.91. 23. 110 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i1 |bl ock-sp-traf 1 forvward 2
69. 30. 226. 218 Lhited Sates 147.237.76. 30 hi nush. i df .il bl ock-sp-trafl forvard 2
185.94.111. 1 Russi an Federation 147.237.77.212 e.dover.idf.il B ock Np Al _Net drop 1
185.94.111.1 Russi an Federation 147.237.76. 44 e.refuah.idf.il B ock Np All _Net drop 1
203. 186. 17. 235 Hong Kong 147.237.76. 44 e.refuah.idf.il B ock Udp Al Nets drop 1
178. 135. 82. 30 Lebanon 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
185.94.111.1 Russi an Federation 147.237.76. 201 e atal.idf.il B ock Np Al Net drop 1
184. 105. 139. 98 Lhited Sates 147.237.77. 205 prisha.idf.il B ock Np Al _Net drop 1
185.94.111. 1 Russi an Federation 147.237. 76. 202 e halag.idf.il B ock Np Al _Net drop 1
185.94.111. 1 Russi an Federation 147.237.72. 167 ishurimaka.idf.il B ock Np Al _Net drop 1
93. 201. 86. 227 Cer many 147.237.0. 16 ny-kosher-kravi.idf.il |Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
77.126. 142. 236 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 4
46.4.32.75 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
62.210. 97. 48 France 147.237.77.176  |mat pash.idf.il |CL000074: HTTP: najestic bot Bl ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
61.135. 189. 122 Chi na 147.237.76. 31 nakchal .idf.il [Cl1000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
46. 19. 85. 164 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.26. 146. 168 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.179. 215. 75 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
195. 216. 176. 244 147.237.0. 15 Latvia kosher-kravi .idf .il ET SCAN NVAP -sS w ndow 1024 1
141.101. 178. 137 147.237. 8. 28 Russi an Federation €. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
122. 144. 178. 145 147.237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
93.172. 143. 202 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
88.204. 187. 90 147. 237.76. 34 Kazakst an yohal an.idf.il ET SCAN NVAP -f -sS 1
62. 84. 116. 68 147.237.77. 216 Russi an Federati on dover.idf.il portscan: TCP DO stributed Portscan 1
46. 19. 85. 146 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
213.57.37.239 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.179. 21. 194 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP DO stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
122. 144. 178. 145 147.237. 76. 198 Chi na e.yohal an. i df.il ET SCAN Potential SSH Scan 1
109. 67. 174. 226 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
88. 204. 187. 90 147. 237.76. 34 Kazakst an yohal an.idf.il ET SCAN NVAP -sS wi ndow 2048 1
84. 108. 70. 132 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
192. 168. 173. 102 147. 237. 77. 216 [dover.i df .i | Geo- | ocati on enf or cement Geo-1 ocati on i nbound enf or cenent  |noni t or 358
192. 168. 173. 102 147.237.72. 166 |aka.i df i Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf orcenent [noni t or 163
46.19.86.167  |Israel 147.237.0.34 |tikshv.ir.i1 |2/ ©3MNg Engine: TQP Invalid — invalid segnent retransmissi on. drop 51
Ret r ansni ssi on Packet dropped.
46. 19. 86. 162 I srael 147.237.76.42 |refuah.idf.il drop SAMrule drop 40
80.179.195.34 [ srael 147.237.72. 166 |aka. i df .| Bad TCP sequence Vsu.\(':dr(;tlr;”:fit wth different moni tor |32
212.235.98. 139 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 30
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
31.168. 199. 176 |Israel 147. 237.77. 234 |hal ag. i of . i | Bad TCP sequence V?':dﬁr;”;'it wth different monitor |24
46.19.86.243  |israel 147237, 77, 243 |mbi e ior i1 | €M NG Bngine: TCP Invalid - finvalid segnent retransmssi on, drop 21
Ret r ansni ssi on Packet dropped.
107. 167. 104. 230|Wnited Sates |147.237. 77. 216 |dover.idf.i | SYN At tack SYN -> SYN-ACK -> RST rej ect 20
46. 19. 86. 154 I srael 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop 19
46. 19. 85. 202 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 13
2.55.10. 82 I'sr ael 147, 237.72. 167 | shurimaka i o i |2 | €2 NG Engine: TP Invalid  finval i d segnent retransnissi on dr op 12
Ret r ansni ssi on Packet dropped.
62.219.120.45 |Israel 147.237.0.34 |tikshuwv.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
31.168.129. 202 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
73.54.192. 42 Lhited Sates [147.237.77.216|dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 9
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
46. 19. 85. 103 | srael 147.237.72. 156 |anan. i df . il drop SAMrul e drop 8
46.19. 85. 126 I srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 8
79.178.227.142 |Israel 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 8
37.26.147.245 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
8.37.227.69 Lhited Sates [147.237.77.216 |dover.idf.il B ock HTTP Non Conpli ant Response out of state noni t or 7
46.19. 86. 221 | srael 147.237.72. 167 |i shuri maka. i df . i |dr op SAMrul e drop 7
176. 0. 29. 250 Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
85. 130. 128. 146 [l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 7
46.19.86.203  |israel 147237, 77, 243 |mbi e ior i1 | €M NG Bngine: TCP Invalid - finvalid segnent retransmssi on, drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 199 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
37.26.149.192 [ srael 147.237.72. 166 |aka. i df .| Sireamng Engine: TCP [nvalTd  invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
84.108. 90. 253 |Israel 147.237.72. 166 |aka.i df i SYN At tack SYN -> SYN-ACK -> RST rej ect
46.19. 85. 199 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert
212.235.98.139 |[Israel 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
2.53.42. 95 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
37.26.149.202 | srael 147.237.77. 243 |moti e ior. i1 | SAMNG Engine: TP Invalid invalid segnent retransnissi on. dr op 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 199 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 185 | srael 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 6
46.19. 85. 199 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
217.194.203.52 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
197.0.197.180 [Tunisia 147. 237. 77. 216 |dover i df .1 Bad TCP sequence VS“”;' d;itvrsi”asl”lt wth different mnitor |5
46. 19. 86. 11 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
2.52.162. 71 | srael 147.237.72. 167 |i shuri maka.i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.19. 86. 31 I srael 147.237.72. 166 |aka. i df . i dr op SAMrul e drop 5
46. 19. 86. 186 I srael 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop 5
87.71.22.53 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 5
46.19. 86. 78 I srael 147.237.77. 233 |atal .idf.il drop SAMrule drop 5
106. 38. 241. 149 |Chi na 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 4
195. 160. 242. 40 |l srael 147.237.77.74 |[lawidf.il Bad TCP sequence Inval id ACK nunber noni t or 4
8.37.227.81 Lhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 4
31.168.192. 177 |lsrael 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 4
2.54.195. 214 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
31.168.192. 177 |Israel 147.237.0.34 |tikshuwv.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
80.246.136.85 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 118
2.53.40. 234 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 102
2.53.39. 59 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 79
46. 19. 86. 203 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 50
46. 19. 86. 255 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 37
176. 13. 6. 219 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 29
2.52.190. 192 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 21
46. 19. 85. 225 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 18
176. 13. 3. 224 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 16
46. 19. 86. 196 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 14
212.235. 115. 168! srael 147.237.77. 170 |n@ar achot . i df . i | Unaut hori zed HTTP Met hod B ock 6
185.130.5. 163 |Lithuania 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 185. 130. 5. 163 B ock 5
185. 130. 5. 163 Li t huani a 147.237.72.166|aka. i df . i | PHP Att enpt B ock 5
212.235. 115. 168/l srael 147.237.77. 170 |maar achot . i df . i | Ml ti pl e Unauthorized URL Access from 212, 235, 115. 168 B ock 4
46.19. 86. 92 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Suspici ous Response Code B ock 4
212.143. 120. 135|I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . il/natash B ock 3
46.19. 85. 126 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.53.40.234  [israel 147.237.0.19 |nadi matal .idf.i]  [Fraveer Wpe volaion o %ﬁgﬂ;ﬁ'ﬁe‘:‘fg}iﬂ 1Sxenebile o |3
109. 253.192. 68 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
80.179.223.31 [Israel 147.237.77. 176 |nat pash. i df . i | mué:;;t'_ffﬁ_ m‘sip;_csfsosraggm | es//8/4629. | pg Bock |2
2.55.62.93 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock
217.194. 197. 154l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 217.194. 197. 154 B ock
176.13.7.182  [Israel 147.237.77. 243 [nobi  e. i df . i | Lhauthort zed. geggfﬁsem;esn <t ehi | ddoounent <f 1362 Bock |2
31.168.103. 115 |[lIsrael 147.237.77.216|dover.idf.i |l Mil ti pl e Unhaut hori zed URL Access from 31.168. 103. 115 B ock 2
132.64.142.38  |Israel 147.237.72. 166 |aka. i df . i | m”;:gii;f‘: Iﬁmhﬂfszgﬁ;/f;’gom_aspx Bock |1
81.218.241.25 |lIsrael 147.237.77. 216 |dover.i df.i |l Mil tipl e Unaut hori zed URL Access from 81.218.241. 25 Bl ock 1
46.19. 85. 194 I srael 147.237.76.42 |refuah.idf.il Illegal HITP \ersion B ock 1
217.194. 197. 154|i srael 147.237.77.74 |lawidf.il mﬂt:ﬁi'dﬂl“m‘nagg;efsh;?nfocemeritem B ock 1
74.91.17.179 Lhited Sates 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to wwy app- sof t war es. cond B ock 1
2.54.129. 178 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka.idf.il/val tam B ock 1
Unaut hori zed URL Access to
66.249. 65.217 [l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ getau |B ock 1
t huser
114.97.56. 215 |Chi na 147.237.77. 176 [mat pash. i df . i | muézg;tl .Zie((ijf L;PIL/ ].Agzcgsr?e/ts%ar ed/ user cont r ol s/ header upper / Bl ock !
46.19. 85. 246 I srael 147.237.77.216|dover.idf .il Unknown HTTP Request Method 0.8afc=* in URL B ock 1
31.168.199. 176 |Israel 147.237.77.234|hal ag. i df . i | ﬂ?f‘zggr;if’ggzﬂ‘mtgj:h;oe &bl et 1. gi Bl ock 1
217.69.133. 244 |Russian Federation [147.237.72.166|aka.idf.il Unaut hori zed URL Access to waw aka. i df.il/asp B ock 1
79.180.65.95  |israel 147.237.72. 166 |aka. i df . i | mnsk“glzfar?fftnz nf;;fr?;c/tp'aszicEQﬁSprhs""char$°t'41 ' INone 1
69.30.202.226 [lLited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to waw 369bs. coml B ock 1
197.0.197.180 [Tunisia 147.237.77. 216 |dover . i df .i | Distributed Unaut horized URL Access on 147.237. 77. 216/ B ock 1
54.153.32.246 |Lnited Sates 147.237.77.233|atal .i df . il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
173.208. 197. 254|Uhited Sates 147.237.77.216|dover. i df .il Uhaut hori zed URL Access to wwy app- sof t war es. cond B ock 1
85.93.91. 84 Ger many 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
46.19. 85. 194 I srael 147.237.76.42 |refuah.idf.il Mal formed URL asp. net _sessi oni d=I f f n6g45da4znsf e2dpcegi v |Bl ock 1
74.91. 23. 110 Lhited Sates 147.237.77. 226 \fIW\:AlI chamat z. aka.id Unaut hori zed URL Access to ww app- sof t war es. cond B ock 1
2.55. 33. 198 I srael 147.237.77.243|nobi l e.i df . i | Uhaut hori zed LRL Access to nobil e.idf.il/nekudot/i ndex B ock
66.249. 65. 224  [Israel 147.237.77. 216 |dover.i df.i Mil tipl e Unauthorized URL Access from 66. 249. 65. 224 Bl ock
120.28.23.170  |Phili ppines 147.237.77.216|dover . i df . i PHP At tenpt B ock 1
37.8.72.182 ga:lcis;ii:;a” Territoryty 47 237, 77. 216 |dover. i df . i | Uhaut hor i zed URL Access to 147. 237. 77. 216/ Bock |1
217.194.159. 14 |Satellite Provider |147.237.72. 166 |aka. i df .i | thknown Pararet er x in . None 1
ww aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
69.30.202.227 |Lhited Sates 147.237.0.19 |madimatal .idf.il Unaut hori zed URL Access to ww 369bs. coni B ock 1
207. 46. 13. 58 Lhited Sates 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to 147.237.76. 31/ robots. t xt Bl ock 1
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