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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4120
79.177.194. 237 | srael 147.237.77. 216 dover.idf.il B ock_Udp All _Nets drop 6
80. 246. 138. 51 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
81.218. 165. 186 I srael 147. 237.72. 167 ishurimaka.idf.il |Block Udp Al Nets drop 5
81. 218. 165. 186 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 3
81. 218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | Bl ock_Up Al _Nets drop 3
125. 65. 46. 143 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf1 forward 2
209. 126. 127. 17 Lhited Sates 147.237.77. 121 e navy.idf.il B ock_Udp All _Nets drop 2
77.126.253. 17 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
209. 126. 127. 17 Lhited Sates 147. 237.77. 205 prisha.idf.il Bl ock Udp All Nets drop 2
209. 126. 127. 17 Lhited Sates 147.237.77.170 naarachot . i df.il Bl ock Wp Al Nets drop 1
209. 126. 127. 17 Lhited Sates 147. 237.77. 227 e. hanaz. i of .i | Bl ock Udp All Nets drop 1
192. 3. 220. 210 Lhited Sates 147.237.8. 27 e nadimatal .idf.il|B ock Udp All Nets drop 1
209. 126. 127. 17 Lhited Sates 147.237.77.176 nat pash. i df.i | B ock_Udp All _Nets drop 1
209. 126. 127. 17 Lhited Sates 147.237.77. 235 sviva.idf.il B ock Wp Al Nets drop 1
209. 126. 127. 17 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Udp All Nets drop 1
111.85.191. 131 Chi na 147.237.76. 38 eengitav.idi.il |[JLMPurple Gon Limt Htp drop 1
209. 126. 127. 17 Lhited Sates 147.237.77.178 e.natpash.idf.il |Bock Wp Al Nets drop 1
176. 31. 60. 249 France 147.237.8. 14 e.orchot.idf.il B ock Np Al _Net drop 1
209. 126. 127. 17 Lhited Sates 147.237.77. 243 nobi | e.idf.il B ock_Udp All _Nets drop 1
111.85.191.131 Chi na 147.237.76. 198 e. yohal an.idf.il JLMPurple Gon Limt Htp drop 1
176. 31. 60. 249 Fr ance 147. 237.72. 217 eidf.il Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
131. 253. 25. 153 Lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 2
62. 210. 143. 245 France 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
108.59. 8. 70 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 2
61. 135, 189. 122 Chi na 147.237.76. 31 nakchal .idf.il |CL000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
5.8. 45. 251 Gile 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

5.8.45. 251 147.237.77. 216 |Gl e dover.idf.il |SQL Injection - Select From 5
199, 203.84.80  |147. 237 77. 233 |1 1 ael atal idh il ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos 4
attack
5.29.177.172 147.237.77. 216 |I srael dover.idf.il [portscan: TGP D stributed Portscan 1
192. 227.225. 218(147. 237. 76. 198 |Lhited Sates  |e.yohal an.idf.iJET SCAN NVAP -sS wi ndow 1024 1
108.46.33.175 |147.237.77.216|lhited Sates  |[dover.idf.il |portscan: TCP O stributed Portscan 1
80.82.78.38 147. 237. 76. 34 |Net her| ands yohal an.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
66.240.213.93 |147.237.8.46 |Wited Sates [e.chinuch.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 85. 216 147.237.77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il |Tehila - Perl LWP with fake user agent 1
218.108.132. 58 |147.237. 76. 201 |Chi na eata.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LW with fake user agent 1
179. 184. 176. 50 (147.237.76.44 |Brazil e.refuah.idf.il |ET SCAN Potential SSH Scan 1
88.204.187.90 |[147.237.76.34 |Kazakstan yonalan.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
79.180. 192. 236 [147.237. 77. 216 |l srael dover.idf.il |portscan: TCP D stributed Portscan 1
62.219.232.76 |147.237.77.216|Israel dover.idf.il |portscan: TCP D stributed Portscan 1
46.19. 85. 28 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
192. 168. 173. 102 147.237. 77. 216 |dover.i df .i Geo-1 ocati on enf or cenment Geo-| ocat i on i nbound enf orcenent  |noni t or 350
192. 168. 173. 102 147.237.72. 166 |aka. i df il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent  |roni t or 184
91.121.74.44  |France 147.237.76.42 |refuahidf.il  |Bad TCP sequence S retransmt wth different monitor |57
w ndow scal e
109. 67. 14. 121 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
Sreaning Engine: TQP Invalid i i SSi
109. 253.211. 95 |Israel 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 24
Ret r ansm ssi on Packet dr opped.
2.54.177.238 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
Sreaning Engine: TQP Invalid i i sSi
2.54.169. 4 I'sr ael 147. 237.77. 243 |nobi le.i df . i1 9 =9 Invalid segrent retransmssion. drop 15
Ret r ansm ssi on Packet dropped.
212.199. 251. 227 |l srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
e SYNHAK retransmit with different .
46.116. 56. 72 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence wi ndow scal noni t or 12
46.19. 85. 151 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
46. 116. 56. 72 I srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 12
46. 19. 85. 151 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 12
79.177.194. 237 |Israel 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 11
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
46.116.56. 72 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout aert 8
80. 246. 139. 150 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINAK retransmit with different opvor |
w ndow scal e
80. 246. 137. 166 |l srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
109.253.3.191 |Israel 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
2.54.131.226  |israel 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
62.90.45.107  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
2.52.162. 226 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
80. 246. 139. 170 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 5
109. 253. 144. 39 |l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5
82. 80. 29. 186 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 5
91.228. 248. 251 |l srael 147.237.72. 167 |i shurimaka.idf .i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
212.199. 142.90 |lsrael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 5
46.19. 85. 62 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACGK nunber noni t or 5
106. 38. 241. 149 |Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 5
2.52.161. 186 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
80. 246. 136. 182 |Israel 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TCP Invalid i i ssi
207.241. 229. 223|Wni ted Sates |147.237. 76. 200 |eitan. aka. i df .l 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
80. 246. 136. 182 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence SINAK retransmit with different oo vor g
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
207.241. 229. 225|Wni ted Sates |147.237. 76. 200 |eitan. aka. i df. il 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
94. 230. 86. 208 |l srael 147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46.19. 85. 181 I srael 147.237.72. 166 [aka. i df .i | dr op SAMrule drop 4
109. 253. 144. 39 |l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber alert 4
91.200.12.114 |Wkraine 147.237.77. 216 |dover.idf il dr op SAMrul e drop 4
. . SYNHAK retransmit with different .
46. 19. 85. 209 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence vi ndow scal 6 noni t or 3
Sreaning Engine: TQP Invalid i i SSi
176.13.7.85 I'sr ael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
46.19.85.28  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
62.219.52.35  |israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
80.179.9. 7 I'srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
95.35.146.233 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
77.126.29.118 | srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
109. 253. 196. 22 |Israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
176.13.13.80  |Israel 147.237. 77. 243 |nobi L e. i of . 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
5.28.161. 12 I'sr ael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.180.97.7  |israel 147.237. 77. 243 |nobi L e. i f . 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
147.236.38.2 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.7.71 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 96
109. 253. 142. 110|1 srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 31
212.179.21.194 [israel 147.237.76.42 |refuah.idf.il Ml tipl e Unaut horized URL Access from212.179. 21. 194 Bl ock 24
2.53.34.242 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 19
5. 28. 143. 155 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 15
212.179.21.194 [israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from212.179. 21. 194 Bl ock 11
46. 19. 86. 159 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.12.236 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 3
200.187.64.91 |Razil 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 200. 187. 64. 91 Bl ock 3
2.52.149. 208 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 67. 59. 95 | srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to ww i df. i |/ newsite/ hebrew 120203 Bl ock 2
2.54.169. 4 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 2
66.249. 65. 224 |l srael 147.237.77.216|dover. i df .i | D stributed Uhauthori zed UR. Access on waww i df.il/error.htm B ock 2
212.179.21. 194 |israel 147.237.76.42 |refuah.idf.il wﬁfgcﬂ; ;e:] .ﬁ.fffiej;g;c/’sharedlsi e 1 e b gi £ Bl ock 1
31.168.187.238 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/gius Bl ock 1
66.249.66. 123 | srael 147.237.76.42 |refuah.idf.il ﬂ?}'tzg;’_r;éefz?p f:tco‘f:g;/?i s/ 8 2368, | pg Bl ock 1
91.121. 74. 44 France 147.237.76.42 |refuah.idf.il Ml tiple Unaut horized URL Access from 9l.121.74. 44 Bl ock
37.26.148.160 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock
216.218.206. 68 |Lhited Sates [147.237.72.167|i shuri maka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
66.249. 66. 125 I srael 147.237.76.42 |refuah.idf.il ﬂ?_“tzg;’_';g_efzﬁp !’Sctcoerﬁ:g;/(f’i | es/ 2/ 2372, Bl ock 1
46.116.165.63  |Israel 147.237.72. 166 |aka. i df . i | m”;k‘f:i E?Tﬁﬁeégzlgx]mfmm n None 1
5. 8.45. 251 Gile 147.237.72. 166 [aka. i df . i | PHP At t enpt Bl ock 1
91.121.74.44  |France 147.237.76.42 |refuah.idf.il m“rtehfolj;;fgl ﬁ .Aicl(;etsesnptlgtes/ shar e user cont rol o header upper/ | 9K 1
66.249. 65. 224 [Israel 147.237.77.216|dover.i df .i | Ml tipl e Unauthorized URL Access from 66. 249. 65. 224 Bl ock 1
41.42.3.214 Egypt 147.237.77.216|dover . i df .i | Distributed Unauthori zed URL Access on 147.237.77. 216/ Bl ock 1
109. 253. 206. 38 |l srael 147. 237.72. 166 |aka. i df . i | Unknown Parameter _VI EVETATEENCRYFTED i n None 1

wan aka. i df . i | / mai n/ sachar / nas. aspx

. . Unhaut hori zed Met hod HEAD f or
79.176.51.205 |[Israel 147.237.72. 166 [aka. i df . i | voww aka. i o i |/ nai v gi yus/ general . aspx B ock 1

. www. chamat z. aka. i d .
54. 153. 33. 145 Lhited Sates 147.237.77. 226 Uhaut hori zed URL Access to 147.237.77. 226/ B ock 1

foil
: . . Uhaut hori zed URL Access to
5.8.45. 251 Qile 147.237.72. 166 aka. i df . i | wan aka. i df . i |/ mai n/ gi yus/interface/i psconnect/i psconnect. php Bl ock !

92.126.5. 174 RJSIS;;ni o 147. 237.77. 216 |dover . i df . i | Lhaut hor i zed URL Access to i idf.il/mazi’ a=0 B ock 1

66. 249. 65. 224  |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawnidf.il/en Bl ock 1

46. 19. 85. 132 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
. . . Uhaut hori zed URL Access to

125. 65. 46. 143 |Chi na 147.237.77.216|dover.i df .i | /i dl et hunbs. net / wp- admi n/ adni n- aj ax. php B ock 1
. . Uhaut hori zed URL Access to

82.166.190.11 |Israel 147.237.76.86 [navy. i df. il Wy navy. i df.il/sip storagel/fil es/ 0/ si ze338x0/ 1620. j pg B ock !

66. 249. 65. 12 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 65. 12 B ock 1

93.115. 135. 7 Rormani a 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwn i df.il/newsite/hebrew nain.asp [B ock 1
. . Uhaut hori zed URL Access to

66.249.66.121 |Israel 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p_storagel fi | es/ 7/ 2277. | pg B ock 1

46.19. 85. 148 I srael 147.237.77.243|nobi [ e.i df . i | SSL Untraceabl e Connection - Cpen Mde None 1

84.95.207. 127 | srael 147. 237.72. 166 |aka. i df . i | llegal Byte Qode Character in URL /nai nkapat 2/ /res#012 Bl ock 1

our ces/ i mages/ i nner page/ goback. gi f

. . Unhaut hori zed URL Access to
66.249. 65. 217 |l srael 147.237.72.166 |aka. i df . i | 147, 237. 72. 166/ nai / smal i nd showbi g. aspx B ock 1
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