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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb I n drop 4158
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df.i | B ock_Udp Al _Nets dr op 18
123. 59. 59. 52 Chi na 147.237. 76. 31 nakchal .idf.il bl ock-sp-trafl forward 4
81.218. 65. 210 I srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 2
184. 105. 139. 80 Lhited Sates 147.237. 8. 45 e.eitanidf.il B ock Np Al _Net drop 1
82. 145. 218. 250 Eur ope 147.237.77. 216 dover.idf.il Bl ock_Ip Véb I n drop 1
185.94.111. 1 Russi an Federati on 147.237.77. 170 naar achot . i df . il B ock_Udp Al _Nets dr op 1
184. 105. 139. 96 Lhited Sates 147.237.77. 74 lawidf.il Bock Np Al Net drop 1
176. 31. 60. 249 Fr ance 147.237.8. 24 elifestyle.idf.il Bock Np Al Net drop 1
71.6.167. 124 Lhited Sates 147.237.77. 205 prisha.idf.il B ock Np Al Net drop 1
184.105. 139. 112 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf . il B ock Np Al _Net drop 1
184. 105. 139. 80 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) Block Np Al Net drop 1
95. 218. 34. 134 Saudi Arabia 147.237. 76. 38 e.eneitav.idf.il B ock_Udp All _Nets dr op 1
184. 105. 139. 104 Lhited Sates 147.237.72. 166 aka.idf.il Bock Np Al Net drop 1
184. 105. 139. 76 Lhited Sates 147.237.77. 176 nat pash. i df . i | Block Np All Net drop 1
184.105. 139. 116 Lhited Sates 147. 237. 8. 46 e. chinuch.idf.il B ock Np Al _Net drop 1
184. 105. 139. 88 Lhited Sates 147.237.77. 179 e.nazi.idf.il Block Np Al Net drop 1
36. 234. 93. 86 Tai wan 147.237.77.176 nat pash. i df . i | Bl ock_UWp Al _Nets drop 1
184. 105. 139. 104 Lhited Sates 147.237.77. 19 lawforumidf.il B ock Np Al Net dr op 1
184. 105. 139. 80 Lhited Sates 147.237. 8. 24 elifestyle.idf.il Bock Np Al Net drop 1
184. 105. 139. 124 Lhited Sates 147. 237.77. 234 hal ag.i df . i Block Np Al Net drop 1
184. 105. 139. 96 Lhited Sates 147.237.8. 27 e.nadimatal .idf.il B ock Np Al _Net drop 1
184.105. 139. 112 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
69. 30. 205. 218 Lhited Sates 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot B ock 2
5.9. 63. 149 Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
5.9.63. 149 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 2
61. 135, 189. 122 Chi na 147.237.76. 31 nakchal .idf.il |CL000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
198. 20. 69. 98 147. 237. 76. 147 Lhited Sates chi nuch. aka. i df .i | ET DROP Dshiel d B ock Listed Source 1
193. 201. 227. 70 147.237.0. 34 Wkrai ne tikshuv. i df.il ET SCAN Potential SSH Scan 1
185. 114. 157. 12 147. 237.77. 227 Net her | ands e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 2048 1
176.223.1. 38 147.237.72. 14 Ronani a dover.idf.il(dld) ET SCAN NVAP -sS wi ndow 1024 1
208. 100. 26. 228 147.237.77. 176 Lhited Sates nat pash. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
185. 114. 157. 12 147. 237.77. 227 Net her | ands e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 3072 1
185. 114. 157. 12 147. 237.77. 227 Net her | ands e hamaz.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Geo- 1 ocat i on i nbound

192. 168. 173. 102 147.237. 77. 216 |dover.idf . il CGeo- | ocati on enf or cenent nonitor  [325
enf or cenent
e . Geo- | ocati on i nbound .
192. 168. 173. 102 147.237.72. 166 |aka i df .i 1 Geo- | ocat i on enf or cenent enf or coment nonitor  [200
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrul e drop 32
207.241.229. 105|lWnited Sates [147.237. 72. 166 [aka. i df .i | drop SAMrul e drop 17
91. 200. 12. 85 Wkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 14
Sreamng Engine: TCP Invalid i i SSi
2.53. 54. 148 I srael 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. g 12
Ret ransm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
91. 200. 12. 85 Lkr ai ne 147.237.77.74 [lawidf.il drop SAMrul e drop
106. 38. 241. 149 |China 147.237.77. 216 |dover.idf il drop SAMrule drop
Sreamng Engine: TCP Invalid i i ssi
141.0.15.34 Nor vay 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. o 4
Ret r ansnm ssi on Packet dropped.
80.179.119.22 |lsrael 147.237.76.86 |navy.idf.il drop SAMrul e drop 4
Sreaming Engine: TP Invalid i i ssi
178. 255. 215. 87 |France 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
37.26.147.244 |Israel 147.237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid Jinvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.181.129. 226 |Israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
109. 253. 156. 136 || srael 147. 237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
37.238.240.22 |irag 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
Sreanming Engine: TGP Invalid i i ssi
66.249. 64. 169 |United Sates |147. 237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. 2
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39.109 |Wnited Sates |147. 237. 72. 166 |aka i df .i1 9 =g Invalid segnent retransmssion. 2
Ret ransm ssi on Packet dropped.
5.29.145.111 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |2
37.238.240.22 |irag 147. 237. 77. 216 |dover . i of .1 Bad TCP sequence SYNGACK retransmt with moni tor [2
different w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
68. 180. 230. 155 |Uhited Sates |147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. g 2
Ret r ansn ssi on Packet dropped.
176.13.12.159 |l srael 147.237.77. 233 |atal idf. il Bad TCP sequence I'nval i d AGK nunber noni t or
37.26.147.173 |lIsrael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
74.82. 47.32 Lhited Sates [147.237.8.28 e nobileks.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
185.3.147.168 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
65. 55. 212. 79 Lhited Sates |147. 237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141. 212. 122. 248|wnited Sates |147. 237. 0. 17 ;“Inly kosher-kravi-id [N At t ack SYN -> SYN-ACK -> RST rej ect 1
2.54.130.58 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 65. 160. 62 |l srael 147. 237. 72. 156 |anan.idf . i1 SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
85.64.228.134 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert
216.218.206.88 |Wited Sates |147.237.8.24 |elifestyle.idf.il Geo-| ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
74.82.47.7 Lited Sates [147.237.8.27 [enadimatal.idf.il  |Geo-1ocation enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
123. 59. 59. 68 Chi na 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
94.230.86.217 |lIsrael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |1
74.82.47.55 Lhited Sates |147. 237. 7. 226 :’WChamz' aka.1df- 1 1oyN At t ack SYN -> SYN-ACK -> RST rej ect 1
65. 55. 218. 33 Lhited Sates |147. 237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141. 212. 122. 250|Wnited Sates |147. 237. 72. 217 |e i f .1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
5.29.145. 111 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber aert 1
o SYN+tACK retransnmt wth .
109. 65. 160. 62 |l srael 147. 237. 72. 156 [aman. i df . i | Bad TCP sequence di fferent vi ndow scal & monitor |1
85.64.228.134 |Israel 147.237.72. 166 |aka i df .i 1 Bad TCP sequence I'nval i d ACK nunber nonitor |1
216.218. 206. 96 |Wnited Sates |147.237.8.50 |e.tikshuv.idf.il Geo- | ocat i on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
74.82.47. 11 Lhited Sates [147. 237. 77. 227 |e. hanaz. i of . Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
184.105. 139. 79 |Wited Sates |147. 237. 77. 121 |e. navy. i df . i Geo- | ocat i on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
131.253.24.150 |[Uhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
79.177.122.129 |lIsrael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
109. 67. 228. 35 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
91. 200. 12. 79 Lkrai ne 147.237.77.74 |lawidf.il dr op SAMrul e drop 1
74.82.47.12 Lhited Sates |147. 237. 72. 167 |i shuri maka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 207|Wited Sates |147. 237.0. 200 |rdu.idf. il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
2.52.189. 216 I srael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176. 13. 10. 25 | srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code B ock 24
176.13.22. 23 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
176.13.6.1 I srael 147.237.0.19 |[madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 3
176.13.11. 214 |Israel 147.237.77. 216 |dover.idf . il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 3
2.53. 49. 64 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
176. 13. 15. 99 I srael 147.237.0.19 |[madimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
169. 229. 3. 90 Lhited Sates 147.237.77.243|nobi l e.i df . i | Unaut hori zed URL Access to 147.237.77. 243/ rec. dat Bl ock 1
66.249. 66. 125 [l srael 147.237.76.42 |refuah.idf.il Mil tipl e Unhaut hori zed URL Access from 66. 249. 66. 125 B ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
109. 65. 160. 62 |l srael 147.237.72. 156 |anan. i df . i | (SSL CONN LI ENT HELLO) None 1
38.111.147.83 [lLnited Sates 147.237.77. 216 |dover. i df.i Unaut hori zed URL Access to waw i df.il/894-he B ock 1
. . Unaut hori zed URL Access to
66. 249. 78. 15 I srael 147.237.77.74 |lawidf.il v g, | df i | / 163- 7183- en pat zar aspx Bl ock 1
184. 105. 247. 195|Uhited Sates 147.237.77. 216 |dover.i df.i Unaut hori zed URL Access to 147.237. 77. 216/ Bl ock 1
. . . Unaut hori zed URL Access to
114.97.56.215 [China 147.237.77. 176 [mat pash. i df . i | v cogat i df . i | /894- he/ mat pash. aspx/ t r ackback/ Bl ock 1
54, 153.33.145 |[wnited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
: : Unaut hori zed URL Access to
66.249.78.190 I srael 147.237.77. 176 [nat pash. i df . i | wwn cogat . i df . i | /usef ul i nf ormati on/ i dkoni i pages/ 02112010. aspx Bl ock !
. - Paraneter Read Qnly Molation in
2.53.37.8 | srael 147.237.72. 166 |aka. i df . i | W aka i df i 1/ chi nuch/ gener al / def aul t. asp None 1
. nobi | e. nei tav. i df. .
184. 105. 247. 196|lhited Sates 147.237. 76. 39 | Unaut hori zed URL Access to 147.237.76. 39/ B ock 1
123. 59. 59. 52 Chi na 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to www gyer . coni 894- he/ nakhal . aspx B ock 1
. . Uhaut hori zed URL Access to
66.249. 65.217 |l srael 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ si p_st or agel {1 es/ 8/ 69738 pf Bl ock 1
68.180.231.43 [lnited Sates 147.237.77.216|dover.idf .il Paranet er Type Mol ati on PageNumin wa i df . i|/1815- he/ dover . aspx |Bl ock 1
207.46.13. 21 Lhited Sates  |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/sip storage/files/3/ B ock 1
157. 55. 39. 65 Lhited Sates 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
. . Unaut hori zed URL Access to
66.249. 65. 224  [Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ rmi n/ smal i nd showbi g. aspx Bl ock 1
109. 65. 160. 62 |l srael 147.237.72. 156 [aman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
38.111.147.83 [lhited Sates 147.237.77.216|dover.i df .i | D stributed Uhaut hori zed URL Access on wawidf.il/error. htm B ock 1
217. 69. 133. 244 F“SS;:I”ion 147.237.72. 166 |aka. i df . i | Unknown Paraneter docid in aka.idf.il/kanar/klali/default.asp None 1
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