04-10-2016-05:04:08 to 04-10-2016-06:04:08

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |
4, 000"
3, 000+" M dover.idf.il
. W aka.idf.il
2, 000+" M navy.idf.il
- M nadimatal .idf.il
Nur(;ber 1, 000" M nat pash.idf.il
Atacks - :e'ldfﬁll tz. aka.idf.il
- . WAW, Chanal Z. aka. | .I
§ $ 3 § A § N s & §
S8 Iy O s & W awidfil
RS N A & PP eitan. aka.idf.il
s @ > > M svivaid.il
& &
&
Top Tar get
[Top Attackers |
4, 000
3, 000-
MW 167. 114. 156. 16
’ 192. 168. 173. 102
2. 000- W 41.33.231.90
209. 126. 127. 17
Nu gber . B 212. 143. 142. 56
2 tacks 1. 000 W 94. 230. 86. 217
11 207. 241. 229. 105
- W 172.56. 11. 30
A AR A 08287
0- S N - M 106. 38. 241. 149
& QD W o o NG N
N N/ N & v © >
A AL SN RPN
SAK- g e 2 S DN

Top Attackers



|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb I n drop 4158
209. 126. 127. 17 Lhited Sates 147.237.77. 176 nat pash. i df.i | B ock_Udp Al _Nets dr op 4
209. 126. 127. 17 Lhited Sates 147.237.77. 74 lawidf.il B ock Udp Al Nets drop 4
81.218. 65. 210 I srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
209. 126. 127. 17 Lhited Sates 147.237.77. 235 sviva idf.il Bl ock Udp All Nets drop 3
209. 126. 127. 17 Lhited Sates 147.237.77. 19 lawforumidf.il Bl ock_UWp Al _Nets drop 3
209. 126. 127. 17 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | Bl ock_UWp Al _Nets drop 3
209. 126. 127. 17 Lhited Sates 147.237.77. 121 e.navy.idf.il B ock_Udp Al _Nets dr op 3
209. 126. 127. 17 Lhited Sates 147.237.77. 234 hal ag.idf.il B ock Wdp Al Nets drop 2
209. 126. 127. 17 Lhited Sates 147.237.77. 178 e. nat pash.i of .i | Bl ock Udp All Nets drop 2
184. 105. 139. 96 Lhited Sates 147.237.77. 205 prishaidf.il B ock Np Al Net drop 1
184. 105. 139. 76 Lhited Sates 147.237.77. 235 sviva.idf.il B ock Np Al _Net drop 1
93. 215. 29. 93 Ger nany 147.237.0. 33 idf.il B ock Np Al _Net drop 1
198. 20. 69. 74 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock Np Al Net dr op 1
184. 105. 139. 84 Lhited Sates 147.237.77. 233 atal.idf.il Bock Np Al Net drop 1
184. 105. 139. 68 Lhited Sates 147.237.77. 170 naar achot . i df .i | B ock Np Al Net drop 1
184.105. 139. 112 Lhited Sates 147.237.8. 14 e.orchot.idf.il B ock Np Al _Net drop 1
184. 105. 139. 84 Lhited Sates 147. 237.0. 19 madi matal .idf.il Block Np Al Net drop 1
93. 215. 29. 93 Ger nany 147.237.0. 34 tikshuv.idf.il B ock Np Al _Net drop 1
66. 240. 192. 138 Lhited Sates 147.237.0. 19 nadi matal .idf.il B ock_Udp All _Nets dr op 1
184. 105. 139. 96 Lhited Sates 147.237.0. 35 akaws. i df.il Bock Np Al Net drop 1
184. 105. 139. 72 Lhited Sates 147. 237.0. 33 idf.il Block Np Al Net drop 1
93. 215. 29. 93 Ger nany 147.237.0. 17 mny-kosher-kravi .idf.il B ock Np Al _Net drop 1
184. 105. 139. 116 Lhited Sates 147. 237.72. 217 eidf.il Block Np Al Net drop 1
184. 105. 139. 84 Lhited Sates 147.237. 8. 28 e.nobil e-ks.idf.il B ock Np Al _Net drop 1
93. 215. 29. 93 Ger many 147.237.0. 35 akaws. i df .il B ock Np Al Net dr op 1
71.6.135.131 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il B ock Udp Al Nets drop 1
184. 105. 139. 96 Lhited Sates 147.237. 0. 200 ndu. i df . | Bock Np Al _Net drop 1
184. 105. 139. 76 Lhited Sates 147.237.77.212 e.dover.idf.il B ock Np Al _Net drop 1
93. 215. 29. 93 Ger nany 147.237.0. 19 nadi matal .idf.il B ock Np Al _Net drop 1
184. 105. 139. 116 Lhited Sates 147. 237.77. 227 e. hanaz. i df .i | Block Np Al Net drop 1
184. 105. 139. 84 Lhited Sates 147.237.77. 226 wwn chanat z. aka. i df . i | B ock Np Al Net dr op 1
71.6.146. 185 Lhited Sates 147.237.72.217 e.idf.il B ock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
149.56.110. 176  [Wited Sates 147.237.76. 86 navy.idf.il C1000074: HTTP: naj estic bot B ock 2
149. 56. 110. 176 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
61.135. 189. 122 Chi na 147.237.76. 31 nakchal .idf.il [Cl1000071: HTTP: User Agent Sogou+web+spi der B ock 1
151. 80. 31. 172 France 147.237.72.166 |aka.idf.il Cl000146: HTTP. AnrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

fdt d"’:ceki Target Address Actotu"’r‘]ctkre; ‘Ste ‘Signature ‘Count‘
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
191 183, 38, 187 |147. 237 0. 33 |<orea Republic| 4 | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
88.204. 187.90 [147.237. 72. 217 |Kazakst an eidf.il ET SCAN NMAP -sS wi ndow 2048 1
24.182.16. 6 147.237.0.35 |lhited Sates |akavs.idf.il ET SCAN Potential SSH Scan 1
24.182.16.6 147.237.0.16 |lhited Sates |ny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
208. 100. 26. 228 [147.237.76.31 |[lLhited Sates |nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
201 173.37.99 |147. 237 72. 217 |Mexti co cid il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
001 173.37. 99 1147 237 72. 14 |vexii co dover. i i1 (0l d) ET SISAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
88.204.187.90 |147.237.72. 217 |Kazakst an eidf.il ET SCAN NVAP -sS wi ndow 4096 1
88.204. 187.90 [147.237. 72. 217 |Kazakst an eidf.il ET SCAN NVAP -f -sS 1
24.182.16.6 147.237.0.33 |lhited Sates [idf.il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 [147.237.8.50 [lhited Sates e tikshuv.idf.il ET SCAN Potential SSH Scan 1
001 173.37. 99 |147. 237 72. 156 |vexi co SR ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
198.20.69. 74  |147.237.72.166 |lLhited Sates |aka idf.il ET DROP Dshiel d B ock Li sted Source 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Geo- 1 ocati on

192.168. 173. 102 147.237.77. 216 |dover.idf.il Geo- | ocati on i nbound enf or cenent nonitor |342
enf or cenent
o Geo-l ocati on S .
192.168. 173. 102 147.237.72. 166 |aka.idf.il Geo- 1 ocati on i nbound enf or cenent nonitor |[207
enf or cenent
41.33.231. 90 Egypt 147. 237.77. 216 |dover.idf.il drop SAMrul e drop 36
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
207.241.229. 105|hited Sates |147.237.72. 166 |aka.idf.il drop SAMrul e drop 8
S reanming Engi ne: TCP i i ssi
172.56.11.30  |lited Sates |147.237.72. 166 |aka i cf.il M NG ENQINE:  TLFinvalid segnent ret ransmssi on. Packet drop 6
Inval i d Retransnissi onfdropped.
reamng BEngi ne: T i i ssi
79.181.228.72 |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP|imvalid segnent retransnission. Packet drop 6
I nval i d Retransnissi onfdropped.
106. 38. 241. 149 |Chi na 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 5
94.230.86.217 |lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor (5
94.230. 86. 217 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber monitor |4
212.34.11.42 Jor dan 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
i S reaming Engi ne: TCP i i ssi
130.193.37.16 |Ssian 147.237.0.34  |tikshuv.idf.il mng tngi ne.  1LFInval id segnent retransmission. Packet dr op 3
Federation Inval i d Retransnissi onfdropped.
37.46.39.52 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni tor |2
164, 138. 23. 232 IF;;IEH:??C 147. 237. 7. 216 |dover. i f .i Bad TCP sequence  |invalid A nunber dert |2
Iran, Islamc . . . .
164. 138. 23. 232 Republ i ¢ of 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber monitor |2
S reaming Engi ne: TCP i i ssi
68.180.229.89 |lited Sates |147.237.72. 166 |aka.idf.il mng tngi ne.  1LFInval id segnent retransmission. Packet drop 2
I nval i d Retransnissi onfdropped.
208.115.113.84 |lhited Sates |147.237.77.74 |lawidf.il dr op SAMrul e drop 1
Non- conpl i ant TCP packets coming from
S reaning Engi ne: TCP i i
37.26.146.197 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g miltiple external sources vere detected. This |, 1
anonal y det ect ed nmay result frompotentia network
configuration probl em
184. 105. 139. 124|wnited Sates  |147.237.0.17 E"I"I kosher-kravi. i oy At t ack SYN -> SYN-ACK -> RST reject |1
149.50.87.139  [Israel 147.237.77. 226 Wi“l"'“ha”atz' aka.1dl 1gad TCP sequence Inval i d ACK nurber moni tor |1
106. 38. 241. 106 |Chi na 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
74.82.47.26 Lhited Sates |147.237.77.226 "f"l""‘ chanatz. aka. 1df |\ At t ack SYN -> SYN-ACK -> RST reject |1
184. 105. 247. 236|Uhited Sates |147.237.76.39 |nobile neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
' o Geo-1 ocati on o
169. 229. 3. 90 Lhited Sates |147.237.77.227 |e.hanaz.idf.il Geo- | ocation i nbound enf or cenent drop 1
enf or cenent
134.35.140.38 |lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber nonitor |1
96. 89. 29. 253 Lhited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
Geo-1 ocati on
184. 105. 247. 199|ULhited Sates |147.237.76.198|e.yohal an.idf.il Geo-1 ocation i nbound enf or cenent drop 1
enf or cenent
74.82.47. 47 Lhited Sates [147.237.77.179|e.nazi.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
1.152. 96. 20 Australia 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d ACK nunber alert 1
: - Geo-1 ocati on o
141.212.122.238|lhited Sates |147.237.76.201|e.ata .idf.il Geo- | ocati on i nbound enf or cenent drop 1
enf or cenent
96. 89. 29. 253 Lhited Sates [147. 237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor (1
. . . Geo-1 ocati on o
184. 105. 247. 207|lhited Sates |147.237.76.197 |e.hinush.idf.il Geo- | ocation i nbound enf or cenent drop 1
enf or cenent
. D Geo-1 ocation o
120. 132. 84. 157 |Chi na 147.237.0.200 |ndu.idf.il Geo-1 ocati on i nbound enf or cenent drop 1
enf or cenent
1. 152. 96. 20 Australia 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
172.56. 29. 79 Lhited Sates [147.237.77.216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
- o Geo- | ocati on o
141.212. 122. 253|lhited Sates |[147.237.8.14 |e.orchot.idf.il Geo- | ocation i nbound enf or cenent drop 1
enf or cenent
99. 253. 154. 134 [Canada 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 1
216.218.206. 112|lLnited Sates |147.237.72. 167 |ishurimaka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
184. 105. 247. 211|Wited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Geo-1 ocati on
169. 229. 3. 90 Lhited Sates |147.237.8.28 |e.nobile-ks.idf.il Geo-1 ocati on i nbound enf or cenent drop 1
enf or cenent
. . Bl ock HTTP Non _
8. 37.227.69 Lhited Sates 147.237.77. 216 |dover.idf.il . Response out of state nmonitor |1
Conpl i ant
180. 94. 74. 33 Lhited Sates |[147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
143.229.238. 173|thited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid AGK nunber noni tor |1
99. 253. 154. 134 [Canada 147.237.77. 216 |dover.idf. i1 Bad TCP sequence I'nval i d ACK nunber nonitor (1
. e Bl ock HTTP Non )
70.39.186.222 |lhited Sates |147.237.77.216 |dover.idf.il . Response out of state nonitor |1
Conpl i ant
184. 105. 247. 231 |Uhited Sates |147.237.77.233|atal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 90 Uhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
134.35.140.38 |lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert
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A tacker

Devi ce

ountry ‘Target Address |Site Sgnature Action ‘Count

66. 249. 83. 158 |l srael 147.237.77.216|dover. i df .i | D stributed Unaut horized LRL Access on waw idf.il/error. htm Bl ock 4
46.19.85.124 |Israel 147.237.0.19 |nadi matal .idf.il|Suspicious Response Code B ock 3
66. 249. 65. 224 [Israel 147.237.77. 216 |dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 2
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 65. 224 B ock 2
54.153.33.145 |Wwited Sates [147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
157.55.39. 205 |lhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
66. 249. 83. 155 |l srael 147.237.77.216|dover. i df .i | D stributed Unaut horized LRL Access on waw idf.il/error. htm Bl ock 1
23.106. 244. 134 |Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Distributed Unauthorized URL Access on waw chi nuch. aka. i df . il/404. ht m{B ock 1
68.180.231.43 |lnited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to vwwu i df.il/newsitel/ novies/strike_heb2. asf  |Bl ock 1
66. 249. 65. 217 |l srael 147. 237.72. 166 |aka. i df . i | ﬂ?ﬁ’tzg(;r.i7zfdlé§‘mpfﬁf§zaf? il showbi g. aspx B ock 1
8.18.120.90  [Lhited Sates |147.237.77.216|dover.idf.il mﬂt (;‘fo_ri'lz/esc:]at‘:a/ﬁgzreizn:fol of header upper Bl ock 1
184. 168. 200. 23 |Lhited Sates |147.237.76.200|ei tan. aka. i df.i| |Uauthorized URL Access to eitan. aka.idf.il/wp/ wp-adnin/ B ock 1
31.13.112.121 (ireland 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on wweidf.il/error. htm B ock 1
84.95.208.20 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 994-8517-he/ atal . aspx  |Bl ock

23.80.148.11 |lhited Sates |147.237.76.147|chi nuch. aka. i df . i muf;mlﬂff iklfi‘ d’?ficflszh;?e W user cont rol f header upper B ock 1
200. 98. 255. 231 |BFrazi 147.237.76.200|ei tan. aka. i df . i | |Unauthorized URL Access to eitan. aka.idf.il/ol d/ wp-admin/ B ock 1
66.249. 83. 161 |[lIsrael 147.237.77. 216 |dover.idf .il D stributed Unhaut hori zed LRL Access on waw idf.il/error. htm B ock 1
119.81.52.55 |9 ngapore 147.237.76.200|ei tan. aka. i df . i| |Unauthorized URL Access to eitan. aka.idf.il/bl og/wp- adnin/ B ock 1
23.81.247.225 |Wiited Sates |147.237.76. 147 |chi nuch. aka. i df . i|DO stributed Unaut hori zed URL Access on wa chi nuch. aka. i df . i|/404. ht m|Bl ock 1
68.180. 228.37 |[Lhited Sates |147.237.77.234|hal ag.idf.il m“lt:g?rs'tfig atLR; fcdcfefls /:Zm)l ot oo/ shar e User cont 10 </ nevimend B ock 1
54, 147. 44. 247 |wited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/1294-en/ww i df.il/english B ock

157.55.39. 183 |Wnited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/anan B ock 1
66. 249. 66. 125 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1238- he/ r ef uah. aspx Bl ock 1
23.106.161.22 |lhited Sates |147.237.72.166|aka. i df.il m“;:gii jf‘??ll/"nlm ﬁf;.ejﬁs/tﬁ o5k gener al . aspx Bl ock 1
68. 180. 229. 241 |Lited Sates |147.237.77.176 |natpash. i df .| |72 ameter Type Molation PageNimin Bl ock 1

wane cogat . i df . i | /901- he/ cogat . aspx
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