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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 3978
197. 29. 15. 184 Tuni si a 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3005
109. 67. 228. 35 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2794
5.108. 141. 32 Saudi Arahia 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 1455
197.15.9. 10 Tuni si a 147.237.77. 216 dover.idf.il HTTP- M SC- Acunet i x- pr oduct 3 dest - r eset 715
197. 29. 15. 184 Tuni si a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 713
197. 29. 15. 184 Tuni si a 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 440
197. 31. 106. 214 Tuni si a 147.237.77. 216 dover.idf.il B ock_Udp All _Nets drop 284
197. 31. 106. 214 Tuni si a 147.237.77. 216 dover.idf.il Invalid TP H ags drop 79
81. 218. 65. 210 | srael 147.237. 72. 166 aka.idf.il Block Udp All Nets drop 12
197.15.9. 10 Tuni si a 147.237.77. 216 dover.idf.il \¢b- et c/ passwd- D r - Tr aver sal dest - r eset 8

5. 108. 141. 32 Saudi Arabi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7

5. 108. 141. 32 Saudi Arabi a 147.237.77. 216 dover.idf.il JLIMPurple Gon Linmt Htp drop 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_Udp All _Nets drop 2
5.108. 141. 32 Saudi Arabi a 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 2
197.15.9. 10 Tuni si a 147.237.77. 216 dover.idf.il HTTP- M SC- Acunet i x- pr oduct 2 dest - r eset 2

84. 95. 208. 20 | srael 147.237.77.74 lawidf.il network flood | Pv4 TCP- FI N ACK drop 2
197. 29. 15. 184 Tuni si a 147.237.77. 216 dover.idf.il DC5- HTTP-fi ref | ood dest - r eset 2
197. 31. 106. 214 Tuni si a 147.237.77. 216 dover.idf.il DCs- HTTP-fi ref | ood dest - r eset 2
184. 105. 247. 194 Lhited Sates 147.237.77. 227 e hanaz.idf.il [B ock Udp All Nets drop 1
42.112.10. 75 Vi et nam 147.237.0. 200 mdu. i df . i | Invalid TP H ags drop 1
42.112.10. 84 Vi et nam 147.237.0. 200 mdu. i df . i | Invalid TGP H ags drop 1
188.138. 1. 218 Cer many 147.237.8. 24 e lifestyle.idf.[B ock Udp All Nets drop 1
42.112.10. 80 Vi et nam 147.237.0. 200 mdu. i df . il Invalid TGP H ags drop 1
204. 42. 253. 2 Lhited Sates 147.237.76. 30 hi nush. i df .i | Bl ock_UWp Al _Nets drop 1
172.58.224. 78 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
42.112.10. 85 Vi et nam 147.237.0. 200 mdu. i df . i | Invalid TP H ags drop 1
42.112.10. 81 Vi et nam 147.237.0. 200 mdu. i df . i | Invalid TGP H ags drop 1
184. 105. 139. 110 Lhited Sates 147.237.77. 74 lawidf.il Bl ock Udp All Nets drop 1
42.112.10. 87 Vi et nam 147.237.0. 200 mdu. i df . il Invalid TGP H ags drop 1
42.112.10. 65 i et nam 147. 237. 0. 200 mdu. i df il Bl ock_UWp Al _Nets drop 1
42.112.10. 83 \i et nam 147.237. 0. 200 mu. i df il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 5
199. 58. 86. 211 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 3
144.76.12. 75 Ger nany 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Bl ock 2
89. 163. 148. 58 Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
61.135. 189. 122 Chi na 147.237.76. 31 nakchal .idf.il [Cl1000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Country

|Signature

66.249. 78. 15 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 116
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
208. 100. 26. 228 147.237.77. 121 Lhited Sates e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
208. 100. 26. 228 147. 237.72. 156 Lhited Sates aman.idf.il ET SCAN Potential SSH Scan 1
162. 248. 100. 195 147.237.76. 34 Lhited Sates yohal an. i df .| ET SCAN NVAP -sS wi ndow 1024 1
208. 100. 26. 228 147.237.77. 227 Lhited Sates e. hamaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
208. 100. 26. 228 147. 237.72. 167 Lhited Sates i shurimaka.idf.il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 147.237.0. 200 Lhited Sates mu.idf il ET SCAN Potential VNC Scan 5900- 5920 1
185. 77. 91. 113 147.237.77. 74 Tur key lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
80.82.78.38 147. 237. 77. 205 Net her | ands prishaidf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address ([Ste Signature
197.29.15.184 |[Tunisia 147.237.77. 216 |dover.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5906
5.108. 141. 32 Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1314
197.31.106. 214 |[Tunisia 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 556
197.29.15.184 |[Tunisia 147.237.77. 216 |dover.i df .i SYN At t ack rej ect 279
84.95.208.20  |israel 147, 237.76. 200 |eitan aka i 1 | S NG Engine: TP Inval id invalid segnent retramsmission. |, o 222
Ret ransni ssi on Packet dropped.
5.108. 141. 32 Saudi Arabia 147.237.77. 216 |dover.i df i drop drop 215
5.108. 141. 32 Saudi Arabia 147.237.77. 216 |dover.i df .i | drop SAMrule drop 197
197.29.15.184 |Tunisia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 132
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 25
197.15.9. 10 Tuni si a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 18
197.29.15.184 [Tunisia 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 16
84. 95. 208. 20 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 10
197.31. 106. 214 |Tunisia 147.237.77. 216 |dover.idf.il SYN Attack rej ect
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
31.154. 149. 143 | srael 147. 237.72. 166 |aka i of . i Streaning Bngine: TCP Invalid |invalid segnent retransmission. | 6
Ret r ansni ssi on Packet dropped.
197.31.106. 214 |[Tunisia 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
46. 19. 85. 52 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
85.65.199. 133 |lsrael 147.237.77. 233 |atal .idf.il drop Frst packet isn't SYN drop 5
91.200. 12. 114  |lkrai ne 147.237.77. 170 |m@arachot.idf .il  |dr op SAMrul e drop 4
197.31. 106. 214 [Tunisia 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |4
5.102.242.86  |Israel 147.237.77. 243 |mubile.i o .11 Streamng Engi ne: TCP Invalid invalid segnent retramsmission. |, o 3
Ret ransni ssi on Packet dropped.
91.200.12. 114  |lkrai ne 147.237.72. 166 |aka.idf . il dr op SAMrul e drop 3
37.26.148.157 | srael 147. 237, 72. 166 |aka i of . i Streaning Bngine: TCP Invalid |invalid segnent retransmission. | 3
Ret r ansni ssi on Packet dropped.
66.249.78.223 |wnited Sates  |147.237.77. 243 |nobile.idf. il Streamng Engi ne: TCP Invalid finvalid segnent retransissi on. drop 3
Ret r ansni ssi on Packet dropped.
81.218.154. 78 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
197. 31. 106. 214 |Tunisia 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber alert 3
60.211.5. 20 Chi na 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
197. 31. 106. 214 |Tunisia 147.237.77. 216 |dover.idf .i Bad TCP sequence Invalid sequence nunber noni t or 2
197.29. 15. 184 Tuni si a 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
66.249.64.119 |Uited Sates  |147.237.76.86 |navy.idf.il Streaning Bngine: TCP Invalid |invalid segnent retransmission. | 2
Ret r ansni ssi on Packet dropped.
197.15.9.10  [Tunisia 147.237.77.243|mbileicf.il  [Bad TOP sequence Sy etransmi with different monitor |2
40.77.167.86  |hited Sates  |147.237.77. 234 |hal ag.i cf il Streamng Engi ne: TCP Invalid Jinvalid segnent retransmssion. | o, 2
Ret r ansni ssi on Packet dropped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
151.80.31. 155  |France 147.237.77. 243 |robi l e. i of .| Streamng Engi ne: TCP Invalid finvalid segnent retransissi on. drop 2
Ret r ansni ssi on Packet dropped.
81.218.154.78 |[Israel 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
85. 65.199. 133 |l srael 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 2
197.29.15. 184 |Tunisia 147.237. 77. 216 [dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 2
157. 55. 39. 65 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
110.53.183.62 |China 147.237.77. 74 [lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
197.15.9.10  [Tuwnisia 147. 237.77. 216 |dover i df .| Bad TCP sequence Zﬁg‘iﬁ{ﬁ;ﬁ;ﬁﬁgfth moni tor |1
83.170.111. 152 |United Ki ngdom [147.237.76. 148 |gqcenter. aka. i df.illdr op drop
46.121.214.93 |Israel 147.237.76. 42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
164. 138. 23. 232 ::ara;z'u :zlzﬁ'c 147. 237. 77. 216 |dover. i of .| Bad TCP sequence Invalid ACK nunber aert 1
141.212. 122. 205|Lhited Sates 147.237. 76. 148 |gacent er . aka. i of . i |dr op drop
185.77.91. 113  [Turkey 147.237.77. 121 |e. navy. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
157.55.39. 183 |lhited Sates 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Count ry Target Address |Site S gnature Action ‘Count

84.95.208.20 |Israel 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 Bl ock 94
84.95.208.20 |[lsrael 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 84
84. 95. 208. 20 | srael 147.237.77. 226 V\:A:W chamat z. aka. i df Mil tiple Uhauthorized URL Access from 84. 95. 208. 20 B ock 15
66. 220. 145. 246 |Lnited Sates [147.237.77.216|dover.idf.il Distributed Uhauthorized URL Access on waw idf.il/error. htm B ock 6
5.102.242.86 |lsrael 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unauthorized URL Access from5. 102. 242. 86 B ock 5
66. 220. 145. 244 [Wnited Sates [147.237.77.216|dover.idf.il Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 5
84.95.208.20 |Israel 147.237.77.233|atal .idf.il Mil ti pl e Unauthorized URL Access from 84.95. 208. 20 B ock 4
84.95.208.20 |[lIsrael 147.237.77. 226 \A:A:N chanat z. aka. i df Distributed PP Attenpt B ock 3
84.95.208.20 |Israel 147.237.77.233|atal .idf.il PHP Attenpt Bl ock 3
5.102.242.86 |l srael 147.237.77. 243 |nobi | e. i df . i | :;;“It : cl"(;fsz' ; t’;eggrcﬁsem o es/ i stehi | ddocunent s 1362 B ock 2
66. 220. 145. 245 [Wited Sates [147.237.77.216|dover.idf.il Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 2
84.95.208.20 |Israel 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 2
5.102.242.86 |lsrael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
66. 220. 145. 243 [Wited Sates [147.237.77.216|dover.idf.il Ostributed Waut hori zed URL Access on waw i df.il/error.htm B ock 2
198.58.103.91 |lLhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df.il/1294-he/ wawn idf.il B ock 1
114.108. 214. 78 |Philippines  |147.237.77. 216 |dover. i df .i | mult (?fo_ri'lzle;ijpi’;‘ofgg;sfsi Itec;/ 24812, prg B ock 1
31. 154. 149. 143 |l srael 147.237.72. 166 |aka. i df . i | mn:g : Z?r ?rf;mer N;‘\!hiﬁﬁzmégpi None 1
121.54.54.57  |Phili ppines 147.237.77.216|dover . i df . i Unaut hori zed URL Access to wawidf.il/error.htm B ock 1
40.77.167.105 [lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp|B ock 1
66. 249. 65. 224 |Israel 147.237.77.216|dover. i df . il Mil tiple Uhauthorized URL Access from 66.249. 65. 224 B ock 1
156. 208. 71. 26 |Egypt 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to vwwidf.il/arr/ B ock 1
84.95.208.20 |[lsrael 147.237.77. 216 |dover.i df . il Ostributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 1
82. 24. 139. 226 ?i;:gom 147.237.0.34 |tikshuv.idf.il \;T\rwa?ﬂz[]ujyf’;\f F'lzitizlnggiz'r; ' gspx B ock 1
157.55.39. 250 |thited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to aka.idf.il/main/smalinmhtn/8. asp B ock

105. 106. 3. 106 |A geria 147.237.77.216|dover.i df . il Ill1egal URL Path Encoding wawidf.il/ar/27% B ock 1
82. 24.139. 226 zi;;gom 147.237.0.34 |tikshuv.idf.il mafﬁ(gmjyf);\f ;)Ilzititglngcejgglrgl ' gspx Bl ock 1
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