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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 3883
5.108. 141. 32 Saudi Arabia 147.237.77. 216 dover.idf.il B ock_Up Al _Nets dr op 1540
197. 31. 106. 214 Tuni si a 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 419
197. 31. 106. 214 Tuni si a 147.237.77.216 dover.idf.il Inval i d TP H ags drop 76
105. 154. 161. 197 Mbr occo 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 25
41.141. 167. 94 Mor occo 147.237.77. 216 dover.idf.il B ock_ Wp Al _Nets drop 17
41. 141. 81. 207 Mor occo 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets drop 9
197. 31. 106. 214 Tuni si a 147.237.77. 216 dover.idf.il DOB- HITP-fi ref | ood dest - r eset 5
41.249. 62. 47 Mor occo 147.237.77. 216 dover.idf.il HTTP- M SG- Acunet i x- Ur | dest - r eset 4
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets drop 3
41.251.172. 209 Mbr occo 147.237.77. 216 dover.idf.il Invalid L4 Header Length drop 2
173. 208. 197. 254 Lhited Sates 147.237. 76. 31 nakchal .idf.il bl ock-sp-traf1 forward 2
74.91.23. 110 Lhited Sates 147.237. 76. 147 chi nuch. aka. i df .i | bl ock-sp-traf 1 forward 2

41. 224. 66. 164 Tuni si a 147.237.77. 216 dover.idf.il B ock_Up Al _Nets dr op 2
107. 150. 32. 58 Lhited Sates 147.237. 76. 39 nobi | e.neitav.idf.il |bl ock-sp-trafl forward 2
74.91.17.180 Lhited Sates 147.237.76. 200 eitan. aka.idf.il bl ock-sp-traf 1 forward 2
41.141. 163. 82 Mbr occo 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 2
173. 208. 197. 252 Lhited Sates 147.237. 76. 30 hi nush. i df.il bl ock-sp-traf 1 forward 2
74.91. 18. 46 Lhited Sates 147.237.77.170 naar achot . i df .| bl ock-sp-traf 1 forward 2
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 1
41.141.161. 39 Mor occo 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
185. 56. 28. 67 Net her | ands 147.237.77.179 e.nazi.idf.il B ock_Udp Al Nets drop 1

82. 145. 208. 69 Eur ope 147.237.77. 216 dover.idf.il B ock |p Vb In drop 1

41. 251. 149. 86 Mor occo 147.237.77.216 dover.idf.il B ock_ Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount |
41.249. 62. 47 Mbr occo 147.237.77.216 |dover.idf.il |10767: HITP. Acunetix Security Scanner B ock 2
185. 106. 92. 47 Russian Federation [147.237.77.235 |sviva.idf.il |20086: HITP: Mi ebl ackcat Security Scanner B ock 2
199. 30. 24. 182 Lhited Sates 147.237.0. 34 ti kshuv.idf.il[C1000138: HITP. prefix 1.01 in the UR B ock 2
157. 55. 39. 201 Lhited Sates 147.237.0. 34 ti kshuv.idf.il[C1000138: HITP. prefix 1.01 in the UR B ock 2
185. 106. 92. 47 Russi an Federation |147.237.77.235 |sviva.idf.il |20085 HITP. Miebl ackcat Security Scanner Initial Request B ock 1
41. 249. 62. 47 Mor occo 147.237.77.216 |dover.idf.il |3999: HITP. Qoss Ste Scripting Atack in HITP Header Bl ock 1
61.135.189.122 [China 147.237.76.31 |nakchal . i df.i||C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38.241. 106  [Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
2.91.170. 122 Sudi Arabia 147.237.77.216 |dover.idf.il [3630: HITP. SQ Injection (Bool ean |dentity) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address At tacker

Signature

Gountry
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
62. 47. 237. 29 147.237.8.27 |Austria e.madimatal .idf.il ET SCAN Potential SSH Scan 2
62.47.237. 29 147.237.77. 226 |Austria waw chanat z. aka. idf . i1 [ET SCAN Potential SSH Scan 1
13.92.187.228 [147.237.76.177|Wited Sates  [ncore.idf.il ET SCAN NVAP -sS wi ndow 2048 1
62. 47. 237. 29 147.237.77. 212 |Austria e. dover.idf.il ET SCAN Potential SSH Scan 1
208.100. 26. 228 |147.237.77.212|Whited Sates  |e dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
62. 47.237.29 147.237.77. 170 |Austria maar achot . i df .i | ET SCAN Potential SSH Scan 1
208. 100. 26. 228 [147.237.8.45 |Wnited Sates |e.eitanidf.il ET SCAN NVAP -sS w ndow 1024 1
62.47.237. 29 147.237.76. 176 |Austria test.ncore.idf.il ET SCAN Potential SSH Scan 1

ET SCAN Behavi oral Uhusual |y fast inbound Tel net

186. 124. 175. 187|147.237.0.33 |Argentina idf.il Qonnect i ons, Potentia Scan or Brute Force 1
62. 47. 237. 29 147.237.76.31 |Austria nakchal . i df il ET SCAN Potential SSH Scan 1
113.210.24.10 |147.237.0.34 |Mlaysia tikshuv.idf.il Er SOAN Behavi oral .Lhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
62. 47.237. 29 147.237.8.24 |Austria elifestyleidf.il ET SCAN Potential SSH Scan 1
66.240.213.93 |147.237.0.34 |[Whited Sates  |tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
62. 47.237.29 147.237.0.19 [Austria madi matal .idf.il ET SCAN Potential SSH Scan 1
62. 47. 237. 29 147.237.77. 243 |Austria nobi | e.idf.il ET SCAN Potential SSH Scan 1
62.47.237. 29 147.237.0.15 |Austria kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
62. 47.237.29 147.237.77. 227 |Austria e. hanaz.idf .il ET SCAN Potential SSH Scan 1
62. 47. 237. 29 147.237.77. 216 |Austria dover.idf.il ET SCAN Potential SSH Scan 1
13.92.187.228 |147.237.76.177 |Lhited Sates  |ncore.idf.il ET SCAN NVAP -f -sS 1
62. 47.237.29 147.237.77. 179 |Austria e.nazi.idf.il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 |[147.237.76.176|lnited Sates  [test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
62. 47.237.29 147.237.77. 121 |Austria e navy.idf.il ET SCAN Potential SSH Scan 1
62. 47.237.29 147.237.76.42 |Austria refuah.idf.il ET SCAN Potential SSH Scan 1
185.106.92. 47  [147.237.77. 235 gjzg'im svivaidf.il ET WEB_SERVER Mii ebl ackcat scanner 1
66.240.213.93 |147.237.0.35 |Uited Sates |akaws.idf.il ET SCAN NVAP -sS wi ndow 1024 1
62. 47.237. 29 147.237.8.14 |Austria e.orchot.idf.il ET SCAN Potential SSH Scan 1
66.240.213.93 [147.237.0.17 |thited Sates  |mny-kosher-kravi.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
62. 47.237.29 147.237.0.16 |Austria ny- kosher-kravi . i df il ET SCAN Potential SSH Scan 1
62. 47.237. 29 147.237.77. 233 |Austria atal.idf.il ET SCAN Potential SSH Scan 1
41. 249. 62. 47 147. 237. 77. 216 [Mor occo dover.idf.il SERVER- WEBAPP server-info access 1
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|Top Attackers In FW |

Attacker Address |Attacker Gount ry Target Address |Ste |Signature

5.108. 141. 32 Saudi Arabia 147.237.77. 216 |dover. i of .i l[{dr op First packet isn't SYN drop 21874
41.102.113. 177 |Ageria 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 9597
197.31.106. 214 |Tunisia 147.237.77. 216 |dover.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1164
197. 31. 106. 214 |Tunisia 147.237.77. 216 |dover.idf.iI|SYN At t ack rej ect 989
38.111.147.86 |Wited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 836
217.78.62.175 |Palestinian Territory, Qcupied147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 232
105. 197. 185. 104 |Egypt 147.237.77. 216 |[dover.i of .i l[{dr op First packet isn't SYN drop 125
79.178.22.101 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 100
109. 67.228.35 |lsrael 147.237.77. 216 |dover.i of .i l[{dr op First packet isn't SYN drop 86
37.204. 142. 237 |Russi an Federation 147.237.77. 216 |dover. i of .i l{dr Op First packet isn't SYN drop 68
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 61
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.i of .i l[{dr Op First packet isn't SYN drop 57
5. 108. 141. 32 Saudi Arabia 147.237.77. 216 |dover.idf.il|dr op drop 48
68.180.231.43 |lLhited Sates 147.237.77. 216 |dover.i of . i l[{dr op First packet isn't SN drop 42
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.i of .i l[{dr Op First packet isn't SYN drop 39
157.55.39.205 |lhited Sates 147.237.77. 216 |dover. i of .i l{dr Op First packet isn't SYN drop 37
109. 186. 49. 99 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 36
46. 19. 85. 149 | srael 147.237.77. 216 |dover.i of .i l[{dr Op First packet isn't SYN drop 36
46.213.78.152 |Syrian Arab Republic 147.237.77. 216 |dover. i of .i l{dr Op First packet isn't SYN drop 30
5. 102. 242. 66 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 30
5.108. 141. 32 Saudi Arabia 147.237.77. 216 |dover.i of .i l[{dr Op SAMrul e drop 27
50. 87. 144.145 |lhited Sates 147.237.77. 216 |[dover.i of .i l{dr Op First packet isn't SYN drop 25
41.141. 167.94 Mor occo 147.237.77. 216 |dover.idf.iI|SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 24
41.141.161.39 |Morocco 147.237.77. 216 |dover.idf .il|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 23
41.141.167.94 |Morocco 147.237.77. 216 |dover.idf .il[Bad TCP sequence|SWretransmit with different w ndow scal e [monitor 23
162. 157. 233. 101|Canada 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 22
197. 45. 132. 217 |Egypt 147.237.77. 216 |dover.i of .i l[{dr op First packet isn't SYN drop 22
141. 0. 15. 207 Nor way 147.237.77. 216 |dover.idf.iI|SYN At t ack SYN -> SYN-ACK -> RST rej ect 21
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i of .i l[{dr op First packet isn't SN drop 20
185. 27. 105. 165 |l srael 147.237.77. 216 |dover.i of .i l[{dr op First packet isn't SYN drop 19
146. 185. 56. 190 |l srael 147.237.77. 216 |[dover.i of .i l{dr Op First packet isn't SYN drop 19
79.177.241.124 |lsrael 147.237.77. 234 |halag.idf.il|Bad TCP sequence|SNretransnit wth different w ndow scal e |noni tor 19
69. 125.172. 215 |lhited Sates 147.237.77. 216 |dover.i of .i l[{dr op First packet isn't SYN drop 18
108.41.16.180 |lLhited Sates 147.237.77. 216 |[dover.i of .i l{dr Op First packet isn't SN drop 18
66.249. 65. 224 |lLhited Sates 147.237.77. 216 |[dover.i of .i l[{dr op First packet isn't SN drop 18
105. 107. 248. 108|A geria 147.237.77. 216 |dover.i of .i l[{dr op First packet isn't SYN drop 18
194. 187. 168. 193|F ance 147.237.77. 216 |[dover.i of .i l{dr Op First packet isn't SYN drop 18
2.53.21. 202 | srael 147.237.77. 216 |dover.i of . i l[{dr op First packet isn't SN drop 17
5.102. 236. 218 |lsrael 147.237.77. 216 |dover.i of .i l[{dr op First packet isn't SYN drop 17
195. 34.150. 18 |Austria 147.237.77. 216 |[dover. i of .i l[{dr op First packet isn't SYN drop 16
109. 64. 233. 185 |l srael 147.237.77. 216 |dover.i of . i l[{dr op First packet isn't SN drop 16
139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.i of .i l[{dr op First packet isn't SYN drop 16
197. 31. 106. 214 |Tunisia 147.237.77. 216 |[dover. i of .i l{dr op First packet isn't SYN drop 14
37.26.146.241 |lsrael 147.237.77. 216 |[dover.i of . i l[{dr op First packet isn't SN drop 14
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i of .i l[{dr op SAMrul e drop 14
207. 46. 13. 47 Lhited Sates 147.237.77. 216 |[dover. i of .i l{dr op First packet isn't SYN drop 13
105.110. 53. 155 |Ageria 147.237.77. 216 |dover.i of . i l{dr op First packet isn't SN drop 12
89. 138. 195. 243 |l srael 147.237.76.42 |refuah.idf.i[Bad TCOP sequence|SWretransmt with different w ndow scal e [monitor 12
83. 130. 126. 139 |Israel 147.237.72. 166 |aka.idf .il |SYN Attack SYN -> SYN-ACK -> RST rej ect 12
85. 65. 150. 192 |l srael 147.237.77. 216 |dover.i of .i l[{dr op First packet isn't SN drop 12
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site S gnature Action ‘Count
41. 249. 62. 47 Mor occo 147.237.77.216 |dover. i df . i | Mil tiple Unauthori zed URL Access from 41. 249. 62. 47 B ock 6
219. 155. 147. 158|Chi na 147.237.76.86 |[navy.idf.il PHP Attenpt B ock 5
219. 155. 147. 158|Chi na 147.237.77. 176 |mat pash. i df . i | PHP Attenpt B ock 4
219. 155. 147. 158|Chi na 147.237.76.86 |navy.idf.il Mil tipl e Uaut hori zed URL Access from 219. 155. 147. 158 B ock 4
219. 155. 147. 158|Chi na 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unhauthorized URL Access from 219. 155. 147. 158 B ock 3
219. 155. 147. 158|Chi na 147.237.0.34 |tikshuv.idf.il Ml ti pl e Uhaut hori zed URL Access from 219. 155. 147. 158 B ock 3
219. 155. 147. 158|Chi na 147.237.0.34 |tikshuv.idf.il PHP Att enpt B ock 3
46. 19. 85. 160 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
109. 253. 206. 39 |l srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 2
31.178.144.59  |Pol and 147. 237.72. 166 |aka. i df . i | mu;:;rii dﬁ‘f(?l')‘::a?zfsgr;;’gom aspx B ock 1
219. 155. 147. 158|Chi na 147.237.0.15 |kosher-kravi.idf.il |Mitiple Wauthorized URL Access from 219. 155, 147. 158 B ock 1
109. 64. 106. 34 |l srael 147.237.77.216|dover.idf .il SSL Untraceabl e Connection - Qpen Mde None 1
74.91. 23. 110 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df.il Unaut hori zed URL Access to www. tt985. comd Bl ock 1
219. 155. 147. 158|Chi na 147.237.77.233|atal .idf.il PHP At t enpt B ock 1
219. 155. 147. 158|Chi na 147.237.72. 156 [anan. i df . i | PHP At t enpt B ock 1
41.249. 62. 47 Mor occo 147.237.77. 216 |dover.i df . i | Mal formed URL wawy acuneti x. ws: 443 B ock 1
157.55.39. 183 |Uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to waw i df . i|/newsite/ novi es/ yassi n7 B ock 1
2.91.170.122  |Saudi Arabia |147.237.77.216|dover. i df il Praneer pe Mo :f;}f;‘g;f‘;%‘j%irig;banner'aspx Bl ock 1
89.138. 195. 243 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx |B ock
66.249.66.121 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock

219. 155. 147. 158|Chi na 147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to waw navy.idf.il/plus/nytag js. php B ock 1
31.178.144.59  |Pol and 147.237.72. 166 |aka. i df . i | m”:k‘“;i? fﬁe;;rmg\!hiﬂiﬁmﬁ;pi None 1
219. 155. 147. 158|Chi na 147.237.0.15 |kosher-kravi.idf.il |PHP Attenpt B ock 1
79.177.241.124 |israel 147.237.77. 234 |hal ag.i df . i | ﬂ?etzg;r;;égmﬁnﬁgcgf/sssh;oe /bl let L. i B ock 1
219. 155. 147. 158|Chi na 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal .idf.il/bbs/utility/convert/index. php |Bl ock

219. 155. 147. 158|Chi na 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock

169. 229. 3. 90 Lhited Sates |[147.237.0.16 ir?/_ kosher -kravi . i df. Uhaut hori zed URL Access to 147.237.0. 16/ rec. dat B ock 1
2.91.170.122  |Saudi Arabia |147.237.77.216|dover. i df il b Jyt‘fn;f:t'sts/' o e sendtof 1T end. asp Bl ock 1
89.139. 175. 163 |Israel 147.237.77. 216 |dover. i df . i | mtiréft?‘i’tﬁﬂtm“}miiffi ILfL Access on Bl ock 1
72.9.148.10  |[United Sates [147.237.76.86 |navy.idf.il m“;gs;‘ e e/ navy. aspx. aspx Bl ock 1
41.141.161.39 |Morocco 147.237.77. 216 |dover.i df . i | D stributed Wauthorized URL Access on 147.237.77. 216/ B ock 1
110. 86. 186. 223 |Chi na 147.237.77. 216 |dover . i df . i | Unaut hor i zed HTTP Met hod B ock 1
83.130. 126. 139 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka.idf.il/main/giyus/forns.asp |B ock 1
219. 155. 147. 158|Chi na 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/plus/nytag js. php B ock 1
45.33.133.155 |Whited Sates |[147.237.77.216|dover.idf.il Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
2.91.170. 122 Sudi Arabia  |147.237.77.216|dover.idf . il Unhaut hori zed URL Access to waw i df.il/wp-admn B ock 1
173. 208. 197. 254 |United Sates |147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to ww tt 985. cond B ock 1
105. 154. 161. 197 [Mor occo 147.237.77. 216 |dover . i df . i | Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
74.91.17. 180 Lhited Sates [147.237.76.200|eitan. aka.idf.il D stributed Unaut hori zed URL Access on www. tt 985. coni B ock 1
41.141.163.82 |Morocco 147.237.77. 216 |dover.i df . i | D stributed Wauthorized URL Access on 147.237.77. 216/ B ock 1
156. 203. 28. 46  |Egypt 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ favi con. i co B ock 1
2.91.170.122  |Saudi Arabia |147.237.77.216|dover.idf. il \;Pjrwa'ztfe: J‘ffn;f;t':ts/' ggn?t of i endl sendt of 11 end. aspx B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Unhauthorized LR. Access to wau kosher-kravi.idf.il/default.aspx  |B ock 1
8.37.71.56 Wited Sates |147.237. 77. 216 |dover . i df . i | oLt Lot S o &t —va vEK504] eavab] aac Bock |1
197.31.106. 214 [Tunisia 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
107.150.32.58 |Lhited Sates |147.237.76.39 |nobile.neitav.idf.il |Dstributed Whauthorized URL Access on wwi tt782. cond Bl ock 1
74.91. 18. 46 Lhited Sates [147.237.77.170|nmaar achot.idf.il Unaut hori zed URL Access to ww tt 782. coni B ock 1
219. 155. 147. 158|Chi na 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to ww cogat.idf.il/plus/nytag_js. php B ock 1
219. 155. 147. 158|Chi na 147.237.72. 156 [anan. i df . i | Ml ti pl e Unhaut hori zed URL Access from 219. 155. 147. 158 B ock 1
41.141.167.94 |Morocco 147.237.77.216|dover.idf .i | Unhaut hori zed URL Access to 147.237.77.216/ Bl ock 1
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