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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
194. 150. 168. 79 Cer many 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 8441
90. 231. 228. 209 Sweden 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 7889
41.109. 34. 189 Ageria 147.237.77. 216 dover.idf.il|Block Udp All Nets drop 4966
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il|Block Ip Vb In drop 4128
65. 19. 167. 131 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 3841
46.19. 85. 79 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 3782
176. 10. 104. 243 Sii t zer| and 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 3653
93. 115. 95. 205 Anonynous Pr oxy 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 3539
216.17.101. 79 Lhited Sates 147.237.77. 216 dover. i df.i||TQP handshake viol ation, first packet not syn drop 3488
197. 16. 135. 221 Tuni si a 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 2941
105. 157. 81. 32 Mor occo 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2633
117.220. 123. 207 I ndi a 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2608
197.7.198. 64 Tuni si a 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2036
197. 27. 115. 96 Tuni si a 147.237.77.216 dover.idf.il|DOS HITP-firefl ood dest - r eset 1730
197.27.115. 96 Tuni si a 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 842
41. 140. 138. 50 Mor occo 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 810
193. 95. 29. 11 Tuni si a 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 756
176. 10. 99. 201 Sii t zerl and 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 745
41. 225. 186. 122 Tuni si a 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 738
141. 255. 156. 147 Net her | ands 147.237.77. 216 dover.idf.il|B ock Udp All Nets dr op 472
37.236.190. 8 Iragq 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 440
156.210.211. 117 Egypt 147.237.77.216 dover.idf.il|B ock Udp All Nets drop 233
41.232. 63. 102 Egypt 147.237.77. 216 dover.idf.il|{B ock Udp Al Nets drop 199
41.232. 44. 177 Egypt 147.237.77. 216 dover.idf.il|Block Udp All Nets drop 198
41.212.37.123 Kenya 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 186
197.29.7.216 Tuni si a 147.237.77. 216 dover.idf.il|B ock Udp All Nets drop 171
197.27.115. 96 Tuni si a 147.237.77. 216 dover.idf.il|Block Udp All Nets drop 163
197.7.198. 64 Tuni si a 147.237.77. 216 dover.idf.il|Block Udp All Nets drop 149
80. 255. 4. 76 Cer many 147.237.77. 216 dover.idf.il|TCP handshake viol ation, first packet not syn drop 119
171.25.193. 77 Sweden 147.237.77.216 dover.idf.il|DOS- LO C- TCP- 80- dun dest - r eset 89
64. 62. 219. 55 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 83
46. 32.123. 181 Jor dan 147.237.77. 216 dover.idf.il|B ock Udp All Nets drop 66
46. 165. 221. 230 Cer many 147.237.77. 216 dover.idf.il|DCS- LA C TCP- 80- cat dest - r eset 58
193. 90. 12. 88 Nor way 147.237.77.216 dover.idf.il|DOS- LO C- TCP- 80- dun dest - r eset 51
37.26. 147. 248 | srael 147.237.77.216 dover.idf.il|SYN H ood del ete reset drop 43
141. 255. 150. 235 Net her | ands 147.237.77. 216 dover.idf.il|Block Udp All Nets drop 36
0.0.0.0 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 34
193. 171. 202. 150 Austria 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn drop 26
46.121.108. 159 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 25
84.108. 190. 72 | srael 147.237.77.216 dover.idf.il|SYN Hood out of context drop 14
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 14
197.29.7.216 Tuni si a 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 13
185. 120. 125. 23 | srael 147.237.77. 216 dover.idf.il|SYNH ood del ete reset drop 12
212.199. 182. 150 | srael 147.237.77.216 dover.idf.il|SYN Hood out of context drop 7
37.238. 144. 63 Irag 147.237.77. 216 dover.idf.il|Block Udp All Nets drop 6
149. 78. 65. 41 Lhited Sates 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 6

5. 102. 253. 6 | srael 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 6
213.57.197.181 | srael 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 6
84.111.6.199 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 6

46. 19. 86. 136 | srael 147.237.77.216 dover.idf.il|SYN Hood out of context drop 6
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | rget Address |Site |Sgna1 ure Devi ce Action |Oount |
5.134. 114. 87 Spain 147.237.77.216 |dover.idf.il |CL000133: HTTP. (pisrael 2015 - key words and groups B ock 12
109. 67. 62. 225 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the LRL Bl ock 8
197.7.198. 64 Tuni si a 147.237.77.216 |dover.idf.il C1000133: HITP. (pisrael 2015 - key words and groups B ock 6
46.19. 86. 194 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HTTP. prefix 1.01 in the UR B ock 4
61.135.189.122 |thina 147.237.76.31 |nakchal .idf.il |Cl000071: HTTP:. User Agent Sogou-+web+spi der Bl ock 3
5. 39. 107. 135 France 147.237.77.216 |dover.idf.il C1000133: HTTP. Qpi srael 2015 - key words and groups B ock 1
106. 38.241. 106  |China 147.237.77.216 |dover.idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
157. 55. 39. 201 Lhited Sates 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the LRL Bl ock 1
197. 6. 14. 44 Tuni si a 147.237.77.216 |dover.idf.il 10725 TCP. LA C DDoS Tool B ock 1
66. 249. 78. 120 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HTTP. prefix 1.01 in the UR B ock 1




04-09-2016-19:04:01 to 04-09-2016-20:04:01

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
82.205.47.141 |147.237.77. 216 ?Cis;iig;a” Territory: | yover. i df. il ET WEB_SERVER LA C Javascri pt DDoS | nbound 40
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 9
90. 231.228.209 |147.237.77. 216 |Sweden dover.idf.il ET VBB SEFRVER LA C Javascri pt DDoS | nbound 4
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
ini i ET DC5 Large amount of TCP ZeroWndow - Possi bl e
82.205.47. 141 |147.237.77.216 ?Cis;i'géa” Territony, | over i df. il il lor2 Dg)s it ack 2
106. 246. 247.117|147.237.0. 15 |Korea, Republic of kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
45.32.233.114 |147.237.8.24 |Netherlands elifestyleidf.il ET SCAN NVAP -sS w ndow 1024 1
24.37.53.226 147.237.8.28 [Canada e.nobi | e-ks. idf.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
13.92.187.228 |147.237.76. 199 [Lhited Sates e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
180. 76. 170. 207 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
119.93.69. 131  [147.237.76.30 |Fhilippines hi mush. i df .i | ET SCAN Behavi oral .Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force

106. 246. 247. 117|147.237.0. 16 |Korea, Republic of ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
13.92.187.228 |147.237.76.199 |Lhited Sates e. nakchal .idf.il ET SCAN NVAP -sS w ndow 3072 1
13.92.187.228 |147.237.76.199[lhited Sates e. nakchal .idf.il ET SCAN NVAP -f -sS 1
174.37.194. 144 |147.237.76.197 |Lhited Sates e. hinush.idf.il ET SCAN NMAP -sS wi ndow 4096 1
106. 246. 247. 117|147.237.0. 34 |Korea, Republic of tikshuv.idf.il ET SCAN Potential SSH Scan 1




04-09-2016-19:04:01 to 04-09-2016-20:04:01

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘S’te ‘Signature

41.212.37.123 |Kenya 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 12552
82. 205. 47. 141 (F;ajcis;iigjja” Territory, |147. 237. 77. 216 |dover. i of.i|dr op Frst packet isn't SWN drop 12054
197.27.115.96 |Tunisia 147.237.77. 216 |dover. i of .i|dr op First packet isn't SN drop 11936
41.225. 186. 122 |Tunisia 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 10752
141. 255. 156. 147 |Net her | ands 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 8170
197.27.115.96 [Tunisia 147. 237.77. 216 |dover i f .i|Bad TCP sequence mdﬁvr::;r? Wth different moni tor (6329
46. 165. 221. 230 |Ger many 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 3372
193.90. 12. 88 Nor way 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 3234
185. 129. 62. 63  |Dennar k 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 3051
88.200.73.100 |Hovenia 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 2785
94.249.51.221 |Jordan 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 2522
41.109.34.189 |Ageria 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 2499
65.19.167.130 |lLhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 1539
46. 185. 244. 209 |Jordan 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 1528
216.17.101.79 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 1495
178.175.128. 50 [Mldova, Republic of |147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 1334
18.248.1.85 Lhited Sates 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 1119
93.115.95.216 |Anonynous Proxy 147.237. 77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 1110
195. 154.56. 44  |Fance 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 1093
146. 185. 177. 103|Net her | ands 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 993
37.238.144. 63 Irag 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 948
192.42.116.16  [Netherl ands 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 814
194. 150. 168. 79 |Ger many 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 787
85.93.218.204 |Luxenbourg 147.237. 77. 216 |dover. i df .i|dr op First packet isn't SN drop 715
79.172.193.32 |Hungary 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 710
62. 210. 37. 82 France 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 704
82. 205. 47. 141 glcisgiig;a” Territory, {147 237.77. 216 |dover. i f i ge; ?Zr:srr]rgi] sEsr;g;:e: TP Invalid 'P';‘éak];td ;eggsgg_ retransmssi on. drop 652
185. 38.14. 215  |Net herl ands 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 602
88.252.234.29 |Turkey 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 456
197.29.7.216 Tuni si a 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 413
192. 168. 173. 102 147.237.77. 216 |dover.idf.i[Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent [noni t or 356
85.159.214. 74  |United Ki ngdom 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 327
46. 120. 44. 158 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 239
192. 168. 173. 102 147.237.72. 166 |aka.idf.il |Geo-| ocation enf or cenent Geo- | ocati on i nbound enf or cenent |noni t or 194
84.108.118. 186 |l srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 160
79.180. 129. 34 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 156
205.203.135.1 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 153
64.233.172.155 |lhited Sates 147.237.77. 216 |dover. i of .i|dr op First packet isn't SN drop 149
156. 210. 211. 117 |Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 139
197.27.115.96 |Tunisia 147.237.77. 216 |dover. i df .i|dr op drop 137
41.232.44.177 |Egypt 147.237.77. 216 |dover. i of .i|dr op First packet isn't SN drop 137
41.232.63.102 |Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 135
94.228.34.203 |United Ki ngdom 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 132
37.220.35.202  |Net herl ands 147.237.77. 216 |dover. i of .i|dr op First packet isn't SN drop 125
64.233.172. 163 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 118
109. 67.228.35 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 114
79.181.129. 226 |lsrael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SN drop 110
71.119.103.238 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 98
212.199. 182. 150|l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 94
197.16.135. 221 |Tunisia 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 83




04-09-2016-19:04:01 to 04-09-2016-20:04:01

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
37.26.147.248 [Israel 147.237.77.216|dover . i df . i Distributed Mal forned LRL Bl ock 2151
37.26.147.248 |Israel 147.237.77.216|dover . i df . i Mil tipl e Abnormal |y Long Request from 37.26. 147. 248 B ock 2150
37.26.147.248 |[Israel 147.237.77.216|dover.idf .il Mil tipl e Unknown HTTP Request Method from 37. 26. 147. 248 [B ock 2150
46. 19. 86. 225 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 186
109. 253. 202. 82 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 108
2. 53. 60. 250 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 61
82. 205. 47. 141 gjceusgi':('ja” Territony. 147 237.77. 216 |dover. i df . i | Aut onat ed Wl nerabi |i ty Scanning VL B ock 50
185.120.125.3  |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 8
46. 19. 85. 252 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 8
79.178.151. 100 |[lsrael 147.237.72.166|aka. i df . i | Mil tipl e Lhaut hori zed URL Access from 79. 178. 151. 100 B ock 5
185.120.125.3  |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/sip_storage/files/2/ |B ock 4
46. 19. 86. 83 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response CGode B ock 4
46. 19. 86. 210 | srael 147.237.72.166|aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 46. 19. 86. 210 B ock 3
109. 253. 217. 214]I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
208. 115.113.88 |Uhited Sates 147.237.76.86 |navy.idf.il thaut hori zed URL Access to Bock |3
navy.idf.il/giyus/foruniasp/ showf or umasp
46. 19. 86. 70 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
46. 19. 86. 255 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Suspicious Response Code B ock 2
185.120.125.3 |Israel 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut horized URL Access from 185. 120. 125. 3 B ock 2
109. 253. 193. 122/l sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
41.225.186. 122 |Tunisia 147.237.77.216|dover . i df . i Distributed Unaut horized URL Access on 147.237. 77. 216/ B ock 1
105.106.31.23 |Ageria 147.237.77.216|dover.idf . il Distributed Unaut hori zed URL Access on 147.237. 77. 216/ B ock 1
79.180.53.230 |l srael 147.237.77. 216 |dover. i df .i | Dstributed Waut hori zed URL Access on 147.237.77. 216/ B ock 1
213.57.218.132 [Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
Unaut hori zed URL Access to
66. 249. 65. 224  |Israel 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get au |Bl ock 1
t huser
85. 97. 100. 81 Tur key 147.237.77.216|dover.idf .il Distributed Unaut hori zed URL Access on 147.237. 77. 216/ B ock 1
41.107.17.12 Ageria 147.237.77.216|dover.idf .il Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock
. . Unaut hori zed URL Access to
2.54.179. 238 I srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
197. 113. 186. 225|A geria 147.237.77.216|dover . i df . i Distributed Unaut horized URL Access on 147.237. 77. 216/ B ock 1
77.237.138.202 |Czech Republic 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to / Bl ock 1
62.201.226. 115 |[Irag 147.237.77. 216 |dover.i df.i D stributed Wauthorized URL Access on 147.237.77. 216/ B ock 1
157.55.39. 194 |lhited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/hinuch B ock 1
41.232.63.102 |Egypt 147.237.77.216|dover.idf .il Distributed Ml forned URL B ock 1
. . . D stributed Unaut hori zed URL Access on
105. 108. 6. 55 Ageria 147.237.77.216|dover.i df .il 147 237. 77. 216/ f avi con. i co Bl ock 1
79.181.49.168 |Israel 147.237.77.216|dover . i df . i Distributed Unaut horized URL Access on 147.237. 77. 216/ B ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 224 Israel 147.237.77. 216 (dover. i df . il i df i1/ 1086-12925- en/ dover . aspx&anp B ock 1
- - Unaut hori zed URL Access to
46. 19. 86. 210 I srael 147.237.72. 166 |aka. i df . i | v aka. i i1 /si p storagel il es/ 1/ B ock 1
41.140.138.50 |Morocco 147.237.77. 216 |dover.i df.i |l Unaut hori zed URL Access to waw i df.il/894-he/ dover.aspx'  |B ock 1
93.173.13.97 I srael 147.237.72. 156 |aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
5. 29. 168. 35 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
. ny- kosher - kravi . i df )
197.189. 214. 18 |South Arica 147.237.0. 16 i| Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
79.177.32.152  |Israel 147.237.72. 156 |aman. i df . i | Too Many Qookies in a Request - 106 cooki es B ock 1
66. 249. 65. 16 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ r obot s. t xt B ock 1
] . . D stributed Unaut hori zed URL Access on
162.210. 197. 53 |[lnited Sates 147.237.77.216|dover . i df . i 147 237. 77. 216/ f avi con. i co B ock 1
. . D stributed Lhaut hori zed URL Access on
109. 65. 194. 107 |l srael 147.237.77.216|dover . i df . i v i o i1/ https: /v cf i1/ B ock 1
79.182.185. 109 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 1
o . - D stributed Lhaut hori zed URL Access on
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