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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Vb _In drop 2648
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | ock_Udp All _Nets dr op 3

176. 31. 60. 249 France 147.237.77. 227 e. hamaz.idf.il B ock Np All Net drop 1

209. 126. 110. 228 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bl ock Udp Al Nets drop 1

209. 126. 110. 228 Lhited Sates 147.237.0. 16 ny- kosher-kravi .idf .il Bl ock_ Udp Al _Nets drop 1

176. 31. 60. 249 France 147.237.77.121 e navy.idf.il B ock Np Al _Net drop 1




04-09-2016-15:04:03 to 04-09-2016-16:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
87.70. 84.112 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
82.193.127.15 kr ai ne 147.237.77.216  |dover.idf.il C1000074: HITP. maj estic bot Bl ock 3
84.111. 245. 67 I srael 147.237.0. 34 ti kshuv.idf.il| |Cl000138: HITP. prefix 1.01 in the URL B ock 2
2.53.22.11 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
37.26.147. 131 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 2
176. 13. 15. 36 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 1
151. 80. 31. 168 France 147.237.0. 34 ti kshuv.idf.il |Cl000146: HTTP. AhrefBot craw er B ock 1




04-09-2016-15:04:03 to 04-09-2016-16:04:03

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘S‘te

‘Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
64.233.172. 163 |147.237.77.216 |Wited Sates |dover.idf.il |ET SCAN NVAP -sA (2) 2
189, 218, 74. 137 |147. 237 77. 234 | co bl s i i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T et Potential Scan or Brute Force
. . |ET SCAN Behavi oral Wusual |y fast inbound Tel net Gonnecti ons,
187. 161. 245. 100|147. 237. 76. 34 |Mexi co yohal an.idf .il . 1
Potential Scan or Brute Force
104. 128. 144. 131|147. 237. 77. 233 |Canada atal.idf.il ET SCAN NVAP -sS wi ndow 3072 1
201.77.202.73 |147.237.0.35 |Razil akavs.idf.il |ET SCAN Potential SSH Scan 1
. L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
189. 218. 74. 137 |147.237.77.74 |Mexico lawidf.il . 1
Potential Scan or Brute Force
121. 40. 195. 144 |147. 237. 76. 199 [Chi na e.nakchal .idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
. ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos
80. 246. 133. 109 |[147.237. 77. 233l srael atal .idf.il 1
attack
208.100. 26. 228 |147.237.0.35 |[Whited Sates |akaws.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
195. 216. 176. 244|147. 237. 77. 234 |Latvia halag.idf.il |ET SCAN NVAP -sS w ndow 1024 1




04-09-2016-15:04:03 to 04-09-2016-16:04:03

|Top Attackers In FW |

Attacker Address

Attacker CQountry ‘Target Address |Ste

Signature

188. 225. 183. 149 glcissi':('ja” Territoy.1147.237.0.33  |idt. il drop drop 10903
192. 168. 173. 102 147, 237. 77. 216 |dover i df .| Geo- | ocati on enf or cenent Geo- | ocat i on i nbound nonitor  |344
enf or cenent
192. 168. 173. 102 147.237.72. 166 |aka i df . Geo- | ocati on enf or cenent Geo-I ocati on i nbound monitor  |183
enf or cenent

17.138.56. 13 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 56

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36

37.26.148.250 |l srael 147.237.77. 216 |dover.idf.i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
Sreaming Engine: TGP Invalid i i sSi

87.69.249.102 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i1 9 =9 Inval id segnent retransmssion. |, 16
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 65 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 12

46. 19. 85. 65 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni tor |12

212. 143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop

37.26.148.250 |[lsrael 147.237.76.31 |nakchal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect

5.189.190.212 |Ger many 147.237.77. 216 |dover.idf.il drop SAMrul e drop
Sreaming Engine: TGP Invalid i i sSi

77.125.72.175  |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 65.118.31 |l srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | . 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi

84. 228. 205. 180 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.180. 190. 107 |i srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. | . 6
Ret r ansni ssi on Packet dr opped.

217.132.100. 195|I srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SYN drop 5

46.19. 85. 101 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber aert 5

46. 19. 85. 101 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber nonitor |5

46. 19. 85. 88 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 5

46. 19. 85. 88 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |5

46. 19. 86. 180 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber nonitor |4
Sreaming Engine: TGP Invalid i i sSi

157.55.39. 108 |lited Sates 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 4
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

213.57.36.82  |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. | . 4
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi

37.201. 225.203 |Ger many 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. |, 4
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

70.193. 213. 236 |Uited Sates 147. 237. 77. 216 |dover. i of . i1 9 =g Invalid segnent retransmssion. | . 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi

185.120. 125. 18 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

77.127.84.147  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | . 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi

84.228.0.210  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.

2.54.168. 84 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect

85.130.189.99 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or

46. 19. 85. 88 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber aert
Sreamng Engine: TCP Invalid i i ssi

130. 193. 37. 16  |Russi an Federation 147.237.0.34 |tikshuv.idf.il g .g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi

31.154.176.64 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

79.180.33.208 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Inval id segnent retransmssion. | . 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi

109. 67.125.69  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.

46. 19. 85. 88 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or

80. 246. 133. 109 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreanming Engine: TGP Invalid i i ssi

79.178.17.135 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g, 3
Ret ransni ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi

141.8.142.34  |Russian Federation |147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

109. 64.96. 111 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. fq ., 3
Ret ransni ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi

79.180. 119. 146 I srael 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

188. 120. 148. 194/l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi

79.178. 169. 150 I srael 147. 237. 72. 166 |aka i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi

109. 65.56.68  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

46.19.85.152  |israel 147. 237. 77. 243 |mbi l e. i f . i 9 =g Inval id segnent retransmssion. | . 3
Ret r ansni ssi on Packet dr opped.

94.230. 86.224 |lIsrael 147.237.77. 216 |dover.idf .i Bad TCP sequence Inval i d ACK nunber noni t or 2
Sreanming Engine: TGP Invalid i i ssi

84.108.30.72  |israel 147. 237.77. 243 |nobi l e. i df .i1 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
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Attacker Address |Attacker Qountry Target Address |Ste Signature

79.179.192. 249 |l srael 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Tinmeout [reject
188. 120. 154. 193l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni tor |2

N
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 255 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 35
80.84.1.10 Ger many 147.237.77. 216 |dover . i df .i | D stributed Lhauthori zed URL Access on wawidf.il/error.htm [B ock 7
: . . Unaut hori zed URL Access to
208.115.113.88 |thited Sates 147.237.76.86 |navy.idf.il navy. i df . i1/ gi yus/ f or und asp/ show or um asp Bl ock 6
66.249.84.167 |lIsrael 147.237.77.216|dover . i df . i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm |B ock
37.26.149.221 [israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock
Paraneter Type Mol ation
85. 65. 94. 195 I srael 147.237.76. 42 |refuah.idf.il ct 1 00$Cont ent Pl acetbl der 1$t xt Last Nane i n Bl ock 3
ww refua. atal . idf.il/1518-he/ref uah. aspx
80.84.1.29 Ger many 147.237.77. 216 |dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm |B ock
109. 253. 140. 119! srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed LRL Access to www cogat . i df . il/894-ar B ock
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited States 147.237.76.86 |navy.idf.il v navy. | df i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
80.84.1.27 Ger many 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm |B ock 2
54, 153.33.145 |[wnited Sates 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ Bl ock
. . Uhaut hori zed URL Access to
149. 88. 58. 43 I srael 147.237.72. 166 |aka. i df . i | vowv aka. i o i1/si p stor agel fi | es/ 5/ B ock 1
46. 19. 86. 150 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx|B ock 1
188. 247. 75. 144 |Jordan 147.237.77. 216 |dover . i df .i | Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock
219. 74. 104. 198 |S ngapor e 147.237.77.216|dover . i df .i | D stributed Unaut horized LRL Access on wawidf.il/error. htm |B ock
. . Unaut hori zed URL Access to
66. 249. 65. 65 I srael 147.237.72. 166 |aka. i df . i | Wi aka. i df i |/ i | i i hovot / t enpl at es/ i n. asp B ock 1
. . Uhaut hori zed URL Access to
5.29.179.244  [Israel 147.237.77.233|atal .idf . il 147, 237.77. 233/ 1517- hel at al . aspx Bl ock 1
157.55.39.102 |[hited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
. . Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct 113 in
84.94.182. 84 | srael 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ nai v sachar / pays! i ps. aspx None 1
67.169.173.142 [Wited Sates 147.237.77.216|dover . i df .i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm [B ock 1
203. 127. 96. 245 |9 ngapore 147.237.77.216|dover. i df . il Dstributed Waut horized URL Access on waw idf.il/error.htm [B ock 1
. . . Uhaut hori zed URL Access to
114.97.56. 215 |Chi na 147.237.77. 176 |nat pash. idf.il v cogat . i df . i | /1043- he/ shar ed/ user cont r ol s/ header upper / Bl ock !
79.180. 190. 107 |l srael 147.237.77. 243 |nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 217 I srael 147.237.72. 166 aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ r esour ces/ st yl es/ nast er Bl ock !
169. 229. 3. 90 Lhited Sates 147. 237. 76. 147 [chi nuch. aka. i df . i | Unaut hori zed URL Access to 147.237.76. 147/ ts. php B ock 1
68.180.229.89 |lnited Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to wa aka. i df.il/hi nuch B ock 1
207.46.13.140 |thited Sates 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to 147.237.77. 176/ robot s. t xt Bl ock 1
46.121. 246. 225 |l srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . . Unaut hori zed URL Access to
123.125.71.12  [China 147.237.76.86 |navy.idf.il Wi navy. i df i1/ p storagelfil es/ 3/ si ze338x0/ 1613 | pg Bl ock 1
. . Lhaut hori zed URL Access to
66.249.65. 224 | sr ael 147.237.72. 166 |aka. i df .11 147. 237. 72. 166/ mai n/ gi yus/ r esour ces/ styl es/ general . css Bl ock !
46. 19. 85. 121 I srael 147.237.76.86 |navy.idf.il Nal forned URL Bl ock 1
188. 161. 93, 192 glcis;ilgéan Territory; 47 237.77. 216 |dover. i df . i | Distributed Unauthori zed URL Access on 147.237.77.216/ |8 ock 1
. . Unaut hori zed Met hod HEAD for
89.139.140.29 [Israel 147.237.72. 166 |aka. i df . i | Wi aka. i o i 1/ nai v gi yus/ general . aspx B ock 1
68. 180. 229. 241 [Lhited Sates 147. 237. 77. 176 |nat pash. i df . i | Paranet er Type M ol ati on PageNimin Bock |1
wan cogat . i df . i | /901-ar/ cogat . aspx
207.46.13.178 [lLhited Sates 147.237.77.216|dover . i df .i | D stributed Uhaut hori zed URL Access on wanidf.il/error. htm |B ock 1
_ m ny- kosher - kravi . i ,
54. 153. 33. 145 Lhited Sates 147.237.0. 17 df il Uhaut hori zed URL Access to 147.237.0.17/ B ock 1
149. 88. 58. 43 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 149. 88. 58. 43 B ock 1
66.249. 84.166 |lIsrael 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on waw i df.il/error. htm |B ock
46. 19. 85. 121 I srael 147.237.76.86 |navy.idf.il Unknown HTTP Request Method . 434e=* in URL Bl ock
188. 161. 185. 146 g‘ilcisgi':('ja” Territory 47 237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
104. 131. 147. 112|United Sates 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to v i df . il/navy/ Bl ock
68.180.231.43 |lhited Sates 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to v idf.il/anan/ B ock
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