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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 4166
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 12
79.182.198. 48 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 6
123. 59. 59. 52 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-trafl forward 4

81. 218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | Bl ock Wp Al Nets drop 3

66. 240. 219. 146 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il Bl ock_UWp Al _Nets drop 1
52.53.222.9 Lhited Sates 147.237.77.121 e navy.idf.il B ock Np Al _Net drop 1
72.14.191. 154 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il B ock_Udp Al _Nets drop 1
52.53.222.9 Lhited Sates 147.237.77. 205 prisha.idf.il Bock Np Al Net drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
84.108. 75. 224 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 8
106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 5
74. 84.136. 105 Lhited Sates 147.237.77.233 atal .idf.il 5670: HITP. SQ I njection (SALECT) B ock 4
207. 46. 13. 45 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

74.84.136.105 |147.237.77.233|lhited Sates |atal .idf.il S Injection - Select From 12
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66.249. 69. 124 |147.237.72.166 |Lhited Sates |aka.idf.il SER'\/ER-APAO—E.Apache mod_ssl non-SS. connection to S8 port 1
deni al of service attenpt
64.31.98.203 |147.237.8.24 |lhited Sates |elifestyleidf.il ET SCAN NMAP -sS wi ndow 3072 1
174.37.194. 144 |147.237. 77. 179 |United Sates |e.nazi.idf.il ET SCAN NMAP -sS w ndow 2048 1
93.183.201.2 [147.237.76.42 |Wkraine refuah.idf.il ET SCAN Potential SSH Scan 1
80.82.79.104 |147.237.8.27 |Netherlands |e.nadimatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
64.31.98.203 |147.237.8.24 |thited Sates [e.lifestyle.idf.il ET SCAN NVAP -sS w ndow 4096 1
174.37.194. 144 |147.237. 77. 179 |Wnited Sates |e.nazi.idf.il ET SCAN NVAP -f -sS 1
80.82.79.104 |147.237.76.198 [Netherlands  |e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 38 147.237.0.17  |Net herl ands mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
192. 168. 173. 102 147.237.77. 216 |dover. i df .| Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound nonitor 358
enf or cenent
R . Geo- | ocati on i nbound .
192. 168. 173. 102 147.237.72. 166 |aka. i df .i | Geo- | ocat i on enf or cenent enf or coment nonitor  |200
17.138. 56. 13 Lhited Sates |147.237.77.216|dover.idf.il dr op SAMrul e drop 57
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TGP Invalid i i sSi
31.168.66.62  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. g 15
Ret ransmi ssi on Packet dropped.
212.143.142.56 |l srael 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 10
172.56.17.176 |Wited Sates [147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
93.173.156. 124 [lIsrael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
84.111.13.145 |[Israel 147.237.72. 166 |aka i of .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
2.52.144.8 I srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
66.102. 9. 101 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
Russi an . S Streaming Engine: TCP Invalid |invalid segnent retransnission.
93. 158. 152. 201 Federat i on 147.237.0.34 |tikshuv.idf.il Ret r ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid i i sSi
185.3.146.230 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
66.249.66.44  |United Sates |147.237.0.34 |tikshuv.idf.il 9 =g Inval id segnent retransmssion. 3
Ret r ansmi ssi on Packet dr opped.
Russi an s Sreamng Engine: TP Invalid [irvaid segnent retransnssi on.
5. 255. 253. 97 er ot on 147.237. 72. 166 |aka.i df .i | Ret 1 ansmi ssi on Packet dr opped. drop 3
84.109. 121. 180 |l srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
194. 90. 240. 121 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect
Sreaning Engine: TQP Invalid i i SSi
157.565.30.172 |[Wnited Sates  |147.237.76. 200 [ei tan. aka.idf .l g =g Invalid segnent retransmssion. g 2
Ret ransmi ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
66.249.69.93  |Uited Sates |147.237.72. 166 |aka i f il g =g Inval id segnent retransmssion. 2
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i SSi
68.180.229.89 |Wnited Sates |147.237.72. 166 |aka idf. il g =g Invalid segnent retransmssion. g 2
Ret ransmi ssi on Packet dr opped.
177.242.161. 48 |Mexi co 147.237.76.34 |yohalan.idf.il drop drop 2
106. 186. 113. 132|Japan 147.237.0.15 |kosher-kravi.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.84 |Wited Sates |[147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
50. 154. 222. 6 Lhited Sates  |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
89.138.89.254 |lsrael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber monitor |1
74.82.47.42 Lhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.115.111.68 |lLnhited Sates [147.237.77.74 |[lawidf.il drop SAMrul e drop 1
184. 105. 139. 120|Wnited Sates  |147. 237. 77. 212 |e. dover. i df . i | Geo- | ocati on enf or cement gfolr ggi:m"” I nbound drop 1
109. 253.138.8 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
216.218.206.96 |United Sates  [147.237.76.201 e atal .id.il Geo-| ocati on enf or cement Geo- | ocat | on 1 nbound drop 1
enf or cenent
Russi an . .
195. 62. 53. 168 ration 147.237. 76. 148 |gacent er . aka. i df . i | |dr op drop 1
169. 229. 3. 90 Wited Sates |147.237.76.39 |nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
77.237.146.28 |Czech Republic |147.237.77.235|sviva.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
120.132.68.87 |China 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
85.65. 134. 251 |l srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 1
195. 62. 53. 168 RJSIS::t”ion 147.237.77.170 |mearachot.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.52.144.8 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or
79.178. 37. 42 I srael 147.237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.78 |Wited Sates |147.237.8.14 |e.orchot.idf.il  |Geo-1ocation enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
37.187.114. 171 |Fance 147.237.0.35 |akaws.idf.il drop drop 1
141.212.122. 217|wited Sates  [147.237.76. 201 [e. atal .idf . i1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
87.70.116. 139 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
197. 231. 221. 211|Liberia 147.237.0.15  |kosher-kravi.idf.il|dr op SAMrul e drop 1
2.52.150. 17 | srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
174.37.194. 144 |Wited Sates [147.237.77.179|e. mazi.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
105. 108. 184. 247|A geria 147.237.76.34 |yohalan.idf.il drop drop 1
79.178. 37. 42 I srael 147.237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
216.218.206.82 |lLnited Sates |147.237.76.39 |mobile.neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 218|Wited Sates  |147.237.76.201|e. atal .idf.il Geo- | ocati on enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
89.138.89.254 |lIsrael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber aert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count

70.196.6.169 |Uited Sates |[147.237.77.216|dover.idf.il| [Wauthorized LRL Access to waw idf.il/sip_storage/files/2/4912. png Bl ock 2
40.77.167.5 Lhited Sates |147.237.77.216|dover.idf.il |Unhauthorized LR. Access to wawidf.il/tenpl ates/article/watch B ock

208.115.111. 72 |Whited Sates [147.237.76.86 |navy.idf.il Ea\sly: 3;“ Ield, ;133;?;’; jﬁﬁdaSu;‘Sﬁgvc\f;Sufn”asp Bl ock 2
157.55.39. 241 |Whited Sates |[147.237.72.166|aka.idf.il Unknown Paraneter docid in aka.idf.il/chanatz/kurs/ defaul t. asp None 1
79.178.37.42  |Israel 147.237.72. 156 [anan. i df .i| |[Miltiple Wtraceabl e SSL Sessions from79.178. 37. 42 (Qpen Mde) None 1
54.153.33.233 |United Sates |147.237.77.234|hal ag.idf.il| |Uhauthorized URL Access to 147.237.77.234/ B ock 1
208.115.111. 72 |Lhited States [147.237.76.86 |navy.idf.il [|Unauthorized URL Access to navy.idf.il/edi myonan/ yonan. asp Bl ock 1
109.66.7.98  |Israel 147.237.72.166 |aka. i df . i | ;arwax;elr df'*j??/ﬂﬁv:a?hi'/?lgi'gr o zar v egi st er . a5px None 1
66. 249. 69. 124 |Israel 147.237.72. 166 |aka. i df . i | SS. Untraceabl e Qonnection - Protocol violation (SSL_CGONN LI ENT_HALLO None 1
5.29.179.244 |lIsrael 147.237.77.233|atal .idf.il [Wauthorized URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock 1
177. 242. 161. 48 [Mexi co 147.237.76.30 |[hi nush. i df.il|unhaut hori zed LRL Access to /tmnunbl ock. cgi B ock 1
79.178.37.42  |Israel 147.237.72. 156 |anan. i df . i| [SSL Untraceabl e Connection - Cpen Mde None 1
66.249.64. 64  |lIsrael 147.237.76.31 |nakchal . i df . i|Uhaut hori zed URL Access to ww nakhal .idf.il/nobil e/ B ock 1

Paraneter Type Mol ation
212.179. 40. 172 |I srael 147.237.77.216|dover. i df . i | |ct! 00$Cont ent A acetbl der 1$ucArti cl eLobbyCont rol $t xt Search in B ock 1
wan i df . i | /1133- he/ dover . aspx

123.59.59.52 [thina 147.237.77.233|atal .idf.il |Unauthorized URL Access to wwu el ong. cond 894- he/ at al . aspx B ock 1
66.249.75.52 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
31.168.66.62 |lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/matash B ock 1
177. 242. 161. 48 |Mexi co 147.237.76.31 |[nakchal . i df . i|Unhaut hori zed URL Access to /tmunbl ock. cgi Bl ock 1
89. 139. 161. 224 [l srael 147.237.77. 216 |dover. i df . i | [Wauthorized LRL Access to waunidf.il/error.htm Bl ock 1
66. 249. 69. 2 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ si p_storage/fil es/ 7/ 70517. pdf  |B ock 1
157.55.39.21 |Whited Sates |[147.237.77.216|dover.idf.il| |Uauthorized UR. Access to waw idf.il/english/news/funeral.stn& t Bl ock 1
207.46.13.71 |lnited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
93.173.55. 143 |Israel 147.237.77. 243 |nobi | e. i df . i ||Uhaut hori zed URL Access to nobile.idf.il/nekudot/index B ock 1
66.249.69.34  |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access from 66.249. 69. 34 B ock 1
157.55.39.201 [Whited Sates [147.237.0.34 |ti kshuv.idf.i|Paraneter Type Mol ation catld in wwtikshuv.idf.il/sitel contactus. aspx B ock 1
77.237.146. 28 ggj‘;ﬂc 147.237.77.235|sviva. i df . i | |Unaut horized Method HEAD for / B ock 1
45. 55, 227. 88 Lhited Sates |[147.237.72.156|anan.idf.il Lhaut hori zed Method HEAD for list.ips.gov.il/ Bl ock

94.159.129.52 |[lsrael 147.237.77.234|hal ag. i df . i | [Wauthorized URL Access to 147.237.77.234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
66.249.69.34 |Israel 147.237.72. 166 [aka. i df . i | Unknown Par anet er anp; nodul et ogot o i n v aka. i df . i1/ giyus/| ogi n/ None 1
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