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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip Vb In drop 4021
123. 59. 59. 52 Chi na 147.237. 76. 200 eitan aka.idf.il bl ock-sp-traf 1 forward 4
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock Wdp Al Nets drop 3
209. 126. 127. 17 Lhited Sates 147.237.8. 45 eeitanidf.il Bl ock Udp All Nets drop 2
209. 126. 127. 17 Lhited Sates 147.237.8. 14 e.orchot.idf.il Bl ock_Udp All _Nets drop 2
209. 126. 127. 17 Lhited Sates 147.237.8. 28 e.nobil e-ks.idf.il Bl ock_Ulp Al _Nets drop 1
184. 105. 139. 120 Lhited Sates 147.237.77. 19 lawforumidf.il Block Np Al _Net drop 1
123.151. 42. 61 Chi na 147.237.0. 17 m ny- kosher - kravi . i df .i | Block Udp All _Nets_Con_Limt drop 1
209. 126. 127. 17 Lhited Sates 147.237.8. 27 e.nadi matal .idf.il ock Wdp Al Nets drop 1
184. 105. 139. 67 Lhited Sates 147.237.77. 226 Wi chanat z. aka. i df . i | Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site ‘Sgnature Devi ce Action |Count
216.201.148.210 [lnited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 8
106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 5
62. 210. 143. 245 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
66. 249. 66. 59 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
66. 249. 66. 56 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aototuiikre; Signature

216. 201. 148. 210|147. 237. 77. 233 |Whited Sates  |atal.idf.il QA Injection - Select From 10
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
89.248. 160. 192 |147.237.8.28 [Netherl ands enobile-ks.idf.il |ET SCAN Potential SSH Scan 1
141. 101. 178. 137|147. 237. 76. 44 gj::;”ion erefuahidi.il  |ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 38 147. 237. 72. 156 |Net her | ands anan. i df.il ET SCAN NVAP -sS w ndow 1024 1
122,52 139, 2 147, 237.76. 42 |Fhi i poi nes refuahid | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

23.102. 168. 255 |[147.237.77.178|Wited Sates ematpash.idf.il |ET SCAN NMAP -sS wi ndow 2048 1
89. 248.160. 192 |147.237.77. 178 |Net her | ands emtpash.idf.il |ET SCAN Potential SSH Scan 1
89. 248. 160. 192 |147. 237. 76. 198 [Net her | ands e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
89. 248. 160. 192 |147.237.76. 177 |Net her | ands ncore.idf.il ET SCAN Potential SSH Scan 1
89.248. 160. 192 [147.237.76. 44 |Netherl ands e.refuah.idf.il ET SCAN Potential SSH Scan 1
89. 248. 160. 192 |147.237.76.30 [Netherl ands hi nush. i of . i | ET SCAN Potential SSH Scan 1
208. 100. 26. 228 |147.237.76.38 |Lhited Sates eeneitav.idi.il |ET SCAN NMVAP -sS wi ndow 1024 1
89.248.160. 192 |147.237.8.46 [Netherl ands e.chinuch.idf.il ET SCAN Potential SSH Scan 1
141. 101. 178. 137|147. 237. 76. 147 gj::;”ion chinuch. aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 79. 104 147.237. 77. 176 |Net her | ands nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
141. 101. 178. 137|147. 237. 76. 39 gjj:tnim nobi | e nei tav. i df.i [ET SCAN NVAP -sS wi ndow 1024 1
23.102. 168. 255 |(147.237.77.178|Wited Sates ematpash.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
89. 248. 160. 192 [147.237. 77. 179 |Net her| ands e nazi.idf.il ET SCAN Potential SSH Scan 1
23.102. 168. 255 |147.237.77.178|lhited Sates e.matpash.idf.il ET SCAN NVAP -f -sS 1
89. 248. 160. 192 |147.237.77. 170 |Net her | ands nearachot.idf.il  [ET SCAN Potential SSH Scan 1
89. 248. 160. 192 [147. 237. 76. 196 |Net her | ands esvivaidf.il ET SCAN Potential SSH Scan 1
89. 248. 160. 192 |147. 237. 76. 148 |Net her | ands gqcenter. aka.idf.il [ET SCAN Potenti al SSH Scan 1
89. 248. 160. 192 |147.237.76.42 |Nether| ands refuah.idf.il ET SCAN Potential SSH Scan 1
89. 248. 160. 192 |147.237.72.14 |Netherl ands dover.idf.il(old) [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Geo-1 ocat i on i nbound

192. 168. 173. 102 147.237. 77. 216 |dover.idf .i | Geo- | ocati on enf or cenent nonitor 327
enf or cenent
192. 168. 173. 102 147.237.72. 166 |aka.i df . Geo- | ocati on enf or cenent Geo- ocati on i nbound monitor  |197
enf or cenent
17.138. 56. 13 Lhited Sates |147.237.77.216|dover.idf.il dr op SAMrul e drop 56
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaming Engine: TGP Invalid i i ssi
213.8.204.77  |israel 147. 237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. | 26
Ret r ansni ssi on Packet dropped.
61.148. 244. 204 |China 147.237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 11
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
Sreaning Engine: TCP Invalid i i ssi
87.71.52.126 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 6
Ret r ansm ssi on Packet dropped.
37.211.228.121 |Qtar 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
5.22.129. 103 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TQP Invalid i i SSi
66.249.66.59  |nited Sates |147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.28.175.186  |israel 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
80. 178. 6. 63 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
146. 88. 40. 124  |Thai | and 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TQP Invalid i i ssi
66.249.64.163 |Wnited Sates |147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. | 2
Ret r ansmi ssi on Packet dropped.
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
Sreaming Engine: TGP Invalid i i ssi
157.55.39.241 |Wited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dropped.
85. 65.134. 251  |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |2
62.128.45.194 |lIsrael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 2
2.53.57.134 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 2
98.207.17. 78 Lhited Sates |147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 2
5.22.129.95 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber nonitor |2
98.220.216.178 |Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber nonitor |1
84.109. 28.234 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |1
157.55. 12. 92 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 1
123. 59. 59. 68 Chi na 147.237. 76. 200 |ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
. . SYWNretransmt wth different .
85.93. 91. 84 Ger many 147.237.77.233|atal .idf.il Bad TCP sequence wi ndow scal e noni t or 1
141.101. 178. 137 R‘F Sf:;”ion 147.237.76. 200 [ei tan. aka i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
106.184.3.122  |Japan 147.237.77. 226 ‘“:"‘IW chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 1
85.65.134. 251 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 1
52.68.136. 185 |Japan 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 101. 178. 137 stls;;”i o 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
87.69. 19. 217 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 217|Wited Sates  |147.237.77. 121 [e. navy. i df .1 Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
106. 186. 113. 132|Japan 147.237.76.34 |yohalan.idf.il dr op drop
184. 105. 247. 199|hited Sates |147.237.8.46 |e.chinuch.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
141. 101. 178. 137 stls;;”i o 147.237.76.39 |nobile.meitav.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 14 Lhited Sates [147.237.0.33 |[idf.il drop drop 1
141.212.122. 218|Wited Sates  |147.237.77. 121 [e. navy. i df .1 Geo- | ocati on enf or cenent gﬁ?;):ggi'nf”  nbound drop 1
106. 186. 113. 132|Japan 147.237.76. 202 |e. hal ag.i df . Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
85. 65.134. 251 |Israel 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |[reject 1
141.101. 178. 137 RJSf;:I”i on 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 100|Lnited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
123.59.59.64  |hina 147.237.8.24 |elifestyleidf.il  |Geo-1ocation enf or cenent Geo-I ocat i on i nbound dr op 1
enf or cenent
. . SYNtAXK retransmit with .
85. 65.134. 251 |l srael 147.237.76.86 [navy.idf.il Bad TCP sequence di fferent w ndow scal e nonitor |1
. L Scanner Enf or cenent .
66.240.213.93 |lhited Sates |147.237.77.170 |n@arachot.idf.il . Masscan Port Scanner rej ect 1
Mol ation
Russi an . . . Geo- 1| ocat i on i nbound
141. 101. 178. 137 : 147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent drop 1
Federati on enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count
175. 43.95. 152 |China 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 175. 43. 95. 152 B ock 29
175. 43.95. 152 |Chi na 147.237.77.216|dover.idf .i|l |Dstributed PHP Attenpt B ock 6
208.115.113. 88 |Lhited Sates  |147.237.76.86 |[navy.idf.il Unaut hori zed URL Access to navy. i df.il/giyus/foruniasp/ showf or um asp B ock 6
185. 89. 217. 234 |Net her| ands 147.237.77. 216 |dover.i df . il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 4
185. 89. 217. 227 [Net her| ands 147.237.77.216|dover.idf .i|l |Dstributed Whauthorized LRL Access on v idf.il/error.htm B ock 3
185. 89. 217. 224 |Net her | ands 147.237.77.216|dover . i df . i Dstributed Unhaut hori zed URL Access on waw i df.il/error.htm B ock 2
185. 89. 217. 228 |Net her | ands 147.237.77. 216 |dover.i df . il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
123. 59. 59. 52 Chi na 147.237.76.200|ei t an. aka. i df . ijUnaut hori zed URL Access to wwu gyer . coni 894- he/ ei t an. aspx B ock 1
66.249. 66.26 |l srael 147.237.77.233|atal . i df.il Unaut hori zed URL Access to 147.237.77.233/ robot s. t xt B ock 1
208.115.125. 36 |Wited Sates  |147.237.77. 176 |nat pash. i df . i | mué:;;tilzie(ﬂ.lfl‘sﬁ;cggfu;;comrol of header upper/ Bl ock 1
175. 43. 95. 152 |Chi na 147.237.77.216|dover.idf .l Unaut hori zed URL Access to wawu i df.il/1283-9703-en/ cont act . php B ock 1
66.249.75.52 I srael 147.237. 72. 166 |aka. i df . i | o author ;e;u?éexlesfa‘;’;x Bl ock 1
45,243.98.11 |Egypt 147.237.77.216|dover.idf .i|l |Dstributed PHP Attenpt B ock 1
185. 89. 217. 231 |Net her | ands 147.237.77.216|dover . i df . i Dstributed Wnhaut horized URL Access on waw i df.il/error.htm B ock 1
157.55.39.205 |Uited Sates  |147.237.77. 216 |dover. icf il [ "ol Z:e(:’eé?t‘_ﬁcﬁfrt_ogt‘;‘:“g;hd;t')ggvﬂfgzﬂgmgmﬂﬂfj ag Bl ock 1
66.249. 66.53  |Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
178.162. 45. 2 gzz::tnl on 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/1044-he/i shuri maspx B ock 1
85.93.91. 84 Ger many 147.237.77.233|atal .idf.il Dstributed Uhaut horized URL Access on 147.237.77. 233/ robot s. t xt B ock 1
45.243.98.11 |Egypt 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df.il/xnmrpc. php B ock 1
185. 89. 217. 232 |Net her| ands 147.237.77. 216 |dover.i df . il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
157.55.39. 241 |lhited Sates  [147.237.72.166|aka. i df.i | Lhknown Paraneter sorderby in aka.idf.il/iturintasp/displayallsoldiers.asp |None 1
66.249.69.10 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ snal i mi showbi g. aspx  |B ock 1
109. 67.11.48 |[Israel 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to v idf.il/https:/wwnidf.il/ B ock 1
66. 249. 64. 101 |l srael 147.237.76.31 |nakchal .idf.il nl‘gx;hﬂréfzﬁdl /Lgnsﬁcjsczrﬁ doc. gt doc. T 85 B ock 1
Unaut hori zed URL Access to
66.249.69.34 |Israel 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ yohal an/ home/ hone. aspht t ps: / waw aka. i df . i | / yohal an/ hore |Bl ock 1
/ hone. asp
5.22.129.103 |[lIsrael 147.237.76.42 [refuah.idf.il |Unauthorized URL Access to 147.237.76. 42/ favicon.ico Bl ock 1
114. 97.56. 215 |Chi na 147.237.77. 176 |mat pash. i df . i | |Uhaut hori zed URL Access to wan cogat . idf.il/896-he/idf g. aspx/trackback/ [Bl ock 1
66. 249. 65. 224 [l srael 147.237.77.216|dover . i df . i Uhaut hori zed LRL Access to wwuidf.il/newsitelfrench/nahal . stm B ock 1
66.249.75. 44  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 1
38.111.147.88 |hited Sates  |147.237.77.216|dover.idf.il |Wauthorized URL Access to wwwidf.il/894-he B ock 1
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