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Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 4166
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df .i | B ock_Udp Al _Nets drop 9
46.242.121. 156 Russi an Federation 147. 237. 76. 42 refuah.idf.il JIMPurple Gon Limt Htp dr op 3

120. 132. 50. 135 Chi na 147.237.72. 167 ishurimaka.idf.il |bl ock-sp-trafl forward 2
52.53.222.9 Lhited Sates 147.237.77. 179 e nazi.idf.il Block Np Al Net drop 1

192. 3. 220. 210 Lhited Sates 147.237.76. 197 e hinush.idf.il Bl ock_UWp Al _Nets drop 1

192. 3. 220. 210 Lhited Sates 147. 237. 76. 201 e atal.idf.il Bl ock Udp All Nets drop 1
46.242.121. 156 Russi an Federation 147. 237. 76. 42 refuah.idf.il JLM Under _Attack_Con _Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry et Address |Site |Sgnature Devi ce Action |Oount |
64.31.44.6 Lhited Sates 147.237.0. 34 tikshuv.idf.il |6134 HITP. SQ Injection Variabl e Declarati on Evasion B ock 7
106. 120.173.85  |Chi na 147.237.76. 42 refuah.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 5
61.135. 189. 99 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 5
64.31.44.6 Lhited Sates 147.237.0. 34 tikshuv.idf.il |5670: HITP. SQ Injection (SELECT) B ock 5
93. 63.188. 181 Italy 147.237.76. 42 refuah.idf.il |[6134 HITP. SQ Injection Variable Declaration Evasion B ock 4
74.208. 133. 60 Lhited Sates 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
87.242.112.35 Russi an Federation [147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
93. 63.188. 181 Italy 147.237.76. 42 refuah.idf.il |[5670: HITP. SQ Injection (SELECT) B ock 4
70.89.127. 77 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ | njection (SALECT) B ock 3
144.76. 61. 21 Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot B ock 3
199. 58. 86. 209 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 2
70. 89. 127. 78 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SALECT) Bl ock 1
123.126.113.80 [China 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
64.31.44.6 147.237.0.34 |Uhited Sates  |tikshuv.idf.il A Injection - Select From 14
70. 89. 127. 77 147.237.72. 166 |Wited Sates  |aka.idf.il SQ Injection - Select Fom 9
93.63.188.181 |147.237.76.42 |itay refuah.idf.il SQ Injection - Select From 8
74.208.133.60 |147.237.77.74 |Uhited Sates [lawidf.il SQ Injection - Select From 6
87.242.112.35 [147.237.72. 166 ?ézz;;”im aka.idf.il SQ Injection - Select From 6
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
70. 89. 127. 78 147.237.72. 166 |Uhited Sates  |aka idf.il SQ Injection - Select From 3
66. 249. 78. 97 147.237.77.170|Wnited Sates  |mmarachot.idf.il ET SCAN NVAP -sA (2) 2
80. 82.78. 38 147.237.76.31 |Netherl ands nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1
104. 128. 144. 131|147. 237. 77. 243 |Canada nobi | e.idf.il ET SCAN NVAP -sS w ndow 3072 1
93. 183. 201. 2 147.237.76. 44 |kraine e.refuah.idf.il ET SCAN Potential SSH Scan 1
80. 82. 79. 104 147. 237. 76. 199 |Net her | ands e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 78. 38 147.237.8.46  [Netherl ands e. chinuch.idf .il ET SCAN NVAP -sS wi ndow 1024 1
189.7.174.124 |147.237.0.17 |Bazil mny-kosher-kravi .idf.il BT SDAN Behavi oral _Lhusuaj ! y Fast i nbound Tel net 1
Gonnections, Potential Scan or Brute Force
93.183. 201. 2 147. 237. 76. 147 |kr ai ne chi nuch. aka. i df .i | ET SCAN Potential SSH Scan
82.117.208. 243 |147.237.76. 177 ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Geo-1 ocati on i nbound

192. 168. 173. 102 147.237. 77. 216 |dover.idf il Geo- | ocati on enf or cenent nonitor  [363
enf or cenent
192. 168. 173. 102 147.237.72. 166 |aka.i df . i Geo- | ocati on enf or cenent Geo- ocati on i nbound monitor  |205
enf or cenent
46.242. 121. 156 |Russian Federation |147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 174
17.138.56. 13 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrule drop 57
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreanming Engine: TCP Invalid i i ssi
188. 120. 152. 178|l srael 147. 237. 72. 166 |aka. i df . i | 9 =g Invalid segnent retransmssion. | 24
Ret r ansn ssi on Packet dropped.
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 16
172.56.42.129 |Wited Sates 147.237. 77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
95. 221. 200. 236 |Russi an Federation |147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 7
46. 19. 85. 51 I srael 147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid ACK nunber aert 6
46.19. 85. 51 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
123. 126. 113. 109|Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 5
46. 19. 85. 51 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence Invalid ACK nunber aert 5
46.19. 85. 51 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber monitor |5
193.9.245.64  |Russian Federation |147. 237. 76. 199 |e. nakchal .i df.i1 |Geo-1 ocation enf or cenent Sf]? o'rffiﬁlhf n i nbound drop 4
72.9.148.10 Lhited Sates 147.237. 77. 176 nat pash. i df . i | drop SAMrul e drop 4
130.203.136. 75 |Lhited Sates 147.237.77.74 (lawidf.il drop SAMrule drop 4
37.205.0. 49 Tur key 147.237.72. 166 |aka.idf .il drop SAMrul e drop 4
141. 0. 14. 252 Eur ope 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreanmng Engine: TCP Invalid i i ssi
141.8.132.112  |Russi an Federati on |147. 237. 72. 166 |aka.i of il 9 =g Invalid segnent retransmssion. g 3
Ret r ansnm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
176.13.6.138 | srael 147. 237. 72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dropped.
46. 242, 121. 156 |Russian Federation |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
107.23.193. 247 |Wited Sates 147.237.76.196 |e.svivaidf.il  |Geo-1ocation enf or cenent S;?o'rggi'nf” I nbound drop 3
66. 87. 66. 185 Lhited Sates 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
72.9.148. 10 Lhited Sates 147.237.77.74 |lawidf.il drop SAMrul e drop 2
118. 173. 140. 248|Thai | and 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 2
2.54.144. 197 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
120.132.84.59 |China 147.237.76. 201 |e.atal .idf. il Geo- | ocati on enf or cenent Geo-Iocati on i nbound drop 1
enf or cenent
Iran, Islanic . . . .
77.77.76.3 Republ i ¢ of 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
Iran, Islamc . . .
5.144.131.170 Repuil i ¢ of 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 1
106. 184.3.122  |Japan 147.237. 77. 205 |prisha.idf .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 74 |Lhited Sates 147.237.77. 243 |nobi | e.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
123.59.54. 182 |China 147.237.72. 167 |ishurimaka.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
77.100.110. 170 |United Kingdom |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
5.144.131. 170 IF;.$B|:§|§TC 147. 237. 77. 216 |dover . i df .1 Bad TCP sequence Invalid ACK nunber moni tor |1
141. 212. 122. 219|wited Sates 147.237.8.27 |e.madimatal .idf.i[Geo-| ocation enf or cenent Sﬁ?&ggi:}f” I nbound drop 1
106. 186. 113. 132|Japan 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 3. 147. 178  |Israel 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber noni t or 1
2.53. 40. 56 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 1
87.69.255.212 |l srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
61.135.189.99 [China 147.237.77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
195.62.53. 168  |Russi an Federation [147. 237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent Sﬁ?olrggi'nfn  nbound drop 1
141.212. 122. 220|Wited Sates 147.237.8.27 |e.medimatal.idf.i|Geo-1 ocation enf or cenent Sﬁ;’;lrggi'nfn I nbound drop 1
2.53.40.56 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 1
169.229.3.90  [lnited Sates 147.237.8.50 |e.tikshuv.idf.il |Geo-1ocation enf or cenent Geo-locat i on i nbound dr op 1
enf or cenent
Iran, Islanic . . .
77.77.76.3 Republ i ¢ of 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber aert 1
104. 148. 44. 149 |Wited Sates 147.237.76.200|eitan. aka.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
66. 240. 219. 146 |Lhited Sates 147.237.72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
216.218.206. 74 |Lhited Sates 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
208.115.113.88 [Lhited Qates [147.237.76.86 [navy.idf.il Dstributed Lhauthorized LR Access on Bl ock 6
navy.idf.il/giyus/forunasp/ showf or um asp
. . Unaut hori zed Met hod HEAD for
78. 46. 23. 198 Ger many 147.237.72. 166 [aka. i df . i | ww aka. i o i1/ br ot her s/ ski ral def aul t. asp B ock 1
173.252.122. 120|Uhited Sates |147.237.77.216|dover.idf .il Abnormal |y Long Request URL Bl ock 1
66. 249. 69. 2 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx |Bl ock 1
91. 200. 12. 58 kr ai ne 147.237.77. 216 |dover.i df .i | PHP Att enpt Bl ock 1
31.13.98.115 Irel and 147.237.77.216|dover.i df .i | D stributed Abnornal |y Long Request Bl ock 1
198.58.96.215 |[nited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to waw idf.il/1294-he/ wan idf.il B ock 1
. . D stributed Whaut hori zed URL Access on
66. 249. 69. 10 I srael 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ rai 1/ gi yus/ gener al . aspx B ock 1
91. 200. 12. 58 kr ai ne 147.237.77.216|dover.i df . i | Unhaut hori zed LRL Access to waw i df.il/xnrpc. php Bl ock 1
37.26.149.158 [Israel 147.237.0.19 |nmadi matal . i df.i|Suspicious Response Code Bl ock 1
203.127.58.232 |9 ngapore 147.237.77.216|dover.i df . i | Uhaut hori zed URL Access to wanidf.il/error.htm Bl ock 1
68. 180. 229. 89 Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwwu aka.idf.il/prisha B ock 1
124. 106. 155. 106|Phi | i ppi nes 147.237.77.74 [lawidf.il PHP At t enpt Bl ock 1
66.240.219. 146 [lLnited Sates |147.237.72. 156 |anan. i df .il Unaut hori zed URL Access to 147. 237. 72. 156/ nodi i n/ def aul t . aspx Bl ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230. 108 Lhited States |147.237.76.31 |nakchal .idf.il | = "= 2 o7 1100- hef nakhal aspx Bl ock 1
124. 106. 155. 106|Fhi | i ppi nes 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.i|/xmrpc. php Bl ock 1
66.249.64.119 I srael 147.237.76.86 |navy.idf.il thaut hori zed LR. Access to Bl ock 1
navy.idf.il/giyus/forunasp/ showf or um asp
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