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|Top Attackers | n DDoS- Def ence |

Attacker Attacker ‘Target

Signature

Address Country Address

197. 0. 254. 101 Tuni si a 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot |4 17829
36. 71. 23. 100 | ndonesi a 147.237.77.216  |dover.idf.il ;?; handshake viol ation, first packet mot |, 10850
196.206. 9. 35 Nbr occo 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot |4 9050
41.230. 102. 88 Tunisia 147.237.77.216  |dover.idf.il ;?; handshake viol ation, first packet mot |, 4605
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il B ock_Ip V¢b In drop 3673
197. 27.76. 241 Tuiisia 147.237.77.216  |dover.idf il :;]; handshake viol ation, first packet mot |4 2258
54.72.0.55 Irel and 147.237.77. 216 dover i df il Z;]: handshake viol ation, first packet mot |, 1754
212. 143. 142. 56 I'srael 147.237.77.216  |dover.idf.il I;]; handshake viol ation, first packet mot |, 1751
139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il Z;]: handshake violation, first packet mot |4 718
8.37. 70. 104 Wited Sates 147.237.77.216  |dover.idf.il :;]; handshake viol ation, first packet mot |4 538
197. 0. 254. 101 Tuni si a 147.237.77.216 _ |dover.idf.il DOS- Tool - Swi t chbl adG dest-r eset 354
149. 50. 103. 142 I srael 147.237.77. 216 dover.idf.il 1}?; handshake viol ation, first packet mot |, 152
205. 203. 135. 1 Wited Sates 147.237.77.216  |dover.idf.il I;]; handshake violation, first packet mot |, 45
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df .| B ock Wp Al Nets drop 12
149. 78. 154. 69 I srael 147. 237.77. 216 dover.idf.il :;]; handshake violation, first packet mot |, 4
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock UWp Al Nets drop 3
197.1. 151. 17 Tuni si a 147.237.77. 216 dover.idf.il Z;]: handshake viol ation, first packet mot |, 3
197. 0. 254, 101 Tuni si a 147.237.77. 216 dover.idf.il JLIMPurple Gon Linmt Htp drop 3
149, 50. 15, 122 I'srael 147.237.77.216  |dover.idf.il I;]; handshake violation, first packet mot |, 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
197. 0. 254. 101 Tuni si a 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 2

91. 15. 198. 165 Cer many 147.237.0. 16 ny- kosher -kravi . i df .il B ock Np Al _Net drop 1

91. 15. 198. 165 Ger many 147.237.0. 35 akaws. i df . i B ock Np All _Net dr op 1

91. 15. 198. 165 Ger many 147.237.0.17 Im ny-kosher-kravi. idf.i 1o 0 Np AL Net drop 1
54.72. 73. 168 Irel and 147. 237.77. 216 dover.idf.il :;]; handshake viol ation, first packet mot |, 1
180. 211. 121. 198 Indi a 147.237.77. 216 dover. i df il ;c/]; handshake violation, first packet mot |4 1
109. 67. 49. 226 I srael 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot |4 ) 1
209. 126. 127. 17 Lhited Sates 147.237. 8. 27 e nadi matal .idf.il B ock UWp Al Nets drop 1

91. 15. 198. 165 Ger many 147.237.0. 19 nadi matal .idf.i| Block Np Al Net drop 1
54.72. 182. 187 Irel and 147.237.77.216 __ |dover.idf.il Block Up Al Nets drop 1
192. 3. 220. 210 Ui ted Sates 147.237.77.176 __ |natpash.idf.il Block Udp Al Nets drop 1
121. 55. 231. 241 Guam 147.237.77.216  |dover.idf.il I;]; handshake viol ation, first packet mot |4 1

91. 15. 198. 165 Cer many 147.237.0. 15 kosher - kravi .idf.il B ock Np All _Net drop 1
209. 126. 127. 17 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il B ock Wp Al Nets drop 1
46.19. 85. 50 I srael 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot |4 ) 1

91. 15. 198. 165 Cer many 147.237.0. 33 idf.il Bock Np Al Net drop 1

66. 240, 192. 138 Wited Sates 147.237.0. 17 Imny' kosher-kravi. Tdf.i 1o o Np AT Net drop 1
197.116.186.233  |Ageria 147.237.77.216  |dover.idf.il :;]; handshake viol ation, first packet mot |, 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
109. 64. 223. 223 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 8
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
197. 0. 254. 101 Tuni si a 147.237.77.216  |dover.idf.il 8262: HITP. Soworis DoS Tool B ock 1
66. 249. 66. 59 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
66. 249. 66. 62 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
79.177.68.191 |[147.237.0.34 |lIsrael tikshuv.idf.il ET SCAN NVAP -sA (2) 2
198.54.90. 200 [147.237.0.34 |Wited Sates tikshuv.idf.il Tehila - Perl LWP wth fake user agent 2
82.205.41.196 |147.237.77.216 ?Cis;iig;a” Territory: | yover. i df. il ET SCAN NVAP -sA (2) 2
190. 124. 35. 113 |147. 237. 72. 166 |N caragua akaidf.il ET SCAN NMAP -sS wi ndow 2048 1
190. 124. 35. 113 |147. 237. 72. 166 [N car agua aka.idf.il ET SCAN NVAP -f -sS 1
180. 76. 170. 207 |147.237.77. 121 |Chi na e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 171. 122. 176|147. 237. 76. 148 |Lhited Sates gqcenter. aka. i df . il ET SCAN NMAP -sS wi ndow 4096 1
104. 171. 122. 176|147. 237. 76. 148 |Lhited Sates gqcenter. aka. i df .il ET SCAN NVAP -f -sS 1
93.183.201. 2 147.237.0.16 |kraine ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
52. 38. 94. 200 147.237.8.46 |lhited Sates e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
190. 124. 35. 113 |147. 237. 72. 166 [N car agua aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
189. 198. 45. 96  [147.237. 77. 235 |Mexi co sviva.idf.il ET SOAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
120.209. 17. 110 [147.237.0.19 |China nadi matal .idf.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
104. 171. 122. 176|147. 237. 76. 148 [Lhited Sates gqcenter. aka. i df . il ET SCAN NMAP -sS wi ndow 2048 1
93.183. 201. 2 147.237.76.31 |lkraine nakchal .idf.il ET SCAN Potential SSH Scan 1
216.55.143.94 |147.237.77.216|lhited Sates dover.idf.il ET VEB SERVER PHP Cr awl er 1
52. 38. 94. 200 147.237.8.46 |lLnited Sates e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 4096 1
195. 216. 176. 244(147. 237. 77. 74 |Latvia lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature

197.0.254.101 [Tunisia 147.237.77. 216 |dover.idf .il drop First packet isn't SWN drop 642

192. 168. 173. 102 147.237. 77. 216 [dover.i df . il Geo- | ocati on enf or cement Geo-1 ocati on i nbound noni t or 375

enf or cenent
197.0.254. 101 |Tunisia 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 230
s ] Geo- | ocati on i nbound .

192. 168. 173. 102 147.237.72. 166 |aka. i df i Geo- | ocati on enf or cenent enf or cerent nonitor  |187

36. 71. 23. 100 I ndonesi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 160

197. 1. 151. 17 Tuni si a 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 45

17.138.56. 13 Lhited Sates 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 40

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30

205.203.135.1 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25

17.138.56. 13 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19

72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 16
Sreanming Engine: TCP Invalid i i SSi

46.19. 85. 36 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.

46. 19. 85. 252 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 12

139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12

155. 254. 239. 120|iraq 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreamng Engine: TCP Invalid i i ssi

46.19.86.206  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dr opped.

212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop

149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaming Engine: TGP Invalid i i ssi

185. 27. 105. 159 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. 9
Ret r ansni ssi on Packet dropped.

185. 3. 144. 34 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6

31. 13. 162. 246 glcisgi'géa” Territory. |1 47, 237. 77. 216 |dover. i df . i drop First packet isn't SIN drop 6

46. 19. 85. 50 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber alert

2.55.17.31 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TGP Invalid i i ssi

141.8.132.112 |Russian Federation  |147.237.72. 166 |aka. idf.il 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 50 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or

109. 64. 223. 223 |Israel 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect

46. 19. 85. 50 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber aert
Sreaning Engine: TGP Invalid i i ssi

109. 65.214. 41 |Israel 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

212.199.53. 161 |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 50 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber monitor |6

208. 115.111. 68 |lhited Sates 147.237.77.74 |lawidf.il drop SAMrul e drop 5

123. 126. 113. 109|Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 5

5.22.131.68 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi

84.111. 216. 183 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.

72.9.148. 10 Lhited Sates 147.237.77. 176 |natpash.idf.il  |dr op SAMrule drop

197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop

82. 81. 64. 200 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaming Engine: TCP Invalid i i SSi

79.183.100. 129 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

207.46.13.71 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

185. 3. 144. 34 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi

109. 253. 158. 1131 srael 147.237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

66.249.78.223 |United Sates 147. 237.77. 243 |nobi l e i df .i1 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.

130. 203.136. 75 |[Lnited Sates 147.237.77.74 |lawidf.il drop SAMrule drop 3

185. 6. 56. 247 z'cf;i'géa” Territory. |y 47, 237. 77. 216 |dover. i df . i dr op First packet isn't SN drop 3

5.22.129. 248 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or

94. 159. 169. 234 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop

64.246.165.10 |[Uited Sates 147.237.77.74 |lawidf.il Header Rgj ection 'fif;ﬂﬁ;re‘ ection pattern fond in oo |3

49.145.173.34  |Philippines 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

64.246. 165. 160 [United Sates 147. 237.77. 170 |nmarachot . i f .11 |Header Rej ection header rejection pattern found inf oo |2

r equest
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
5. 44. 169. 128 RJSIS:;”i o 147.237.77. 216 |dover . i df . i | Uhaut hor i zed URL Access to i idf.il/mazi' a=0 B ock 6
185.130. 5. 163 |Li thuania 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 185. 130. 5. 163 B ock 5
185.130.5.163 |Lithuania 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 5
84.111.216. 183 |Israel 147.237.77.243|nobi | e. i df . i | Mil ti pl e Uhaut hori zed URL Access from 84.111.216. 183 B ock 3
41.193.160.42 |South Africa 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 41. 193. 160. 42 B ock 2
157.55.39. 161 |lhited Sates  [147.237.77.216|dover.idf .il Mil tipl e Unauthori zed URL Access from 157.55. 39. 161 B ock 2
46. 19. 86. 206 I srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Gode B ock 2
. . . Unaut hori zed URL Access to
84.111.216.183 |[lIsrael 147.237.77.243|nobi [ e.i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 2
84.111.1. 84 | srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
37.187.114.171 |France 147.237.72. 167 i shuri maka. i df . i| [Wauthorized URL Access to /irj/portal B ock
157.55.39. 194 |uhited Sates  [147.237.76.200|eitan. aka.idf.il Ml tipl e Unaut hori zed URL Access from 157.55. 39. 194 B ock
. . Uhaut hori zed URL Access to
109. 65. 50. 56 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31 si p, st or agel f | es/ 8/ 1668. doc Bl ock 1
66. 249. 65. 223  [Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1380- he/ dover . aspx [Bl ock 1
. . . Uhaut hori zed URL Access to
180. 76. 15. 14 Chi na 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ 994- 9697- he/ r ef uah. aspx B ock 1
157.55.39. 108 [lhited Sates [147.237.72.166|aka.i df .i | Uhknown Paraneter catid in aka.idf.il/main/smalinifag. aspx None 1
84.111.216.183 [Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
157.55.39. 205 |lhited Sates [147.237.77.216|dover.idf.il Mil tiple Unaut horized UR. Access from 157.55. 39. 205 B ock 1
109. 253. 158. 113|l srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 1
66. 249. 66. 26 I srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to waw anan. i df.il/nobil e/ B ock 1
157.55.39.205 |Uited Sates 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to wawidf.il/error.htm B ock 1
156. 212.206.6  |Egypt 147.237.77. 176 |mat pash. i df . i | PHP Attenpt B ock 1
: . . Paraneter Type M ol ati on PageNumin
68.180.229. 241 [Wited Sates  [147.237.77.176 |nat pash. i df . il vaw cogat i df . i |/ 901- he/ cogat . aspx Bl ock 1
2.52.179. 179 I srael 147.237.77.216|dover. i df . i | SSL Untraceabl e Connection - Gpen Mde None 1
157.55.39. 161 |Whited Sates  |147.237.77. 216 |dover.idf. il t’lqs;t horized LR Access to waw idf.il/1523-en/ dover. aspx+ df B ock 1
46.101. 163. 114 |Ger nany 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ B ock 1
157.55.39. 241 |lnited Sates [147.237.72.166|aka.i df . il Uhaut hori zed URL Access to aka.idf.il/main/sitenap. aspx B ock 1
156. 212. 206. 6  |Egypt 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to vww cogat . i df.il/xmrpc. php B ock 1
79.183.179.70 |Israel 147.237.72.166|aka. i df . i | SSL Untraceabl e Connection - (pen Mde None 1
207. 46. 13. 67 Lhited Sates  |147.237.77.216|dover.idf.i | Abnormal |y Long Request URL B ock 1
: . . Unaut hori zed URL Access to
157.55.39.194 |[wnited Sates |147.237.72.166|aka. i df.i | ww aka. i of i |/regi strati onw zard regi ster. aspx Bl ock 1
93.179.68.209 |United Kingdom|147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ Bl ock 1
. . . Unaut hori zed URL Access to
66. 249. 65. 12 I srael 147.237.0.19 |madimatal .idf.il nadi matal i cf i1/ appl e app-si t e-associ at i on Bl ock 1
nobi | e. nei tav.idf.i i i
176. 13. 21. 11 I sragl 147. 237. 76. 39 Par_anet er Typg M QI ation ctl 00$0_)nt ent A acetbl der 1%t xt Password in 8 ock 1
| nobi | e. nei tav.idf.il/tenpl ates/|ogin. aspx
157.55.39. 108 |Uhited Sates  [147.237.72.166|aka.idf .il Uhaut hori zed URL Access to aka.idf.il/nain/msrot.aspx B ock 1
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