04-08-2016-23:04:00 to 04-09-2016-00:04:00

@
1"PT SwNn [ )

oV

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |
4, 000
3, 000+ M dover.idf.il
i M aka idf.il
M navy.idf.il
20007 B nat pash. i df . i |
Nurmber | B obileidf.il
Att(zlcks L o001 W awidf il
[Meitan. aka.idf.il
- B tikshuv.idf.il
SO K N R S S N refuah. i df il
& & Ny 2N N N F AN & N M ishurimaka.idf.i
60 N \.Q% (éo . \'é\ \\j‘. \é’\ \(Q
& & ~ N
.\9
Top Tar get
[Top Attackers |
/
3, 6004
2, 700-
Ml 167. 114. 156. 16
| 192. 168. 173. 102
1, 800- ¥ 93.172.187.50
46.133.1.6
Number ’ M 17.138.56. 13
thcks 9004 M 176. 195. 96. 252
I 41.33.231. 90
] W 72.9.148. 10
197. 1. 251. 63
O_b‘ N o P \/90 %\9 \,Q;b P M 207. 241. 229. 248
RS & $ o0 S < >
b R o o v
N A NG R I
N ,3) N ‘],0

Top Attackers




04-08-2016-23:04:00 to 04-09-2016-00:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 3770
212. 143. 142. 56 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 312
149. 78. 169. 36 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 171
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets drop 6
176. 195. 96. 252 Russi an Federation 147.237.76. 86 navy.idf.il JLMPurple Gon Linmt Htp drop 3
176. 195. 96. 252 Russi an Federation 147. 237.76. 86 navy.idf.il JLM Under _Attack Con Htp drop 2

89. 139. 147. 104 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
209. 126. 127. 17 Lhited Sates 147.237.8. 27 e.nadimatal .idf.il|Bl ock Wdp All Nets drop 1
192. 3. 220. 210 Lhited Sates 147.237.76. 38 eeneitav.idfi.il |Bock Wp All Nets drop 1
151. 82. 188. 168 Italy 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn |drop 1
209. 126. 127. 17 Lhited Sates 147.237.8. 28 e.nobile-ks.idf.il |B ock Udp All Nets drop 1
185.94. 111. 1 Russi an Federation 147.237.8. 28 e.nobil e-ks.idf.il |Bock Np Al _Net drop 1
192. 206. 214. 254 Lhited Sates 147.237. 72. 167 i shuri maka. i df.il |TGP handshake viol ation, first packet not syn |drop 1
185.94.111.1 Russi an Federation 147.237.72. 156 anan.idf.il B ock Np Al Net drop 1
209. 126. 127. 17 Lhited Sates 147.237.8. 14 e.orchot.idf.il B ock Wp Al Nets drop 1
185.94.111.1 Russi an Federation 147.237.76. 199 e. nakchal .idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

|Attacker Qount ry

Attacker Address

Target Address

|Site

|Sgnature

Devi ce Action |Count

109. 64. 223. 223 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 9
2.53.10. 238 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 2
123.126. 113. 80 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

93.172.187.50 |[147.237.76.86 |[lIsrael navy. i df .il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 66
93.172.187.50 |[147.237.77. 216l srael dover . idf.il ET WEB SERVER Fake ogl ebot UA 1 | nbound 14
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 69. 34 147.237.72.166|Wited Sates |akaidf.il ET SCAN NVAP -sA (2) 2
80. 82. 79. 104 147.237.8.45 |Netherlands e eitan.idf.il ET SCAN NVAP -sS wi ndow 1024 1
199. 101. 186. 221|147. 237. 72. 167 |United Sates |ishurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
65. 98. 40. 74 147.237.76.38 |Wited Sates e eneitav.idf.il ET SCAN Potential SSH Scan 1
176.223.1. 38 147. 237. 72. 166 |Ronmani a aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 128. 144. 131|147. 237. 77. 176 |Canada nat pash. i df .i | ET SCAN NVAP -sS w ndow 4096 1
91.201. 236. 114 [147.237.76.39 |Wkraine nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201.236. 114 [147.237.72.217 |lkrai ne eidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
66.249. 69. 124 |147.237.72.166 |Lhited Sates |aka.idf.il SER\E APAO_E_ Apache nod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
199. 101. 186. 221(147. 237. 72. 167 |Lhited Sates |i shurimaka idf.il ET SCAN NMAP -sS wi ndow 2048 1
66.240.213.93 [147.237.0.16 [Whited Sates |ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
199. 101. 186. 221|147. 237. 72. 167 [Lhited Sates [ishurimaka.idf.il ET SCAN NVAP -f -sS 1
180. 76. 170. 207 |147.237.77.19 |China lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
118 173. 13557 |147. 237 76. 38 |Thai | and o o ngitay. i il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94. 255. 224. 2 147. 237. 77. 226 |Sweden waw chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
91.201.236. 114 |147.237.72. 217 |krai ne eidf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Geo-1 ocati on i nbound

di fferent w ndow scal e

192. 168. 173. 102 147.237. 77. 216 |dover.idf .i | Geo- | ocat i on enf or cenent nonitor  |344
enf or cenent
192. 168. 173. 102 147.237.72. 166 |aka.i df . Geo- 1 ocati on enf or cenent Geo- ocati on i nbound monitor  [203
enf or cenent
17.138. 56. 13 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrule drop 57
176. 195. 96. 252 |Russian Federation [147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 42
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46.133. 1.6 krai ne 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SN drop 30
72.9.148.10 Lhited Sates 147.237.77. 216 |dover.idf .il drop SAMrule drop 16
207. 241. 229. 248|lhited Sates 147. 237. 72. 166 |aka.i of .i drop SAMrul e drop 15
Sreaning Engine: TCP Invalid i i ssi
132. 74. 145,160 |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. g 12
Ret r ansmi ssi on Packet dropped.
46.133.1.6 krai ne 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
84.109. 94. 243 |l srael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
185.3.144.101 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |8
177.16.130. 140 |Brazil 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
197.3.217.110 |Tunisia 147.237.77. 216 |dover.idf il drop SAMrule drop 7
79.179. 197. 237 |l srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
154.70.157. 1 Uganda 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
208.115.111. 68 |Uhited Sates 147.237.77.74 |lawidf.il drop SAMrule drop 6
Sreanming Engine: TCP Invalid i i ssi
31.210.189.19 |[Israel 147. 237, 77. 243 |nobi 1 e. i of . i | g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dr opped.
134, 196. 234. 127|Thai | and 147.237. 77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |6
Sreamng Engine: TCP Invalid i i ssi
109.67.59.26  |Israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
62. 16. 68. 22 Russi an Federation 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 5
. . . SYNtAXK retransmt with .
46.133.1.6 Wkr ai ne 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence di fferent i ndow scal noni t or 5
) R SYN+ACXK retransmt wth .
46.133.1.6 kr ai ne 147.237.77. 216 |dover.i df .i Bad TCP sequence di fferent v ndow scal monitor |5
123.126. 113. 109|Chi na 147.237. 77. 216 |dover.idf il drop SAMrule drop 5
185. 3. 144. 34 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |4
130.203.136.75 |United Sates 147.237.77.74 |lawidf.il drop SAMirul e drop 4
72.9.148.10 Lhited Sates 147.237.77. 176 |natpash.icf.il  |drop SAMrule drop 4
Sreaming Engine: TCP Invalid i i ssi
65.55. 210. 105 |Whited Sates 147. 237. 76. 200 |ei tan. aka. i df . g =g Invalid segnent retransmssion. g 4
Ret ransmi ssi on Packet dr opped.
37.187.200.36 |France 147.237.77. 178 |e.matpash. i df .i1 |Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 4
enf or cenent
5.102. 195.106 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
62. 16. 68. 22 Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreamng Engine: TCP Invalid i i ssi
185.3.147.216 |l srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.53.39.76 I'srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
5.102.255.212 |Israel 147.237. 77. 243 |nobil e.i df .i | Bad TCP sequence Invalid ACK nunber monitor |3
Sreaming Engine: TCP Invalid i i ssi
185. 120. 126. 201 i srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
79.181.172. 158 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 160. 167. 253|i srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
5.102.195.100 |l srael 147.237. 77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or
149. 50. 44. 92 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
37.218. 214. 61 ga:lcis;i':éa” Territory.f147.237. 72. 167 |i shuri maka. i o . i |dr op First packet isn't SN drop 2
197. 1. 251. 63 Tuni si a 147.237.77. 170 |maarachot . i df il |dr op First packet isn't SN drop 2
5.102. 255.212 |Israel 147.237.77. 243 |nobi le.idf il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
5.22.131.9 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Invalid ACK nunber monitor |2
46.133.1.6 kr ai ne 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid sequence nunber roni t or 2
87.71.83.177 | srael 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 2
197.1.251.63  |[Tunisia 147.237.77. 212 |e.dover.idf.il  |Geo-1 ocati on enf or cenment Geo-I ocati on i nbound drop 2
enf or cenent
79.179. 123. 246 |l srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
197. 1. 251. 63 Tuni si a 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop
5.102.255.212 I srael 147.237.77.243|mbile.idf.il  |Bad TOP sequence STNACK retransmt with moni tor  [2
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
151.147.196. 20 |Lhited Sates  |147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod Bl ock 4
) - . Unaut hori zed URL Access to
151. 147.196. 20 |Lhited Sates |[147.237.76.42 |refuah.idf.il vow refua. atal i of.i1/sip storagelfiles/ 1/ Bl ock 3
37.26.146. 154 |l srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock
79.178. 218. 180 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
8.30.87.101  |Wnited Sates |147.237.77.216|dover. i df .i | Paraneter Type Mol ation ct!00SContent A acetbl der 1StxtLasthane in g 3
waw i df . i1/1038-en/ dover . aspx
157.55.39.205 |Liited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/error. htm Bl ock 2
62.210.148.91 |France 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
. . Unaut hori zed URL Access to
66. 249. 69. 2 I srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ si p. st or agel {11 es/ 7/ 71477. pdf B ock 1
68.180.231.43 |[Lhited Sates [147.237.77.216|dover.idf .il Paraneter Type Mol ati on PageNumin ww i df . i|/1395-en/ dover. aspx |B ock 1
66. 249. 65. 191 |l srael 147.237.77. 216 |dover.i df .i | Unaut hori zed LRL Access to waw idf.il/appl e-app-site-association |B ock 1
5.22.135.245 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. idf.il/mai n/sachar/undefined |B ock 1
66.249 69.34 |Israel 147.237.72. 166 |aka. i df . i | ;hﬁ:n horized LR Access to wun aka.idf.il/sip_storage/files/ 6/ | 1
_ ny- kosher - kravi . i df _ L
40.77.167. 31 Lhited Sates 147.237.0. 16 O Uhaut hori zed URL Access to www ny- kosher-kravi.idf.il/ B ock 1
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 66. 249. 65. 224 B ock 1
Russi an . . Qooki e Tanpering on cooki e sssssss: Expect ed
188.244.47.215 Federation 147.237.76.86 navy. | df.il alf 76f 86sssssss_alf 76f 86, (bserved 8daala5asssssss_8daala5a None !
. . S Untraceabl e Gonnection - Protocol violation
66. 249. 69. 124 |l srael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
50.116.28.209 |[thited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to v i df .il/1294-en/wan i df.il/english |B ock
151. 147.196. 20 |Lhited Sates |[147.237.76.42 |refuah.idf.il Ml tipl e Unaut horized URL Access from 151. 147. 196. 20 B ock
- . Unaut hori zed URL Access to
66. 249. 65. 237 |Israel 147.237.77. 216 |dover . i df .i | 147. 237.77. 216/ 1133- 9241- he/ dover . aspx Bl ock 1
12.37.9.42 Lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Molation IDin wwidf.il/1294-en/ dover. aspx B ock 1
. . Unaut hori zed URL Access to
66.249.75. 44 |Israel 147.237.72. 166 [aka. i df . i | 147. 237.72. 166/ yohal an/ ni n/ nai n. asp Bl ock 1
62.210.148.91 |France 147.237.77. 216 |dover.i df .i | PHP At t enpt B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 121 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 es/ 1 si ze100x0/ 2801 ] pg B ock 1
31.210.189.19 |[lIsrael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 1
. . Unaut hori zed URL Access to
66.249.75.60 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
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