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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 3835
105. 105. 52. 23 Ageria 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 13
209. 126. 127. 17 Lhited Sates 147.237.0. 33 idf.il Bl ock Udp All Nets drop 3
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All _Nets drop 3
209. 126. 127. 17 Lhited Sates 147.237.0. 16 ny- kosher-kravi .idf.il Bl ock Udp All _Nets drop 2
209. 126. 127. 17 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf.il Bl ock_Ulp Al _Nets drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page F ood Attack forward 2
209. 126. 127. 17 Lhited Sates 147.237.0. 35 akaws. i df . il Bl ock_Udp All _Nets drop 2
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 2
209. 126. 127. 17 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bl ock Udp All Nets drop 2
93. 215. 23. 185 Cer many 147.237.0. 35 akaws. i df.il Block Np All _Net drop 1
93. 215. 23. 185 Ger many 147.237.0. 19 nadi matal .idf.il Block Np Al _Net drop 1
209. 126. 127. 17 Lhited Sates 147.237.0. 34 tikshuv.idf.il Bl ock_Ulp Al _Nets drop 1
93. 215. 23. 185 Ger many 147.237.0. 15 kosher - kravi .i df il B ock Np Al _Net drop 1
93. 215. 23. 185 Ger nany 147.237.0. 33 idf.il Block Np All Net drop 1
93. 215. 23. 185 Cer nany 147.237.0. 16 ny- kosher-kravi .idf.il Block Np All _Net drop 1
209. 126. 127. 17 Lhited Sates 147.237.0. 19 nadi matal.idf.il B ock Udp Al _Nets dr op 1
93. 215. 23. 185 Ger many 147.237.0. 34 tikshuv.idf.il Block Np Al _Net drop 1
217.172.189. 11 Ger many 147.237.77.176 nat pash. i df . i | Bl ock_Ulp Al _Nets drop 1
93. 215. 23. 185 Ger many 147.237.0. 17 mny- kosher-kravi .idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |T get Address |Site |Sgnature Devi ce Action |Oount |
46.120. 2. 93 I srael 147.237.0.34 |ti kshuv. i df . i{C1000138: HTTP. prefix 1.01 in the UR B ock 14
2.53.15.51 I srael 147.237.0.34  |ti kshuv. i df.i|Cl000138: HITP. prefix 1.01 in the UR B ock 6
213. 8.204. 34 | srael 147.237.0.34  |ti kshuv. i df.i|C1000138: HTTP. prefix 1.01 in the URL Bl ock 4
105.105.52.23 |Ageria 147.237.77.216 |dover.idf.il [12026: HITP. LA C DDoS Tool (Q\LY enabl e when under DoS attack) |B ock 2
207. 46. 13. 45 Lhited Sates 147.237.0.34  |ti kshuv. i df.i|Cl000138: HITP. prefix 1.01 in the UR B ock 2
109. 253. 136. 216 |l srael 147.237.0.34  |ti kshuv. i df.i|C1000138: HTTP. prefix 1.01 in the URL Bl ock 2
66. 249. 66. 59 I srael 147.237.0.34 |ti kshuv. i df . i{C1000138: HTTP. prefix 1.01 in the UR B ock 1
157.55.39.201 [thited Sates 147.237.0.34  |ti kshuv. i df.i|Cl000138: HITP. prefix 1.01 in the UR B ock 1
106. 38. 241. 150 |Chi na 147.237.77.216 |dover.i df.i| |Cl000071: HTTP: User Agent Sogou-+web+spi der Bl ock 1
123.126.113.80 |[China 147.237.72. 166 |aka.idf .il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34, 150. 18 |147. 237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
84.200. 15. 174 |147. 237. 76. 147 |Ger many chinuch. aka.idf .i |ET SCAN NVAP -sS w ndow 3072 1
67.130.39. 67 |147.237.77.227 |thited Sates [e. hanaz.idf.il ET SCAN NVAP -sS wi ndow 4096 1
64.13.147.226 [147.237.76. 147 |Lhited Sates |chinuch.aka.idf.il|[ET SCAN NVAP -sS wi ndow 1024 1
. . |ET SCAN Behavi oral Unusual |y fast inbound Tel net Gonnecti ons,
83.17.11.50 147.237.0.19 |Pol and nadimatal .idf.il . 1
Potential Scan or Brute Force
67.130.39. 67 [147.237.77.227 |Lhited Sates [e. hanaz.idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Geo-1 ocat i on i nbound

Ret r ansm ssi on

Packet dropped.

192. 168. 173. 102 147. 237. 77. 216 |dover.i df .i Geo- | ocati on enf or cenent noni t or 344
enf or cenent
o . Geo- | ocati on i nbound .
192. 168. 173. 102 147. 237. 72. 166 |aka.i df .i | Geo- | ocati on enf or cenent enf or cenent noni t or 205
93.172.150.62 |l srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransmt with different monitor |33
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaning Engine: TQP Invalid i i ssi
37.26.149.238 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |y o 27
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 65. 124. 219 |Israel 147. 237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. |, 18
Ret r ansmi ssi on Packet dropped.
185. 51. 220. 166 |Iraq 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 17
72.9.148. 10 Lhited Sates 147. 237. 77. 216 |dover.i f .i | drop SAMrule drop 16
147.153.151.30 |thited Sates  [147.237.0.34 |tikshw.idf.il |Bad TCP sequence StNretransmt with i fferent moni tor |13
wi ndow scal e
reamn ine: TCP Invali i i ssi
185.32.179.45 |israel 147.237. 77, 243 |moti e i i1 [ €M g Engine P Invalid finvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
37.26.147.240 |[lsrael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
93.172.231.8 I srael 147.237.0.34 |tikshuv.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 9
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
185.32.179.21 |Israel 147.237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 8
87. 69. 165. 79 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46.19. 85. 193 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
46.19. 85. 114 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 114 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor 6
5.22.131.68 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
79.182.188.98 |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
46.19.85.142  |israel 147.237.77. 203 | e i 11 | SAM NG Engine: TP Invalid invalid segnent retransmission. | 6
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.182.197.34 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
109.67.4.172  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid finvalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
72.9.148. 10 Lhited Sates 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop 6
46. 19. 85. 186 I srael 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 5
37.26.149.238 |Israel 147. 237. 72. 166 |aka.i of .i | Bad TCP sequence noni t or 5
82.166.243.19 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
46.19. 86. 18 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout aert 4
46.19. 86. 18 I srael 147. 237. 72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4
185.3.144.101 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
Sreaning Engine: TQP Invalid i i ssi
157.55.12.89  [hited Sates  |147.237.76. 200 [eitan. aka. i df il g =g Invalid segnent retransmssion. |y o 4
Ret ransm ssi on Packet dropped.
. . SYNVACK retransmt with different .
46.19. 86. 18 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal e noni t or 4
105.105.52.23 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
Sreanming Engine: TCP Invalid i i ssi
2.54.151. 14 I'srael 147. 237.77. 243 |mobi l e i o . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.147.166 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
37.26.149.238 |Israel 147. 237. 72. 166 |aka.i of .i | Bad TCP sequence Inval i d ACK nunber noni t or
149. 88. 249. 209 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TQP Invalid i i ssi
79.182.50.216 | srael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. |y o 3
Ret ransm ssi on Packet dropped.
Iran, Islanmic . . .
164. 138. 23. 232 Republ i ¢ of 147. 237. 77. 216 |dover .i df .i | Bad TCP sequence Inval i d ACK nunber alert 3
78.40.181. 34 Lebanon 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
Sreanming Engine: TCP Invalid i i ssi
109. 65.73.144  |Israel 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.159.191  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Iran, Islamc . . . )
164. 138. 23. 232 Republ i ¢ of 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
79.181.36.72  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.53.19. 103 I'srael 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
37. 46. 38. 204 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreaning Bngine: TQP Invalid i i SSi
79.181.97.33  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
5.22.135.99 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreaning Engine: TQP Invalid i i ssi
87.70. 45. 15 I sr ael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. |y o 3
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.181.170.34 |Israel 147.237.72. 166 |aka. i of . | 9 =g Invalid segnent retransmssion. |, 3
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
185. 120. 125. 32 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 36
197.15. 245. 65 [Tunisia 147.237.77. 216 |dover.i df . il Ml tiple Uhauthorized URL Access from 197. 15. 245. 65 B ock 6
208. 115. 111. 72 |Lhited Sates 147.237.76.86 |navy.idf.il Mil ti pl e Unaut horized LRL Access from 208.115. 111. 72 B ock 6
5.102. 242. 250 |Israel 147.237.77.243|nobi | e. i df . i | Mil ti pl e Unaut hori zed URL Access from5. 102. 242. 250 B ock 3
37.26.146. 211 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
208.115.111. 72 |Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/forum asp/ showf orumasp [B ock 2
185.32.179. 45 |lIsrael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 2
5.102.242.250 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt 2 ci’rd'leie?/ lc";egpgrcyisem O e/ 1 st hi | cdocument s/ 1302 Bok |2
Unknown HTTP Request Met hod .
74.93.128.228 |lnited Sates 147.237.77.233|atal .idf.il {L&?H{ng]]]]&ﬁli%[][g[] #%]ﬁlé[]\[,[jo]i]r[][L#g]é([j%ﬁg][][[ﬁg][][[ﬁzlgl’]sgar%ﬂ Bl ock 1
[[#19]].
Ill1egal Byte Gode Character in Method
74.93.128.228 |Wited Sates 147.237.77.233|atal .idf.il [[#22]][[#3]][[_#1]][[#0]]-[[#1]][[#0]][[#0]]{[[#3]][[#3]][[#0]]-£B:ér§5’r[ B ock 1
[#O] ] t[[#26]] YN [#7]] &{[#18]] 6] " =
54.153.33.233 |lLhited Sates 147.237.76.200|ei tan. aka. i df . i | |naut hori zed URL Access to 147.237.76. 200/ Bl ock 1
119. 46. 1. 66 Thai | and 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/994-8992-he/ 0 Bl ock 1
Pal esti ni an
31.223.176.46 |Territory, 147.237.77. 216 |dover.idf . il Distributed Wauthorized URL Access on 147. 237. 77. 216/ Bl ock 1
Qceupi ed
74.93.128.228 |Lhited Sates 147.237.77.233|atal .idf . il NLL Character in Header Nane at B ock 1
68.180.229. 241 [Lhited Sates 147.237.77. 176 |nat pash. idf.il muégggtl Zled(i‘| .%tgcn;ra:\tseéloshw ed/ user cont r ol s/ header upper / B ock !
46.0.187. 34 Russi an Federation|147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il /1398- 12396- en/ dover . aspx’ B ock 1
157.55.39. 205 |Lhited Sates 147.237.77.216|dover . i df . il Uhaut hori zed LRL Access to wawidf.il/error. htm Bl ock 1
79.181.36.72 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to wan aka. i df .il/hinuch. B ock 1
74.93.128.228 |Lhited Sates 147.237.77.233|atal .i df . il Illegal Byte Gode Character in URL wdA[#0]]1[[#0]][[#28]1/4Q[[#19]], Bl ock 1
107.15.245.65 |Tunisia 147.237.77. 216 |dover . i df . i | m”tl g‘;”lzl‘i‘i eun?)] gfgs/sfm;‘;page/ 0000000000000 Bock |1
66.249.69.2  |Israel 147.237.72. 166 |aka. i df . i | ﬂ?gtzgc;if;dlé'gmpfﬁfzzaf? o showbi g. aspx Bok |1
36. 248. 161. 153 |Chi na 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df.il/main/ml ui ndabout. aspx |B ock 1
134.0.14.205 |Spain 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to refua.atal .idf.il/wp-admn/ B ock 1
NLLL Character in Method
74.93.128.228 |Wited Sates 147.237.77.233|atal .idf.il [[#22]][[#3]][_[_#1]][[#0]]-[[#1]][[#0]][[#0]]{[[#3]][[#3]][[#0]]-£D:ér§3’r[ B ock 1
[#0]]t[[#26]]Y><[[#7]]&~[[#18]]6["DI
68.180. 231. 43 |Wited Sates 147.237.77. 216 |dover . i df . i | chaut gfo.rillz/e:eb?:\]/ﬁfgifz;ﬂ o par at roopers Bock |1
212.34.12.113 |Jordan 147.237.77. 216 |dover.i df . il Distributed Unhaut hori zed URL Access on 147.237.77. 216/ Bl ock 1
46.19.85.142 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock
157.55.39. 226 |Lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/mai n/drushi ndmsrot. aspx Bl ock
Unaut hori zed URL Access to
79.182.173. 175 |I srael 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai n/ sachar/ ct100_ct100_cphrai n_cphsachar _di vper sonal g |Bl ock 1
uest i onscont ent
74.93.128.228 |Lhited Sates 147.237.77.233|atal .idf.il I11egal HITP \ersion A[#20]]A B ock 1
197.89.155.34 [South Arica 147.237. 7. 216 |dover . i df .i| [0 St7] Duted dhautnort ;sgvéfag:iess on Bock |1
66.249.69.10 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx  |B ock 1
Pal esti ni an
37.8.28.36 Territory, 147.237.77.216|dover.idf . il Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
Qceupi ed
149. 88. 66. 231 |l srael 147.237.77. 216 |dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
74.93.128.228 |Wited Sates 147.237.77.233|atal .idf.il NLL Character in URL w=df[#0]][[#0]][[#28] 1[40 [[#19]]. B ock 1
74.93.128.228 |Lhited Sates 147.237.77.233|atal .idf.il Abnornal |y Long Request et hod B ock 1
50.62. 160. 248 |lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal .idf.il/test/wp-admn/ B ock 1
Lhknown Paraneter catld in
79.183.184. 68 |Israel 147.237.72. 166 |aka. i df . i | wa aka, i df . i |/ mai n/ gi yus/ mai n/ gi yus/ r esour ces/ i nages/ nast er/ f avi con.  |None 1
gf
74.93.128.228 |Uhited Sates 147.237.77.233|atal .idf.il Ml fornmed HTTP Header Line 2 Bl ock 1
207.46.13.71 United Sates 147.237.77. 216 [dover . i df . i | V\L:A]x?zuitgférilIii?\gﬁwpca;re\cfjné;nent s/ 2002/ apri |/ fatah acti vi sts/index Bl ock !
66.249.93.50 |lsrael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f |B ock 1
157.55.39. 111 [lLhited Sates 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 1
74.93.128.228 |Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
74.93.128.228 |Wited Sates 147.237.77.233|atal .idf.il Illegal Byte Qode Character in Header Nane B ock 1
50. 63. 197. 202 |Lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wordpress/ wp-adnin/ B ock 1
119.46.1.66  |Thailand 147.237.76.86 |[navy.idf.il Ml tipl e Unhaut horized UR. Access from 119. 46. 1. 66 B ock 1
5.172.237.137 |Poland 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to waw i df.il/894-en/ dover. aspx/ Bl ock 1
74.93.128.228 |Lhited Sates 147.237.77.233|atal .idf.il Ml forned URL w<dd[#0] ] [[#0]][[#28]1/40[[#19]], B ock 1
68.180.229.89 |lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/main/giyus/ge...04 B ock 1
40.77.167.42 |lnhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 1
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