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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4096
46. 43. 126. 188 Pal estinian Territory, Qcupied|147.237.77.216 dover.idf.il HTTP- M SC- DoS- GoodBye- 30 |dest-reset 1101
188. 161. 118. 232 Pal estinian Territory, Qccupi ed|147.237.77.216 dover.idf.il B ock Wp Al Nets drop 502
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 10
209. 126. 127. 17 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bl ock_Up Al _Nets drop 1

82. 145. 220. 179 Eur ope 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 1
209. 126. 110. 228 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ock Wp Al _Nets drop 1
209. 126. 127. 17 Lhited Sates 147.237.0. 19 nadi matal .idf.il Bl ock_Udp All _Nets dr op 1
209. 126. 110. 228 Lhited Sates 147.237.0. 16 ny- kosher-kravi .idf.il B ock Wp Al Nets drop 1
209. 126. 127. 17 Lhited Sates 147.237.0. 33 idf.il Block Udp All Nets drop 1
209. 126. 110. 228 Lhited Sates 147.237.0. 17 mny-kosher-kravi.idf.il |Bock Wp All Nets drop 1
210. 140. 82. 35 Japan 147.237.0.19 nadi matal .idf.il Inval id TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
5.28.187.52 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 8
84.228.248. 18 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 6
84. 108. 105. 198 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
136. 243. 152. 18 Ger many 147.237.72.166 |aka.idf.il CL000074: HTTP. naj estic bot B ock 2
136. 243. 152. 18 Ger many 147. 237. 76. 42 refuah.idf.il |Cl000074: HITP. najestic bot B ock 2
136. 243. 152. 18 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
149. 50. 122. 164 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
132. 66. 237. 92 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
188. 214. 249. 152 Ronani a 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent Bl ock 1
105. 110. 23. 24 Ageria 147.237.77.216 |dover.idf.il |3630: HITP. SQ Injection (Bool ean | dentity) B ock 1
105. 110. 23. 24 Ageria 147.237.77.216 |dover.idf.il 5670. HTTP. SQ Injection (SELECT) B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.79.109 |[147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
66.240.213.93 |147.237.76.38 |lhited Sates |e.e.neitav.idf.il |ET SCAN NVAP -sS w ndow 1024 1
45.63.16. 73 147.237.77. 178 |lUnited Sates |e.matpash.idf.il |ET SCAN NMAP -sS w ndow 3072 1
218.108.132.58 |[147.237.8.24 |[China e.lifestyleiidf.il |[ET SCAN NVAP -sS wi ndow 1024 1
216. 227.58.7 147.237.0.34 |lnited Sates |tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1
_ L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
216.198. 187. 120[147. 237.76. 31 |Lhited Sates |nakchal .idf.il . 1
Potential Scan or Brute Force
175.6.7.73 147.237.8.28 |china e.nobi le-ks.idf.il |ET SCAN Potential SSH Scan 1
105.110. 23.24  |147.237.77.216|A geria dover . i df .il SQ Injection - Select From 1
63.221.141.195 [147.237.0.15 |lhited Sates |kosher-kravi.idf.i|ET SCAN Potential SSH Scan 1
45.63.16. 73 147.237.77. 178 |Wited Sates |e.matpash.idf.il |ET SCAN NVAP -sS w ndow 1024 1
216.227.58.7 147.237.0.34 |lnited Sates |tikshuv.idf.il ET SCAN NVAP -sS wi ndow 3072 1
216.227.58.7 147.237.0.34 |lhited Sates |[tikshuv.idf.il ET SCAN NVAP -f -sS 1
, L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
201.172. 194. 198|147. 237. 8. 14 Mexi co e.orchot.idf.il . 1
Potential Scan or Brute Force
_ _ . |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
180.218.22.12 |147.237.0.19 [Tai wan nadi matal .idf.il . 1
Potential Scan or Brute Force
_ ) .. |ET SCAN Behavi oral lhusual | y fast inbound Tel net Gonnecti ons,
122.172.34.79 147. 237. 8. 28 India e.nobil e-ks.idf.il . 1
Potential Scan or Brute Force
80.82.78.38 147. 237.76. 177 |Net her | ands ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry |[Target Address ‘S’te ‘Signature Action ‘Count
Pal estini an . . -
188. 161. 118. 232 Territory, Creupied 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2775
Pal esti ni an R -
46. 43. 126. 188 Territory, Ceeupi ed 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 686
192. 168. 173. 102 147.237.77. 216 |dover.idf.il [Geo-1 ocati on enf or cenent Geo-| ocat i on i nbound enf or cenent moni tor  |360
Pal esti ni an sl SWretransmt wth different w ndow .
46. 43.126. 188 Territory, Geoupi ed 147.237.77. 216 |dover.idf.i| [Bad TCP sequence scal e moni tor  [239
Pal esti ni an s L
5.34.160. 178 Terri tory, Grcupi ed 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 222
192. 168. 173. 102 147.237.72. 166 |aka. i df .i Geo- | ocation enf or cenent Geo- | ocati on i nbound enf or cenent moni tor (203
Pal esti ni an e
188. 161. 118. 232 Territory, CGeeup ed 147.237.77. 216 |dover.idf.il |drop drop 199
37.60.47. 202 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 58
Pal esti ni an s . )
188. 161. 118. 232 Terri tory, Gooupi ed 147.237.77. 216 |dover.idf.i| [Bad TCP sequence Invalid ACK nunber mnitor |53
Pal esti ni an ) . .
188. 161. 118. 232 ) i 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber aert 31
Territory, Gecupied
107.167.96. 184 |[lnited Sates 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 31
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
Sreamng Engine: TCP Invalid ' i ssi
84.228.248.18 | srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. Packet |, 21
Ret r ansni ssi on dr opped.
79.182.52.37  |israel 147.237.77.233|atal .idf.il  [Bad TCP sequence i;;e”ansmt weh different wndow | oo |10
31.210. 186. 159 |Israel 147.237.72. 166 [aka. i df .i | Bad TCP sequence Invalid ACK nunber noni tor |16
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 16
Sreanming Engine: TCP Invalid i i ssi
94.230.86.13  |israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. Packet |, 15
Ret ransm ssi on dr opped.
S reaning Engi ne: TCP '
90.230.58.172  |Sweden 147. 237. 77. 216 |dover . i of . | 9 =g TCP segnent out of naxi mumalloved (. ) 11
Segrent Limt Enforcenent sequence. Packet dropped.
197.27.82.194 |Tunisia 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval id ACK nunber noni t or 10
94. 230. 86. 231 |Israel 147.237.77. 216 |dover.idf.i| |[Bad TCP sequence Invalid ACK nunber moni tor |9
Sreamng Engine: TCP Invalid i i ssi
213.57.101. 192 |Israel 147.237.72. 166 |aka. i df .1 9 =g nvalid segnent retransmssion. Packet |, 9
Ret r ansn ssi on dr opped.
197.27.82.194 [Tunisia 147.237.77. 216 |dover.idf.i| |[Bad TCP sequence Invalid ACK nunber aert 9
31.44.143.223 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8
94.230.86.231 |lsrael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber nonitor |7
212.143.142.56 |Israel 147.237.77. 216 [dover.idf.il |drop First packet isn't SWN drop 7
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
46. 19. 86. 86 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
185.3.147.215 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansn ssi on dr opped.
46. 19. 86. 86 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d ACK nunber monitor |6
Sreanming Engine: TCP Invalid i i ssi
212.199.57. 200 |israel 147. 237.77. 243 |robi | e. i of . i1 9 =g nvalid segnent retransmssion. Packet |, 6
Ret ransm ssi on dr opped.
46. 19. 86. 26 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
Sreaming Engine: TGP Invalid i i ssi
46. 19. 86. 84 I srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransni ssi on dr opped.
Sreamng Engine: TCP Invalid ' i ssi
207.46.13. 144 |United Sates 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
85. 250. 139. 5 | srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 5
105.110.23.24 |Ageria 147.237.77. 216 |dover.idf.il [SQ I njection %n'cglt,ec“ on detected in request: monitor |5
85.64.137.198 |l srael 147.237.77.233|atal .idf.il |Bad TCP sequence Inval id ACK nunber nonitor |5
Pal esti ni an . .
5. 34.160. 178 Territory, Goeup ed 147.237.77. 216 |dover.idf.il |drop drop 5
5.102.242.160 |lIsrael 147.237.0.34 |tikshw.idf.il|Bad TCP sequence Invalid ACK nunber noni t or
212.179.217.35 [Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
107.167.112. 106|United Sates 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
5.28.134.92  |Israel 147.237.77. 243 |mubile.i o .11 9 =g nvalid segnent retransmssion. Packet |, 4
Ret r ansnm ssi on dr opped.
85.64.137.198 [lIsrael 147.237.77.233|atal .idf.il |Bad TCP sequence Inval i d ACK nunber aert 4
188. 120. 154. 221 |l srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Invalid ACK nunber moni tor |4
46. 19. 86. 86 I 'srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber aert 4
88.80.184.136 |Uhited Ki ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
46. 19. 86. 86 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
89.139. 183. 165 |lIsrael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
72.9.148. 10 Lhited Sates 147.237. 77. 176 |nat pash. i df . i 1|dr op SAMrul e drop 4
85.64.137.198 |l srael 147.237.77.233|atal .idf.i1  |Bad TCP sequence S retransmt with different wndow Jooniior |4
176.13.0.153  [Israel 147.237.76.42 |refuah.idf.il [Bad TOP sequence StNretransmt wth different wndow |50 |

scal e
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
46.19. 85. 72 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 85
113. 67.189. 221 [China 147.237.77. 216 |dover . i df . i | Mil tipl e Unhauthorized URL Access from 113. 67. 189. 221 B ock 27
149. 50. 82. 87 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from 149.50. 82. 87 Bl ock 17
37.46.38. 22 | srael 147.237.77.243|nobi | e. i df . i | Par anet er Type M ol ation Password in nobile.idf.il/sachar/login B ock 7
105.110.23.24 |Ageria 147.237.77. 216 |dover . i df . i | Dstributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock
93.173.223.98 [Israel 147.237.77.243|nobi | e. i df . i | Ml tipl e Unaut hori zed URL Access from 93.173.223. 98 Bl ock
} . . Uhaut hori zed URL Access to
208.115.111. 72 |thited Sates 147.237.76.86 [navy.idf.il navy. i df . i 1/ gi yus/ f or u asp/ show or um asp Bl ock 6
37.26.149.158 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock
79.177.197. 127 |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code Bl ock
] . ] Unaut hori zed URL Access to
93.173.223.98 | sr ael 147.237.77.243|nobi | e. i df . i1 nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1601 Bl ock 3
. . Unaut hori zed Met hod PCST for
176. 228.50. 195 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ mai v sachar / f aq, aspx B ock 3
46. 19. 85. 185 I srael 147.237.76.86 |navy.idf.il Mil tiple I11egal HITP Version froma46. 19. 85. 185 B ock 2
93.173.223.98 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
46. 19. 85. 185 I srael 147.237.76.86 [navy.idf.il Mil tiple Miformed URL from46. 19. 85. 185 Bl ock 2
107.72.162.15 |Uited Sates 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to ww tikshuv.idf.il/cgi-bin/ipdiags. ha|B ock 2
46.19. 85. 185 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unknown HTTP Request Method from 46. 19. 85. 185 Bl ock 2
113. 67.189. 221 [China 147.237.77.216|dover . i df . i | D stributed PHP Attenpt Bl ock 2
46. 19. 85. 185 I srael 147.237.76.86 |navy.idf.il Mil tiple Aobnormal |y Long Request from 46. 19. 85. 185 B ock 2
. . Unaut hori zed URL Access to
87.70.125.233 [lIsrael 147.237.72. 156 [anan. i df . i | Vo ann. | df i1/ htt ps: / v anan. i df i1/ B ock 1
46. 43. 126. 188 glcissi':('ja” Territory, 1147 237.77. 216 |dover. i df .i | Distributed Uhauthorized URL Access on 147.237.77. 216/ B ock 1
207.46.13.140 |thited Sates 147.237.77. 176 [mat pash. i df . i|  |Uhaut hori zed URL Access to 147.237.77.176/ Bl ock
105. 131. 16. 221 |Mbrocco 147.237.77.216|dover. i df . il D stributed UWaut hori zed URL Access on 147.237.77. 216/ Bl ock
177.54.224. 214 |Brazil 147.237.77. 176 [mat pash. i df . il |PHP Attenpt Bl ock 1
5.34. 160. 178 z'cf;i'géa” Territory, 1147 237.77. 216 |dover. i df . i | D stributed Unauthorized URL Access on 147.237.77. 216/ Bl ock 1
] . . Parameter Type Molation & in
52.169.157.143 |United Sates 147.237.76.42 [refuah.idf. il wwv refua. atal .idf.il/tenpl ates/ sendtof ri end/ sendt of ri end. aspx Bl ock !
207.46.13.144 [Lnited Sates 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
151.237.179. 41 |Sweden 147.237.77. 216 |dover. i df . i | Distributed thaut hori zed UL Access on B ock 1
wa i df . i |/ newsi t e/ hebr ew nai n. asp
46.19. 85. 185 I srael 147.237.76.86 |navy.idf.il Abnormal |y Long Request et hod B ock 1
105. 158. 116. 215|Mbr occo 147.237.77. 216 |dover.idf . il Distributed Unaut hori zed URL Access on 147.237.77. 216/ Bl ock 1
79.182.52. 37 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx |Bl ock 1
177.54.224. 214 |Brazil 147.237.77. 176 |mat pash. i df . i|  |Unauthori zed URL Access to www cogat.idf.il/images/ xxu. php B ock 1
113. 67. 189. 221 |Chi na 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wan i df.il/fck/ Bl ock 1
] . . Parameter Type Molation & in
52.169. 157. 143 [lhited Sates 147.237.77. 216 |dover.idf . il v i df i |/ enpl at es/ sendt of ri end/ sendt of ri end. aspx B ock 1
157.565.39.108 |Wiited Qates 147.237.72. 166 |aka. i df . i | Wnaut hori zed LRL Access to ww aka. i df .1/ main/rabant/ B ock 1
gener al . aspx
46.19. 85. 185 I srael 147.237.76.86 |navy.idf.il Illegal HITP \ersion B ock 1
80. 246. 136. 197 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
188. 161. 118, 232 ga:lcis;i':éa” Territory, |147 237.77. 216 |dover. i df . i | Unaut hor i zed URL Access to 147.237.77. 216/ Bl ock 1
141.212. 122. 209|Uhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ B ock 1
54.186.248.49 [lLnited Sates 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to waw i df.il/1294- he/ v i of . i | Bl ock 1
. . Uhaut hori zed URL Access to
176.13.0.153  |[Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah. aspx Bl ock 1
46.19. 85. 185 I srael 147.237.76.86 |navy.idf.il Mal formed URL _ at ssc=f acebook; 2 Bl ock 1
- . Paraneter Read Qhly Molation in
2.52.144. 209 | srael 147.237.72. 166 |aka. i df . i | v aka i df i |/ mai v sachar/ f or got passwor d. aspx None 1
85. 64.137.198 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501-he/ atal . aspx |Bl ock 1
46.19.85.185 | srael 147.237.76.86 |navy.idf.il tnknown HTTP Request Method 5707b41aebb8e825000; in URL g oo\ 1
__at ssc=f acebook
207. 46. 13. 15 Lhited Sates 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to waww anan. i df.il/mod B ock 1
46.18.17. 136 (F;a]ceus;ilg(ljan Territory, 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed LRL Access to waw cogat . i df.il/sip_storage/ B ock 1
. . Unaut hori zed Met hod HEAD for
148.251.2.180 [Ger many 147.237.72. 166 |aka. i df . i | vwv aka i o i |/ brot her s/ ski ra/ def aul 1. asp B ock 1
Unaut hori zed URL Access to
66. 249. 69. 18 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut hu |Bl ock 1
ser
5.22.129. 103 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147.237.76. 42/ favi con. i co B ock
113. 67. 189. 221 |Chi na 147.237.77.216|dover.idf .il Mil tipl e Admin Bl ocking from113.67. 189. 221 Bl ock
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