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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country ‘

Target
Address

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b In drop 3361
37.76. 221. 20 2‘5&':&&” Territory, 147.237.77.216  |dover.idf.il Bl ock_WUip Al _Nets drop 755
2.53.10. 182 I srael 147.237.77.216  |dover.idf.il I;]; handshake violation, first packet not . 488
81. 218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | B ock_Wp Al _Nets drop 6
204. 42. 253. 2 Lhited Sates 147.237.76. 199 e.nakchal .idf.il B ock Np All _Net dr op 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il Bock Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147. 237. 0. 200 rdu.idf il Block Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.77.212 e.dover.idf.il B ock Np Al _Net drop 2
209. 126. 127. 17 Lhited Sates 147.237.0. 16 ny-kosher-kravi.idf.il [Block_ Ulp Al _Nets drop 1
209. 126. 127. 17 Lhited Sates 147.237.0. 35 akaws. i df.il B ock_UWp Al _Nets drop 1
195. 154. 169. 238 France 147.237.77. 216 dover.idf.il HTTP- M SG-dr upal - SQLi -i nc dest - r eset 1
204. 42. 253. 2 Lhited Sates 147.237.77. 205 prisha.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
149. 78. 42. 56 Lhited Sates 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 5
176.228.201.184  |Israel 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
217.55.71. 27 Egypt 147.237.77.216 |dover.idf.il 3886. HITP. Qoss Ste Scripting in PCBT Request Bl ock 2
46. 19. 85. 158 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1




04-08-2016-13:04:05 to 04-08-2016-14:04:05

|Top Attackers In |D|

At acker

Target Address country Signature
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
217.55.71.27 |147.237.77. 216 |Egypt dover.idf.il GPL WEB SERVER / et ¢/ passwd 2
217.55.71.27 |147.237.77. 216 |Egypt dover.idf.il Q Injection - Select From 2
106.184.2.29  |147.237.77. 178 |Japan e.matpash.idf.il ET SCAN Potential SSH Scan 1
98.119. 105. 221 |147. 237. 76. 197 |Lhited Sates |e. hinush.idf.il ET SCAN NVAP -f -sS 1
14. 189. 248. 238 (147.237.0. 16  |Vi et nam ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1

ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,
Potential Scan or Brute Force

98. 119. 105. 221 [147. 237. 76. 197 |Whited Sates |e. hinush.idf.il ET SCAN NVAP -sS w ndow 2048 1
89. 139. 48. 148 |147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1

118. 69. 53. 207 |147.237.0.17 |M etnam mny-kosher-kravi .idf.il
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Attacker Address

Attacker Qountry

Target Address

dte

Signature

Pal estinian Territory,

SWNretransmt wth different

Ret r ansm ssi on

Packet dropped.

37.76.221. 20 i 147.237. 77. 216 |dover. i df .i | Bad TCP sequence . noni t or 361
Cccupi ed w ndow scal e
192. 168. 173. 102 147. 237. 77. 216 |dover. i df . i | Geo- | ocati on enf or cenent Geo- ocati on i nbound monitor  |356
enf or cenent
192. 168. 173. 102 147.237.72. 166 |aka.i df . i Geo- 1 ocati on enf or cenent Geo-I ocati on i nbound monitor  |194
enf or cenent
Sreaning Engine: TGP Invalid i i ssi
37.26.148.134 |Israel 147.237.0.34 |tikshuv.idf.il g =g Invalid segnent retransmssion. g 141
Ret ransmi ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
39.9.156.7 Tai wan 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 18
Sreaning Engine: TGP Invalid i i ssi
109. 67. 173. 211 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 15
Ret ransmi ssi on Packet dropped.
72.9.148.10 Lhited Sates 147.237.77. 216 |dover.idf il drop SAMirul e drop 15
Sreaning Engine: TGP Invalid i i ssi
149.78.23.72  |wited Sates 147. 237. 72. 167 |i shuri maka. i df . i g =g Invalid segnent retransmssion. g 12
Ret ransmi ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
Sreaning Engine: TCP Invalid i i ssi
109. 65. 126. 144 |Israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 9
Ret ransmi ssi on Packet dropped.
5.102. 199. 57 I srael 147.237.77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 8
46. 19. 86. 210 I srael 147.237.72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
109.67.111.97 |israel 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
79.131.84.70 G eece 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nuniber noni t or 6
46. 19. 85. 190 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 6
o SN retransmit wth different .
149. 78. 196. 105 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal @ nonitor |6
46. 19. 85. 190 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |6
46. 19. 85. 26 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber aert 6
79.131. 84. 70 G eece 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber noni t or 6
46. 19. 85. 26 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |6
Sreaning Engine: TCP Invalid i i ssi
87.70.102.220 | srael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dr opped.
46.19. 85. 26 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
. . SWNretransmt wth different
149. 78. 196. 105 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Vi ndow scal e alert 5
37.26.147.219 |israel 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 26 I srael 147.237. 77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 26 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACGK nunber nonitor |5
46. 19. 85. 190 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert 4
72.9.148.10 Lhited Sates 147.237.77. 176 |natpash.icf.il  |drop SAMirul e drop 4
e SYNWAXK retransmt with .
46.121.193.78 [israel 147.237. 72. 166 |aka.i of .i Bad TCP sequence different vindow scal e monitor |4
Sreaning Engine: TQP Invalid i i Ssi
157.565.39.194 |Wiited Sates 147.237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. | 4
Ret ransm ssi on Packet dropped.
46. 19. 85. 190 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni t or
192.114.1.155 |israel 147.237.0.19 |nadimatal.idf.il|{SYN At ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi
109. 253. 146. 212/l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
5.22.131.111  |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
84.229.28.36  |lsrael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.86.206  |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi
77.74.88.144  |Bel gium 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
81.25.53. 71 Russian Federation |147.237.72. 166 |aka.idf.il g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
46.19. 86. 11 I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber alert 3
Sreaning Engine: TGP Invalid i i ssi
5.22.134.193  |israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
188. 120. 154. 112|l srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Invalid ACK nunber monitor |3
Sreaning Engine: TCP Invalid i i ssi
176.13.23.234 |Isradl 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
5.22.129. 103 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 86. 11 I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber noni t or
Sreaning BEngine: TCP Invalid i i ssi
79.181.2.195  |israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
109. 64. 129. 141 |I srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 135. 16 |Israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
89. 138. 68. 57 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
84.228.14.160 |israel 147.237.72. 166 |aka.i df .1 9 59 Invalid segnent retransmssion. |, 3
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|Top Attackers In V\AF|

Devi ce

A tacker

Count ry Target Address [Site Sgnature Action ‘Count
80. 246. 139. 248 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 65
5.102.199.57 |[lIsrael 147.237.77. 216 |dover.i df . il Mil ti pl e Unaut horized URL Access from 5. 102. 199. 57 B ock 50
176.13.12. 178 |[lIsrael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 39
217.55.71.27 |Egypt 147.237.77. 216 |dover.i df . il Mil tipl e Unauthorized URL Access from217.55. 71. 27 Bl ock 9
14.154. 19. 240 |China 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unauthorized URL Access from 14. 154, 19. 240 B ock 6
157.55.39. 205 |Uhited Sates |147.237.77.216|dover.idf . il Uhaut hori zed URL Access to waw idf.il/error.htm B ock 2
2.53.35.134 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.19.85.152 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
14.154.19. 240 |China 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock 2
185. 32. 179. 184 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
5.29.129.100 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
169.229.3.91 |thited Sates |147.237.72.167|i shuri maka.idf .il Ml tipl e Unknown HTTP Request Met hod from 169. 229. 3. 91 B ock 1
149. 88. 124. 89 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
207.46.13.174 |wited Sates [147.237.77.216|dover.i df .i| Uhaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
82.81.95.154 |[lsrael 147.237.77.216|dover . i df . il Distributed Unauthori zed URL Access on 147.237.77. 216/ B ock 1
54.153.33.145 |lhited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
169.229.3.91 |Whited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i | Ml ti pl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
93.172. 169. 177 |I srael 147.237.77. 216 |dover . i df . i | m“it::'iil 7?2@% :;thn;l ;’ecomrol o/ generi o B ock 1
68.180. 231. 43 |Lhited Sates [147.237.77.216|dover.idf .il Paraneter Type M ol ati on PageNumin v i df .il/1133-he/ dover.aspx |[B ock 1
169.229.3.91 [Uited Sates |147. 237. 77. 216 |dover . i df . i | ?[r;;l‘i“]‘[Fgg]ﬁgsf’;ﬁ“ﬁfdh;gfm RS BRI [HONIN hok 1
169.229.3.91 |lhited Sates |147.237. 76. 147 |chi nuch. aka. i df . i | Illegal Byte Qode Character in Query Sring on 9npfi'z B ock 1
41.109. 143. 210 [A geria 147.237.77. 216 |dover.i df . il Lhaut hori zed LRL Access to waw idf.il/894-ar B ock 1
157.55.39. 122 |lhited Sates |147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 157.55. 39. 122 B ock 1
208. 115. 125. 36 |Wni ted Sates |147. 237. 77. 216 |dover . i df . i | m y ;fb'“itﬁdsr'::rfé/hg;rzcﬁtﬁsﬁcezzrﬁgper ) B ock 1
84.109. 224. 88 |Israel 147.237.72. 166 |aka. i df . i | mn;’k“:;ar??‘;tn: nf;;gﬁ:ﬁ;;?fﬁgﬁ;fwhsachar$°t' 50.xin None 1
62.219.192.67 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
169.229.3.91 |Uhited Sates |147.237.77.216|dover.i df . il Ill1egal Byte Qode Character in Method YAA B ock 1
5.102.199.57 |Israel 147.237.77. 216 |dover.idf .l Lhaut hori zed URL Access to waw idf.il/sip storage/files/2/4912.not |B ock 1
169.229.3.91 |Wited Sates [147.237.72.167]i shurimaka.idf.il Illegal Byte Gode Character in LRL B ock 1
95.86.118.25 |Israel 147.237.77. 226 }AM:AI' chamat z. aka. i d muér:]aogtzzégk;ﬁ_dfﬁcl?ssispi;oragdfiIes/8/ Bl ock 1
217.55.71.27 |Egypt 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to wwuidf.il/abc123/ B ock 1
68.180.231. 43 |Lhited Sates [147.237.77.216|dover.idf .il Paraneter Type Mol ati on PageNumin v i df.il/1414-he/ dover. aspx |B ock 1
169.229.3.91 |lhited Sates |147.237. 76. 147 |chi nuch. aka. i df . i | Mal formed URL 9npf "2 B ock 1
Ostributed Paraneter Type Mol ation on
41.140. 204. 77 |Mor occo 147.237.77.216|dover.i df . il ww i df . i | /1038-en/ dover . aspx par anet er Bl ock 1
ct | 00$Cont ent Pl aceHbl der 1t xt Enai |

5.22.129.103 [l srael 147.237.76.42 |refuah.idf.il ﬂ?ftzgo;'7Z§d42ﬂ‘psf§lefc‘;_i con- pr econposed. png HBock |1
157.55.39. 122 |Whited Sates |147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/... B ock 1
213.57.178. 190 |l srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
85.65.13.253 |[lIsrael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77. 233/ 1462- he/ at al . aspx B ock 1
66.249. 66. 121 |Israel 147.237.76.42 |refuah.idf.il ﬂ?}’;g?_r'?g_eyg‘p :’S"tcoef;g;/(f’i s 413394, pg B ock 1
160.229.3.91 |uited Sates [147. 237. 77. 216 |dover . i df .i | L'['[Zgj'”ﬁ't#iﬁf‘;g%ﬁtf_fd;ggew Sring on < BEAAIIN go |1
169.229.3.91 |Lhited Sates |147.237.72.167|i shuri maka. i df .il Ml tiple Abnormal |y Long Request from 169.229. 3. 91 B ock
5.157.57.61 Sweden 147.237.72. 166 [aka. i df . i | Uhknown Paraneter anp;catld in v aka.idf.il/rights/asp/info.asp  |None
109.64.133. 193 || sr ael 147.237.76.86 |navy. idf.il V\L:;\lzu;:v(;/r.ii id(fe.di Iu/que:c():ucrisgutszrfol | owr esour ce/ cr eat e/ B ock !
217.132.106.9 |Israel 147.237.76.86 |[navy.idf.il Unaut hori zed URL Access to wan navy. i df . il /994-8992- he/ Bl ock 1
178. 255, 215. 87 |France 147. 237.77. 216 |dover . i f . 1| w1 111 1193 19689- he kkckkkkle=17a07365kikkickk_17a07a6s |2 %% [t
79.183. 110. 201 |I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
169.229.3.91 |lhited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i | Ml tiple Abnormal ly Long Request from 169.229. 3. 91 B ock 1
5.22.131.111 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/sahar Bl ock 1
157.55.39. 122 |lhited Sates |147.237.76.200(ei tan. aka.idf . il Ml tipl e Unaut horized URL Access from 157. 55, 39. 122 B ock 1
213. 233. 64. 162 |Ronani a 147.237.77.216|dover . i df . il PHP At t enpt B ock 1
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