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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country

|Target Address|Site

|Signature

|Device Action|Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock_Ip Vb _In drop 4035
2.53. 10. 182 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2673
46.32.121. 115 Jordan 147.237.77. 216 dover.idf.il ock Wp Al Nets drop 58
37.76.221.20 Pal estinian Territory, Qcupieq147.237.77.216 dover.idf.il Bl ock Udp All Nets drop 43
81. 218. 65. 210 | srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 6
204. 42. 253. 2 Lhited Sates 147.237.77. 178 e.matpash.idf.il[Block Np Al Net drop 2
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1

66. 249. 69. 93 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
79.177. 235. 221 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 8
37.26.148. 134 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 2
62.219. 180. 180 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 2
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
66.249. 78. 127 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 5
85. 250. 87. 19 147.237. 72. 166 |I srael aka.idf.il ET SCAN NVAP -sA (2) 2
192. 169. 188. 231|147. 237. 77. 226 |Lnited Sates |wwu chamatz. aka.idf.il |ET SCAN Potential VNC Scan 5900- 5920 2
192. 169. 188. 231|147. 237.76. 34 [Lhited Sates |yohal an.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
208. 100. 26. 228 |147.237.72.217 |Wited Sates [e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
124.105.55.87 |147.237.76.34 |Fhili ppines yohal an.i df. i ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
198. 20. 69. 98 147.237.77. 227 |Whited Sates |e hamaz.idf.il ET DRCP DBshi el d B ock Listed Source 1
111 118. 150,57 |147 237, 0.33  |canbodi a il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
195. 216. 176. 244|147.237.0.19 |Latvia nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
192. 169. 188. 231(147. 237. 77. 179 |Wited Sates [e.nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
192. 169. 188. 231|147. 237.77.19 |lhited Sates |lawforumidf.il ET SCAN Potential WNC Scan 5900- 5920 1
192. 169. 188. 231|147. 237.76. 44 |lhited Sates |e.refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
220.231. 195. 122|147. 237.8.45 |Chi na e.eitanidf.il ET SCAN NVAP -sS wi ndow 3072 1
192. 169. 188. 231|147. 237. 72. 156 |Lhited Sates |aman.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
208.100. 26. 228 [147.237.8.14 |Whited Sates [e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
124.105. 37. 130 |147.237.76. 44 |Philippines e.refuah.idf.il ET SOAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
195. 216. 176. 244|147. 237. 72. 14 |Latvia dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
106. 184. 2. 29 147. 237. 76. 147 |Japan chi nuch. aka. i df .| ET SCAN Potential SSH Scan 1
195. 216. 176. 244|147.237.0.15 |Latvia kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
192. 169. 188. 231|147. 237. 77. 243 |Lhited Sates |nobile.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
192. 169. 188. 231|147. 237. 77. 216 |Lhited Sates |dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
192. 169. 188. 231|147. 237. 77. 176 |Lhited Sates |matpash.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
192. 169. 188. 231|147. 237.76.86 |[Lhited Sates |navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
220.231.195. 122(147. 237.8.45 |China eeitanidf.il ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
192. 168. 173. 102 147. 237.77. 216 |dover . i df .i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound monitor  |362
enf or cenent
Pal estinian Territory, R SYNretransmt wth different .
37.76.221.20 |00 e 147. 237. 77. 216 |dover.i dof .i | Bad TCP sequence wi ndow scal e nonitor 215
192. 168. 173. 102 147.237.72. 166 |aka.i df . i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound monitor  |191
enf or cenent
168. 235. 207. 68 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 175
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
. . . SYNretransmt wth different .
89. 145. 194. 175 |United Ki ngdom 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 35
89. 145.194. 175 |Wnited K ngdom 147.237.77.233|atal .idf.il dr op First packet isn't SN drop 35
192. 114.5. 10 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 31
5.79.68. 161 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 30
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18
50.50.1.9 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
72.9.148.10 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 14
62.90.81.186 |l srael 147.237.77. 233 |atal .i f i Bad TCP sequence SiNretransmt wth different o000 13
w ndow scal e
Sreaning BEngine: TGP Invalid i i ssi
46.19. 86. 38 I'srael 147. 237.77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
217.132.128.58 |[lsrael 147. 237. 77. 216 |dover.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
Sreaning BEngine: TP Invalid i i ssi
2.52.136.163  |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
37.142.72.86  |Israel 147.237.72. 166 |aka.i df . i Streaning Engine: TCP alid|invalid segrent retransnission drop 9
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TP Invalid i i ssi
66.249.64. 163 |United Sates 147.237.76.86 |navy.idf.il 9 =g Inval id segnent retransmssion. |, 8
Ret r ansmi ssi on Packet dropped.
37.76.221. 20 glcis;ilgéan Termitory.l147. 237. 77. 216 |dover. i df . i1 Bad TCP sequence Inval i d ACK nunber alert 6
109. 253. 150. 115l srael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d AGK nunber monitor |6
Sreaning Engine: TGP Invalid i i sSi
79. 180. 160. 239 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
37.76.221. 20 g‘ijcis;i':('ja” Territory.ly 47 237. 77. 216 |dover. i df i Bad TCP sequence Inval i d ACK nunber monitor |6
Sreaning Engine: TGP Invalid i i sSi
109. 253.197.2 |israel 147.237.77. 243 |nobil e.i df i 9 =9 Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TP Invalid i i ssi
2.52.166.5 I'srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
192. 114. 23,208 |Israel 147.237.77. 243 |nobil e.i df i 9 =9 Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TP Invalid i i ssi
66.249.69.93  |Uited Sates 147. 237.72. 166 |aka i of . i 9 =g Inval id segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
85. 130. 234. 210 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
37.46. 39. 154 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 85. 148 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber moni tor |4
72.9.148.10 Lhited Sates 147.237.77. 176 [matpash.icf.il  |drop SAMrul e drop 4
Sreaming Engine: TGP Invalid i i ssi
149. 88. 176. 109 |l srael 147.237.77. 243 |nobi l e.i df . | 9 =g Inval id segnent retransmssion. |, 4
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
85.64.13.126  |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.
82.152.180.203 |[United Kingdom  [147.237.77.233|atal .idf.il Bad TCP sequence SNretransmt with different oo 3
w ndow scal e
Sreaning Engine: TGP Invalid i i sSi
178. 255, 215. 87 |France 147. 237. 76. 147 |chi nuch. aka. i df . | 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.180.36.61 | srael 147. 237. 77. 243 |nobi l e. i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
109. 64. 175. 214 | srael 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.85.179  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
2.54.151. 31 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 67. 118. 108 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
77.125.96.173 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaning BEngine: TP Invalid i i ssi
79.179.121.84 |israel 147. 237.72. 166 |aka. i of .11 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 64.67.221 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TP Invalid i i ssi
87.71.66.35  |Israel 147.237.72. 166 |aka. i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
31.173.80.93  |Russian Federation |147.237.72.166 |aka.idf. il 9 =g Inval id segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
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Attacker Address |Attacker Qountry

84.228. 14. 160 | srael

Target Address

Ste

147.237.77. 243 |nobi | e.i df . i |

Signature

Streaning Engine: TCP Invalid |invalid segnent retransnission.

Ret r ansm ssi on

Packet dropped.

37. 26. 149. 248 | srael

147.237.72. 166 |aka. i df . il

Streamng Engine: TCP Inval id |invalid segnent retransmssion.

Ret r ansm ssi on

Packet dropped.

drop

185. 3.147. 113 | srael

147.237.72. 166 |aka. i df . il

Streaning Engine: TCP Invalid |invalid segnent retransnission.

Ret r ansm ssi on

Packet dropped.

drop

82.152. 180. 203 |Wnited Ki ngdom

147.237.77. 233 |atal .idf.il

drop

FHrst packet isn't SN

drop
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry |Target Address |Site S gnature Action ‘Count
46.19.85.239 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 124
149. 88. 63. 230 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 104
176.13.0. 11 I srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code Bl ock 40
176.13.7.193 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
. . - Distributed Lhaut hori zed URL Access on
82.81.23.242 |Israel 147.237.77.243|nobi l e. i df . i | mobi | e.i df i1/ nekudot /i ndex B ock 3
176.13.12. 178 |Israel 147.237.0.19 |nadi matal .idf.il D stributed Suspici ous Response Qode Bl ock
37.26.147.145 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
91.200. 12. 106 |krai ne 147.237.77.216|dover. i df .i | O stributed Suspicious Response Code Bl ock
91.200.12. 106 |Wkrai ne 147.237.77. 216 |dover i df .i | Parameter_ Type Mol ation ctl00$Qont ent A acetbl der 1%t xt Bvai | in B ock 2
wwy i df . i1/1038-en/ dover. aspx
46. 19. 86. 38 | srael 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspici ous Response Qode Bl ock
2.54.189. 59 I srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code Bl ock
85.65.88.110 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
m ny- kosher - kravi . i
169.229.3.91 |lLhited Sates 147.237.0. 17 of niyl Mitiple Il1l1egal Byte Gode Character in Method from169.229.3.91 |B ock 1
Pal esti ni an
37.76.221.20 |Territory, 147.237.77. 216 |dover . i df .i | D stributed Unaut hori zed URL Access on 147. 237.77. 216/ Bl ock 1
Qceupi ed
207.46.13.71 |lhited Sates 147.237.77. 216 (dover. i df .i | Lhaut hori zed URL Access to wan idf.il/error.htm B ock 1
169.229.3.91 [Lhited Sates 147.237.77. 176 [mat pash. i df . i | Illegal Byte Qode Character in LR Bl ock 1
- kosher - kravi . i df i
66.249.78.20 |Israel 147.237.0.16 | Y Wnaut hori zed UR. Access to Bock |1
il wane ny- kosher - kravi . i df . il /styl e/ 1. he/ popup. css
Unknown HTTP Request Met hod
169.229.3.91 |lhited Sates 147.237.0.34 |tikshuv.idf.il qEZoZAqc—| [#29] 1 94S i rdU[ [#4] 1 G([[#19]]. "D »l &N [ #2] ] UM - (C [B ock 1
-£€35e$e O] [#27] ]| ¢ [[#4] | R[[#20] ] ©1LQ'd «# in UR
. . Unknown Paraneter ctl 00$ct | 00$cphMai n$cphSachar $ct |59 in
5.22.129. 88 I 'srael 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ nai v sachar / pays] i ps. aspx None 1
156. 211. 77. 152 |Egypt 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ favi con. i co Bl ock 1
82.80.196.44 |[Israel 147.237.72. 156 |anan. i df . i | Lhaut hori zed UR. Access to v arman. i df.il/sip storage/files/5 |B ock 1
- . Distributed Uhaut hori zed URL Access on
66. 249. 69. 2 I 'srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
Illegal Byte de Character in Mthod
169.229.3.91 |[Lhited Sates 147.237.76.200|ei tan. aka.i df .i | i [[#18]]! é—i Y[ [#21] 1 SLOO | <A [ #1] ] £CE[ #31] ] +{ [ #18] 1 ° T-F[#2 |H ock 1
1] ] W& U—. B &1udNnT>1j xf Z[ [ #28] 1 K; O
m ny- kosher - kravi . i . )
169. 229.3.91 Lhited Sates 147.237.0. 17 of niyl Unknown HTTP Request Method éEut[[#22]]5JFeksCh in URL B ock 1
41.36.131.71 |Egypt 147.237.77.216|dover. i df . il Adnin Bl ocki ng Bl ock
2.52.143.56 | srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None
169.229.3.91 |Wited Sates 147.237.77. 176 |mat pash. i df . i | NLLL Character in URL B ock 1
- kosher - kravi . i df i
66.249.78.27 |Israel 147.237.0.16 |V Wnaut hori zed URL Access to Bock |1
il waw ny- kosher-kravi .idf.il/styl e/ 1. he/styl e.css
169.229.3.91 |Uhited Sates 147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod B ock 1
5.143.70.180 |Russian Federation |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il/1564-en/ dover . aspx' Bl ock 1
157.55.39. 8 Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/tenpl ates/inner.asp Bl ock 1
169. 229.3.91 Lhited Sates 147.237.76.200|ei tan. aka. i df . i | Mal formed URL B ock 1
66.249.69.10 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
169.229.3.91 |[whited Sates 147.237.0.34 |tikshuv.idf.il Mal for med URL B ock 1
41.36.131.71 |Egypt 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to wwuidf.il/adnin B ock 1
2.52.166.5 I srael 147.237.77.243|mobi | e. i df . i | O stributed Suspicious Response Code Bl ock 1
. . O stributed Unhaut hori zed URL Access on
109. 65. 109. 131 |I srael 147.237.77.233|atal .idf.il 147, 237. 77. 233/ 1136- hel at al . aspx Bl ock 1
169.229.3.91 |Wited Sates 147.237.77. 176 |mat pash. i df . i | Unknown HTTP Request Method UARWS: in URL B ock 1
. . . Paraneter Type Mol ati on PageNumin
68.180.231.43 [Lhited Sates 147.237.77. 216 |dover. i df . il v i df i 1/ 1395- en/ dover . aspx Bl ock 1
62. 90. 81. 186 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1462-he/ atal . aspx |B ock 1
169.229.3.91 |lhited Sates 147.237.76.42 |refuah.idf.il Mitiple Illegal Byte Code Character in Method from169.229.3.91 [B ock 1
157.55.39. 241 |lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/default.asp Bl ock 1
. . Unaut hori zed URL Access to
84.200. 45157 |Ger many 147.237.77. 216 [dover . i df . i | ww i df . i | / shar ed/ user cont r ol s/ header upper / Bl ock !
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df . i | www. i df . i 1/1153-20127- he/ kkkkkkk=bc69e9b3kkkkkkk_bc69e9 |B ock 1
b3
Unknown HTTP Request Met hod
169.229.3.91 |lhited Sates 147.237.76.200|ei tan. aka. i df . i | i [[#18]]! 6~ Y[ [#21] 1 SLOO | <A [ #1] ] £CE[ #31] ] +{ [ #18] 1 ° T-F[#2 |H ock 1
1] ] W& l—. @ &1U0NnT>1j xf Z[ [#28] K, O in URL
. . Unaut hori zed URL Access to
66.249.69.18 |[Israel 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p_st or age/ £ | es/ 4/ 71614, pof B ock 1
169.229.3.91 |lhited Sates 147.237.0.34 |tikshuv.idf.il Ml tiple Abnormal |y Long Request from 169.229. 3. 91 Bl ock 1
41.102.248.172 |A geria 147.237.77.216|dover . i df .i | D stributed Unauthorized URL Access on 147. 237.77. 216/ Bl ock 1
109. 253.197. 2 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
169.229.3.91 |lhited Sates 147.237.77.235|sviva. i df .i | Mitiple Illegal Byte Code Character in Method from169.229.3.91 [B ock 1
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