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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb I n drop 4046
81.218. 65. 210 | srael 147.237.77.176 natpash.idf.il |Block Wdp All Nets drop 6
79.182.7.136 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3

81.218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3

192. 3. 220. 210 Lhited Sates 147.237.0. 35 akaws. i df.il B ock Wp Al Nets drop 1
222.186. 52. 95 Chi na 147.237.0. 35 akaws. i df .il JLIMPurple Gon Linmt Htp drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 1
222.186. 52. 95 Chi na 147.237.0. 35 akaws. i df . il JLM Under _Attack_Con Htp drop 1

66. 249. 69. 93 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r- Tr ave- 2 dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
66. 249. 78. 120 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
120. 26.115.52 |147.237.0.35 |China akavs. i df i | ET SCAN NVAP -sS w ndow 1024 1
114. 199. 230. 194|147. 237. 77. 234 Okfrea' RepUDITC ) o i of i ET SCAN NVAP -sS wi ndow 3072 1
. ET SCAN Behavi oral Wusual |y fast inbound Tel net Gonnecti ons,
92. 46. 215. 94 147.237.76.31 |Kazakstan nakchal .idf.il . 1
Potential Scan or Brute Force
91. 201. 236. 114 |147. 237.76. 176 |krai ne test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
82.117.208. 243 |147.237.76.38 eenmitav.idf.il |ET SCAN NVAP -sS w ndow 1024 1
019 252 132 107|147 237 0.33  |Turke il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . 0. ur . .
y Potential Scan or Brute Force
183. 60. 48. 25 147. 237.0.200 |China mdu. i df il ET SCAN Potential VNC Scan 5900- 5920 1
176.223.1. 38 147.237.0.15 |Romani a kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
Korea, Republic ! .. |ET SCAN Behavi oral lhusual | y fast inbound Tel net Gonnecti ons,
118.37.34. 34 147.237.8.28 . nobi | e-ks.idf.il ) 1
of & moateis. 1d Potential Scan or Brute Force
114. 199. 230. 194|147, 237. 77. 234 okfrea’ RepUBL i C |y ag. i of i ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 114 [147.237.77. 176 |krai ne nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
91.201.236. 114 [147.237.76. 176 |lkrai ne test.ncore.idf.il |ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
183. 60. 48. 25 147.237.0.19 |China nadi matal .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Acti on ‘Count
192. 168. 173. 102 147.237.77. 216 |dover. i df .| Geo- 1 ocation enforcement |0-! ocation inbound moni tor  |372
enf or cenent
192. 168. 173. 102 147.237.72. 166 |aka. i df . i Geo-l ocation enforcement | ! ocation inbound monitor  [197
enf or cenent
41.33.231.90 Egypt 147.237.77. 216 |dover.idf il drop SAMrul e drop 36
S reaning Engi ne: TCP i i ssi
46.19. 85.78 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | mng tngine. Invalid segnent retransmssion. | 18
Inval i d Retransmission Packet dropped.
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 14
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 10
Sreamng Engi ne: TCP i i ssi
109. 253. 140. 75 | srael 147. 237.72. 166 |aka. i of . i | mng Engine: 1 Invalid segnent retransmssion. | 9
Inval i d Ret ransmissi on Packet dr opped.
46. 19. 85. 162 I srael 147.237.76.31 [nakchal .idf.il Bad TCP sequence Inval i d AGK nunber monitor |7
46. 19. 85. 239 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 239 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber nonitor |6
2.52.174. 120 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
84.95. 208. 20 | srael 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop 6
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf .il dr op SAMrule drop 6
46. 19. 85. 162 I srael 147.237.76.31 [nakchal .idf.il Bad TCP sequence Inval i d AGK nunber aert 5
37. 60. 144. 175 ga:lcis;i':éa” Territory s 47 237.77. 176 |nat pash. i of . i1 dr op First packet isn't SN dr op 5
66.102.9.91 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
72.9.148. 10 Lhited Sates 147.237.77. 176 |nat pash.i df .i | dr op SAMrul e drop 4
46. 19. 85. 80 | srael 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
85.71.168.122 |Czech Republic 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.19.85.71 | srael 147.237.72. 156 |anan. i df . il dr op SAMrul e drop 4
S rean ng Engi ne: TCP i i ssi
109. 253. 196. 71 |l srael 147. 237. 72. 166 |aka. i of . i mng tngine: ! Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
37.26.148.236 |Israel 147.237.72. 166 |aka i df .i mng ngine. Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i ssi
109. 64. 142, 249 |Israel 147. 237. 72. 166 |aka. i of . i | mng Engine: 1 Invalid segnent retransmssion. | 3
Inval i d Ret ransmissi on Packet dr opped.
S reaning Engi ne: TCP i i ssi
81.218.150.58 |Israel 147. 237.72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
Sreaning Engi ne: TCP i i ssi
2.53. 53,130 I'sr ael 147.237.77. 243 |robi | e. i of .| mng tngine. Invalid segnent retransmssion. fu . 3
Inval i d Retransmission Packet dropped.
84.108. 147. 42 | srael 147.237. 72. 156 |anan.i df .il dr op First packet isn't SYN drop 2
46.19. 85. 152 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 2
2.54.191. 227 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 85. 162 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber alert 2
46.19. 85. 152 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 2
72.9.148.10 Lhited Sates 147.237.77.74 |lawidf.il drop SAMrule drop 2
46. 19. 85. 162 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber nonitor |2
46.19. 86. 48 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 2
199. 203. 125. 80 |l srael 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpliant [Response out of state monitor |1
184. 105. 247. 224|wnited Sates 147.237.72. 167 |i shuri maka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
93.173.181. 227 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
2.54.191. 227 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber monitor |1
74.82. 47.58 Lhited Sates 147. 237.77. 212 |e. dover. i df . i1 Geo- | ocation enforcement | 0! ocation inbound drop 1
enf or cenent
216. 218. 206. 100|Lhited Sates 147.237.77. 235 |sviva.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
46.117.212. 211 |Israel 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
185.106. 92. 47  |Russian Federation |147.237.77.226 "‘:’f"’ chamatz. aka. Tdf |oyN At t ack SYN -> SYN-ACK -> Tineout [reject 1
149. 88.213.43 |l srael 147.237.72. 156 |aman. i df .i Bad TCP sequence Inval i d AGK nunber monitor |1
37.28.152.58 Pol and 147.237.77. 176 |nat pash. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.108.175. 151 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 1
184. 105. 247. 236|Uhited Sates 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.54.191. 227 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber nonitor |1
216. 218. 206. 102|Whi ted Sates 147.237.77. 226 WI"‘:W chamatz. aka. Tdf |oyN A t ack SYN -> SYN-ACK -> RST rej ect 1
46.120.200. 77 |Israel 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or
188. 120. 148. 163|I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 162 I srael 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 134 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 70
37.26.149.190 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 9
] . . Unaut hori zed URL Access to
208.115.111. 72 |thited Sates  |147.237.76.86 |navy.idf.il navy. i df . i 1/ gi yus/ f or und asp/ show or um asp Bl ock 4
2.53.53.130 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
27. 255. 90. 167 ?rea’ Republic 1147 237.77. 216 |dover . i df . i | PHP At t enpt B ock 2
66.249. 65. 224 |l srael 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 66. 249. 65. 224 Bl ock 1
27.255. 90. 167 Okfre& Republic 1,47 237.77. 216 |dover . i df . i | Ml tipl e Unaut hori zed URL Access from 27. 255. 90. 167 B ock 1
150. 183. 45. 253 OK?rea, Republic 1147 237.77. 216 dover.idf.il Paraneter Type Mol ation SearchText in wuwidf.il/1065 en/ dover.aspx |B ock 1
. . Unaut hori zed URL Access to
66. 249. 75. 44 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
37.28.152.58  |Poland 147.237.77. 176 [nat pash. i df . i | Unhaut hori zed URL Access to 147.237.77.176/ Bl ock 1
. . Unaut hori zed URL Access to
87.71.11.169 I srael 147.237.77.216|dover . i df . il W i of i1/ mazi / si t el t enpl at es/ cont rol | er. asp Bl ock 1
66.249. 65. 224 [Israel 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/print_bottomasp |B ock 1
150. 183. 45. 253 kafxea, Republic 1,47 237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to ww i df.il/894-en/i df gdover . aspx B ock 1
. . Unaut hori zed URL Access to
66. 249. 75. 45 I srael 147.237.72. 166 [aka. i df . i | aka. i df i1/ kanhar/ nevs/ ww i srael bar . org, i | B ock 1
40.77. 167. 42 Lhited Sates |147.237.72.166aka. i df . il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
91.108.88.168 [Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i|Waut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 121 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st oragel {1 | es/ 8/ 2808.| pg B ock 1
27.255. 90. 167 Okfre& Republic 1,47 237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to waw i df.il/xmrpc. php B ock 1
157.55.39. 241 |lwited Sates  [147.237.72.166|aka.idf.i | Unaut hori zed URL Access to www aka. i df .il/main/rabanut/61998 B ock 1
} . . Uhaut hori zed URL Access to
68.180.229.226 |United Sates 147.237.77.74 [law i df.il wwn | aw i df . il /tenpl at es/ general / yout u. be/ dsh2chgxxt O Bl ock !
. . .|D stributed Whaut hori zed URL Access on
5. 157. 56. 149 Sweden 147.237. 76. 147 |chi nuch. aka. i df . i vz chi nuch. aka. i df i /404, ht m B ock 1
91.121. 161. 167 |France 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx Bl ock 1
66. 249. 69. 2 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 69. 2 B ock 1
. . D stributed Unaut hori zed LR Access on
37.26.148.230 [Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx B ock 1
184. 105. 247. 196|United Sates  |147.237.72. 167 |i shuri maka. i df . i|Uhaut hori zed URL Access to 147.237.72. 167/ B ock 1
74.82.47.2 Uited Sates |147.237.77.243|nobil e.idf.il Unaut hori zed URL Access to 147.237.77. 243/ B ock
66.102. 9. 91 Uited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v i df . il/1294-en/wawn i df .il/english Bl ock
; ] ] .|Uhaut hori zed URL Access to
23.106.244. 76 Wited Sates 147.237.76. 147 chi nuch. aka. i df . i wan chi nuch. aka. i df . i |/ shar ed/ user cont r ol s/ header upper / Bl ock !
91. 227. 165. 5 I srael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on wwww i df.il/error. htm B ock
66. 249. 69. 93 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to wwu aka. i df . il|/1164-he/ chi nuch. aspx B ock
87.70. 19. 227 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
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