04-08-2016-05:04:09 to 04-08-2016-06:04:09

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

4, 000"

M dover.idf.il
W aka.idf.il

2, 000"
Nunber

M navy.idf.il
B hinush.idf.il
B tikshuv.idf.il

(6]
At acks

Top Tar get

[Top Attackers |

3, 600

M nadimatal .idf.i

I hal ag.idf.il

M e orchot.idf.il
e hanaz.idf.il

M naar achot . i df . il

1, 800-
Nunber i
(6]
At acks 900+

T O A
©- Vv . < ©" Q
»H ] 13 > " © »H
N AN VY o
™ % © QO ™ W )
N » A L P
A '» q/'» 59 ’1/ Q ol OSO’

Top Attackers

M 167. 114. 156. 16
192. 168. 173. 102
I 41.33.231.90
66. 249. 64. 163
W 212. 143. 142. 56
M 40. 76. 83. 187
I 66. 240. 213. 93
W 204. 42. 253. 2
66. 249. 66. 12
M 195. 34. 150. 18




04-08-2016-05:04:09 to 04-08-2016-06:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 3827
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Up Al _Nets drop 3
204. 42. 253. 2 Lhited Sates 147.237. 8. 46 e. chinuch.idf.il Bock Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 42 refuah.idf.il Block Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237. 8. 45 eeitanidf.il B ock Np Al Net drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
184. 105. 139. 116 Lhited Sates 147.237.72. 217 eidf.il Block Np Al Net drop 1

40. 76. 83. 187 Lhited Sates 147.237.0. 17 mny- kosher - kravi . i df . i | JLIMPurple Gon Limt Htp drop 1
185. 70. 184. 164 Net her | ands 147.237.77. 234 hal ag.idf.il L4 Source or Dest Port Zero drop 1
184. 105. 139. 80 Lhited Sates 147.237.8. 14 e.orchot.idf.il Bock Np All _Net drop 1
184. 105. 139. 116 Lhited Sates 147.237.77. 216 dover.idf.il Block Np Al Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al _Nets drop 1
192. 3. 220. 210 Lhited Sates 147.237.77. 74 lawidf.il B ock Wp Al _Nets drop 1
184. 105. 139. 104 Lhited Sates 147.237.0.16 ny- kosher-kravi .i df il Bock Np All _Net drop 1
184.105. 139. 116 Lhited Sates 147.237.77. 227 e. hanaz.idf.il Bock Np Al Net drop 1
184. 105. 139. 104 Lhited Sates 147.237.77. 226 Wi chanat z. aka. i df i | Block Np Al Net drop 1
185. 70. 184. 164 Net her | ands 147.237.0. 15 kosher-kravi .idf.il L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess

|Site

|Sgnature

Devi ce Action |Oount |

40. 76. 83. 187 Lhited Sates 147.237.76.30  |hinush.idf.i| [20086: HITP. Mi ebl ackcat Security Scanner B ock 5
163.172.15.135 |United Kingdom |147.237.77.216 |dover.idf.il |ClL000074: HITP. majestic bot Bl ock 3
66. 249. 64. 180 | srael 147.237.0. 34 tikshuv. i df.il|Cl000138: HITP. prefix 1.01 in the URL B ock 1
123.126.113.80 |China 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
40. 76. 83. 187 Lhited Sates 147.237.76.30  |hi nush.idf.il| |20085 HITP. Mi ebl ackcat Security Scanner Initial Request Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66. 249. 66. 12 147.237.77.170 |United Sates |nmarachot.idf.il ET SCAN NVAP -sA (2) 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 69. 34 147.237.72.166 |Wited Sates [aka idf.il ET SCAN NVAP -sA (2) 2
179.43.144.37 |147.237.77.19 |Sitzerland | awforumidf.il ET SCAN Potential SSH Scan 1
132.147.98.33 |147.237.0.15 |9 ngapore kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
114. 199. 230. 194|147. 237. 76. 202 Okfrea' RepUbITC | oy agy i of i ET SCAN NVAP -sS wi ndow 3072 1
. . L ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
58. 11. 61. 108 147.237.0.34 |Thail and tikshuv.idf.il .
Potential Scan or Brute Force
218. 246. 0. 97 147. 237.76.39 |Chi na nobi | e. neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
i ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons,
210.121.12.79  |147.237.76.30 |KO" & Republic| o o idr il ) y 1
of Potential Scan or Brute Force
132.147.98.33 |147.237.0.17 |9 ngapore mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
114. 199. 230. 194|147, 237. 76. 202 Okfrea’ Republ i C o il ag o i1 ET SCAN NVAP -sS wi ndow 4096 1
66.240.213.93  [147.237.77.234|Wited Sates |halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
40. 76. 83. 187 147.237.76.30 [lhited Sates |hinush.idf.il ET WEB SFRVER Mii ebl ackcat scanner 1
218. 246. 0. 97 147. 237. 72. 156 |Chi na anan. i df.il ET SCAN NVAP -sS w ndow 1024 1
195. 216. 176. 244|147. 237. 8. 14 |Latvia e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
192. 168. 173. 102 147.237. 77. 216 |dover i df . Geo- | ocati on enf or cenment Geo-| ocati on i nbound monitor  |352
enf or cenent
s . Geo- | ocati on i nbound .
192. 168. 173. 102 147.237.72. 166 |aka i df .i | Geo- | ocat i on enf or cenent enf or coment nonitor 182
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 30
Sreanming Engine: TGP Invalid i i ssi
66.249.64. 163 |lnited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 10
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 10
Sreaning Engine: TCP Invalid i i ssi
109. 65.21.175 |l srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
190. 34. 149. 226 |Panama 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 3
enf or cenent
185. 3. 144. 79 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunier monitor |3
Sreaming Engine: TGP Invalid i i sSi
40.77.167.48  |Wited Sates |147.237.77.243|nobile.idf.il 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
76. 20. 227. 99 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |[reject 2
Sreanming Engine: TGP Invalid i i ssi
66.249.64. 169 |lnited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
98.237.200. 115 |Lhited States |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |2
141.212.122. 169|Whited Sates [147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
66.240.213.93 |wited Sates |147.237.77. 227 |e. hamaz. i df i Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
40. 76. 83. 187 Lhited Sates [147.237.76.30 |himush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
180. 76. 15. 12 Chi na 147.237.0.34 |tikshuv.idf.il dr op SAMrul e drop 1
141.212.122. 135|Uhited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 54 Wited Sates |147.237.0.200 |mu.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
62. 75. 247. 20 Ger many 147.237.0.19 |nmadimatal.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212. 122. 169|Wnited Sates  [147.237. 77. 227 |e. hanaz. i of .i Geo- | ocati on enf or cenment ifo'r Sgi:ﬂo” | nbound drop 1
141.212.122.97 |Uited Sates [147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
66.240.213.93 |lhited Sates |147.237.77.234|halag.idf.il drop SAMrule drop 1
182.118.25.15 |China 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST alert 1
141.212.122. 136|Uited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
66.240.213.93 |lhited Sates [147.237.77.74 |lawidf.il drop SAMrule drop 1
185. 106. 92. 47 R‘SIS::I”im 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
141.212.122. 170|thited Sates [147.237.0.19 |nadimatal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.98 |Uhited Sates [147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
182.118.25.15 |China 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 166|United Sates |147.237.0.16 |ny-kosher-kravi.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 1
89. 108. 144. 114 |Lebanon 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
66.240.213.93 |Wnited Sates |147.237.77. 121 |e navy.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
185. 106. 92. 47 R‘F Sf:;”ion 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
141.212.122. 170|Wited Sates |147.237. 77. 227 |e. haraz. i df . i | Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
141.212.122. 112|thited Sates [147.237.0.34  |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
62. 75. 247. 20 Ger many 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
184.105. 247. 216|Whited Sates [147.237.0.19 |nadimatal.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 167|Wited Sates [147.237.0.16 |ny-kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
66.240.213.93 |Wited Sates |147.237.77.178 |e. nat pash.idf . i Geo- | ocati on enf or cenment Geo-l ocati on i nbound drop 1
enf or cenent
185. 106. 92. 47 RJSf::I”ion 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject 1
5.41. 46. 127 Sudi Arabia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
172.56.40.195 |[Lhited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 127 |thited Sates [147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.40 Lhited Sates |[147.237.0.19 |nadi matal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
62.75.247.20  |Germany 147.237.0.17 | kosher-kravi.d oy At t ack SYN -> SYN-ACK -> Timeout |reject 1
184. 105. 247. 239|Uhited Sates [147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
66.249. 83.242 |lsrael 147.237.77.216|dover.i df . il D stributed Lhaut hori zed URL Access on waww idf.il/error.htm |B ock 2
5.172. 4. 62 Russi an Federation 147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww | aw i df.il/xmrpc. php B ock

184. 105. 247. 196|United Sates 147.237.0.19 |nmadi matal .idf.i|Unauthorized URL Access to 147.237.0. 19/ B ock

. . Unaut hori zed URL Access to
66. 249. 69. 2 I srael 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ mai n/ snal i mf snal | m aspx Bl ock 1
66.249.83.245 |lIsrael 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on waw i df.il/error.htm |B ock
31.13.100.114 |irel and 147.237.77.216|dover.i df . il D stributed Lhaut hori zed URL Access on waw idf.il/error.htm |B ock
. . Unaut hori zed URL Access to
66. 249. 69. 10 | sr ael 147.237.72. 166 aka. i df . i | 147. 237. 72. 166/ nai n/ sachar / f or got passwor d. aspx B ock !
66. 249. 83.248 |lIsrael 147.237.77.216|dover. i df .il D stributed Lhaut hori zed URL Access on waw i df.il/error.htm |B ock 1
37.8.19.194 (P;lcissi':('ja” Territory, 1147, 237.77. 216 |dover. i df . i | Unaut hori zed URL Access to 147.237. 77. 216/ B ock 1
66.249.78.184 [Israel 147.237.76.200(ei tan. aka. i df . i | [Mil tipl e Unauthorized URL Access from 66.249. 78. 184 B ock 1
74.208.145. 233 |United Sates 147.237.0.34 |tikshuv.idf.j| |"¥awmter Type Voationcatldin B ock 1
tikshuv.idf.il/sitel contactus. aspx

62.210.148.91 |France 147.237.77. 176 |nat pash. i df . i|  |Dstributed PH Attenpt B ock 1
66.249.78.184 |[Israel 147.237.76.200|ei t an. aka. i df . i | [Unaut hori zed URL Access to wa ei tan. aka. i df.i|/headerupper/ |B ock 1
5.172.4.62 Russi an Federation 147.237.77.74 |lawidf.il PHP Attenpt B ock 1
157.55.39.205 |Uhited Sates 147.237.77.216|dover.i df . il D stributed Uhaut hori zed URL Access on waw idf.il/error.htm |[B ock 1
62.210.148.91 |France 147.237.77. 176 |nat pash. i df . i|  [Whauthorized URL Access to wmn cogat . idf.il/wp-1ogin. php B ock 1
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