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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 4194
123. 59. 59. 52 Chi na 147.237.0. 17 mny- kosher - kravi . i df . i | bl ock-sp-traf 1 forward 4
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
81.218. 65. 210 I srael 147.237.77. 176 nat pash. i df . i | Bl ock Udp All Nets drop 3
204. 42. 253. 2 Lhited Sates 147.237.76. 38 eeneitav.idf.il B ock Np Al Net drop 2
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al _Nets drop 2
204. 42. 253. 2 Lhited Sates 147.237.8. 28 e.nobil e-ks.idf.il B ock Np Al _Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il Bock Np All _Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 31 nakchal .idf.il Bock Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147. 237.76. 34 yohal an.i of .i | Block Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147. 237.8.27 e.nadimatal .idf.il Block Np Al Net drop 1
93. 201. 84. 218 Cer many 147.237.0. 15 kosher-kravi .idf.il B ock Np Al _Net drop 1

93. 201. 84. 218 Cer many 147.237.0. 16 ny- kosher-kravi .i df .il B ock Np Al _Net drop 1

93. 201. 84. 218 Ger many 147.237. 0. 33 idf.il Bock Np All _Net drop 1
185. 70. 184. 164 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il L4 Source or Dest Port Zero drop 1

93. 201. 84. 218 Ger nany 147.237.0. 35 akavs. i df i Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

123. 126. 113. 80 Chi na 147. 237.72. 166 aka.idf.il [Cl000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 15 147.237.77.170|Whited Sates |nmarachot.idf.il ET SCAN NVAP -sA (2) 2
210.44.52.150 |147.237.0.17 |China mny-kosher-kravi .idf.il ET m Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
179.43.144.37 |147.237.0.17 |Sntzerland mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
91. 201. 236. 114 |147.237.76.86 |krai ne navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 113 [147.237.77. 170 |krai ne naar achot . i df .i | ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
66.240.213.93 |147.237.77.176|lhited Sates |matpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
119. 195, 228, 221|147 237 0,34 |KOr€& Republic| .\ oo ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
91.201. 236. 113 |147.237. 77. 170 |krai ne maar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 79. 104 147. 237. 76. 200 |Net her | ands eitan aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66.240.213.93 |147.237.77.205|thited Sates |prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

Ste

Signature

Geo- 1 ocat i on i nbound

192. 168. 173. 102 147. 237. 77. 216 |dover. i df .i | Geo- | ocat i on enf or cenent nonitor  [337
enf or cenent
192. 168. 173. 102 147.237.72. 166 |aka.i df . i Geo- 1 ocation enforcement |0 !ocation inbound monitor  |203
enf or cenent
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i of . i | dr op SAMrul e drop 30
107.167. 116. 110|thited Sates 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN - > SYN-ACK -> RST rej ect 19
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 10
121.54. 54. 61 Phi | i ppi nes 147.237.77. 216 |dover.idf.il Bad TCP sequence Invali d ACK nunber moni t or 4
S reanming Engi ne: TCP ' i ssi
157.55.39. 111 |Wited Sates  |147. 237.77. 243 |mobi le.i cf i mng Engine: 1 Invalid segnent retransmssion. |, . 3
Inval id Retransm ssion Packet dropped.
204. 155. 30. 109 |Wnited Sates 147. 237. 76. 197 |e. hi nush. i df . i Geo- | ocati on enf or cenent Sﬁ?olr;ﬁ?;no” t nbound drop 2
Iran, Islamc . . .
164.138.23. 232 | b o of 147. 237. 77. 216 |dover. i of . i | Bad TCP sequence Invali d ACK nunber alert 2
195.88.209.6  |SSian 147.237.72. 217 |e.idf .1 Geo-l ocation enforcement |0 !ocation inbound drop 2
Federati on enf or cenent
24.4.189.77 Lhited Sates 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |2
164, 138. 23. 232 IF;;IEH:??C 147. 237.77. 216 |dover. i . | Bad TCP sequence Inval i d ACK nunber moni tor |2
66. 249. 88. 81 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
64.233.172. 163 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
92.222.103. 234 |France 147.237.77. 216 |dover. i df .i | Drectory Traversal directory traversal overflow noni tor |1
199. 87. 154. 251 |Canada 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
74.82.47. 24 Lhited Sates 147.237.0.33 |[idf.il dr op drop 1
185. 11. 180. 67  |Nor way 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
41.107. 8. 89 Ageria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
141.212. 122. 165|lhited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
120. 132. 84. 157 |onina 147.237.0. 17 ][”I”Iy kosher-kravi-1d |qyn At t ack SYN -> SYN-ACK -> RST rej ect 1
Iran, Islamc . . .
77.77.76.3 . 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
Republ i ¢ of
65.19.167.131 |[lhited Sates 147.237.77. 216 |dover.i df .i | Drectory Traversal directory traversal overflow noni tor |1
180.76.15.12  |china 147. 237. 72. 156 |anan.i of . i | drop SAMrul e drop 1
5.22.131.30 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |1
141.212.122. 104|thited Sates 147. 237. 76. 176 [test. ncore. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
98. 25. 150. 42 Lhited Sates 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47.27 Lhited Sates 147.237.77. 178 |e. nat pash. i df .| Geo-1 ocation enforcenent | 0! ocation inbound drop 1
enf or cenent
185. 106. 92. 47 R‘SIS::I”ion 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
41.176.207.10 |Egypt 147.237.77. 216 |dover.idf .i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
77.77.76.3 'F;;E'bl 1M 1147, 237, 77. 216 |dover i f il Bad TCP sequence Inval i d ACK nunber moni tor |1
66.240.213.93 |lhited Sates 147.237.77. 176 |nat pash. i df . i | drop SAMrul e drop 1
184.105. 139. 84 |Wnited Sates 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent (effolrg‘e:ﬁ;'mon i nbound drop 1
24.4.189. 77 Lhited Sates 147.237. 77. 176 |nat pash. i of . i | Bad TCP sequence Invali d ACK nunber aert 1
141. 212. 122. 113|Wnited Sates 147. 237.76. 196 |e. sviva i df .| Geo- 1 ocati on enf or cenent gﬁfolrgzﬁ:nfn  nbound drop 1
98. 252. 230. 244 |United Sates 147. 237. 77. 216 |dover. i of . i | Bad TCP sequence Invali d ACK nunber alert 1
74.82.47.31 Lhited Sates 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
185. 106. 92. 47 R‘F Sf:;”ion 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Timeout [reject 1
) . SYNtAXK retransmit with .
41.176.207.10 |Egypt 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal noni t or 1
141.212.122.98 |Wited Sates 147.237.8.27 |e.mnedimatal.idf.il  [Geo-1ocation enf or cenent (effolrg‘e:ﬁ;'mon i nbound drop 1
S reaning Engi ne: TCP i
79.176. 127. 159 i srael 147. 237.72. 166 |aka i of . i mng =g Inval id checksum Packet dr op 1
I nval i d Checksum dr opped.
66.240.213.93 |Lnited Sates 147. 237. 77. 205 |prisha.idf.i| dr op SAMrul e drop 1
184.105. 139. 111 |thited Sates 147. 237. 72. 156 [anan.i of . i | SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
141.212. 122. 114|wnited Sates 147.237.76. 196 |e.sviva i df .| Geo- | ocati on enf or cenent gﬁ?;)'rggﬁ:nfn I nbound drop 1
98. 252. 230. 244 |lhited Sates 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber nonitor |1
74.82. 47. 60 Lhited Sates 147.237.76.39 |nobile neitav.idf.il |[SYN Attack SYN - > SYN-ACK -> RST rej ect 1
185. 106. 92. 47 RJSf;:I”ion 147. 237. 77. 170 |n@ar achot . i df . | SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 1
64.231.205. 119 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |reject 1
141.212.122.99 |wited Sates 147.237.8.27 |e.madimatal.idf.il  |Geo-1ocation enf or cement gﬁ?;)'rggﬁl'nfn I nbound drop 1
85. 25.103. 119  |Ger many 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |Site Sgnature Action ‘Count

66. 249. 65. 224 |l srael 147.237.77. 216 |dover . i df . i | Ostributed Lhaut horized UR. Access on www idf.il/error. htm Bl ock 1
171.25.193. 77 [Sueden 147.237.77. 216 dover . i df . i | LR 15 Fbave Foor Brectory s/ queryli uery- LA 2 ni s Bl ock 1
66.249. 88. 101 [l srael 147.237.77.216|dover. i df . il Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock

154.120.73.31 |[Ngeria 147.237.77.216|dover. i df . il PHP At t enpt B ock

66.249.69.2  |Israel 147.237.72. 166 |aka. i df . i | ﬂ?”tzg;’r;gefeﬁmpﬁfs;:h;o/ dali . asp Bl ock 1
199. 16. 156. 124 |Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/arr/ Bl ock 1
68.180. 230. 45 |lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
154.120.73.31 [Ngeria 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to wa i df.il/xmrpc. php B ock 1
66.249.75. 44 |Israel 147.237.72. 166 |aka. i df . i | iﬂf;ugggr ;zéiG?WﬁfZisiut;gener ol . aspx B ock 1
207.46.13.140 |thited Sates |147.237.77.176|nat pash.idf.il Unaut hori zed URL Access to 147.237.77.176/ B ock 1
123. 59. 59. 52 Chi na 147.237.0. 17 ][n inly- kosher -kravi . id Unhaut hori zed URL Access to waww gyer. comi 1149-he/ | i festyl e. aspx |B ock 1
54.186.248.49 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wn i df . i | /1294- he/ v i df . i | B ock 1
157.55.39. 205 |lhited Sates |147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1

Unhaut hori zed URL Access to
66.249.79.178 |[Israel 147.237.77. 176 |nat pash. i df . i | waw cogat . i df . i |/ usef ul i nformation/i dkoni ni pages/ 17012011nasaiy |B ock 1
ot . aspx

154.120.73.31 |[Ngeria 147.237.77.74 |lawidf.il PHP At t enpt B ock 1
66. 249. 64. 163 |l srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to wwu navy. i df.il/navy/ B ock 1
157.55.39. 241 |Wnited Sates |147.237.72.166|aka. i df .i | m“;i‘gii jfedl Iﬁnps(;(l:eejiotr(;/ doc. rur/ general . asp B ock 1
66.249.88.91 |Israel 147.237.77. 216 |dover . i df .i | Uhaut hori zed LRL Access to wawidf.il/error. htm B ock 1
154.120.73.31 [Ngeria 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www | aw i df.il/xmrpc. php B ock 1
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