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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
185. 60. 147. 79 St zerl and 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 80466
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 11116
188. 55. 204. 168 Saudi Arabi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5171
130. 211. 134. 65 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4579
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il B ock | p VWb In drop 3879
52.23. 215. 54 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2944
199. 47. 125. 84 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2158
54.72.73. 168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2097
106. 186. 115. 90 Japan 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2002
66. 249. 65. 224 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1968
89. 238. 166. 133 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1362
87.69.195.171 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1145
172. 56. 13. 206 Lhited Sates 147.237.0. 34 tikshuv.idf.il TCP handshake viol ation, first packet not syn |drop 1106
54.94. 252. 114 B azi 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1010
213.229. 73. 244 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 934
176.2.134. 161 Ger nany 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 766
89. 238. 166. 133 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 612
104.197. 101. 166 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 568
156. 205. 17. 252 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 545
108. 59. 83. 170 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 520
191. 239. 6. 183 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 499
191. 239. 218. 221 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 330
128.199. 144. 177 S ngapor e 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 153
52.17.98. 103 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 137
54.76.190. 11 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 117
52.32.129.70 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 62
197.48.71.132 Egypt 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 48
52.29. 55. 227 Ger nany 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 41
212.34.12. 42 Jor dan 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 27
54. 148. 48. 125 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 24
52.76.122.5 S ngapor e 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 19
46.101. 7. 191 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 15
54.179. 4. 123 S ngapor e 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 12
195. 225. 219. 240 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4

81. 218. 65. 210 | srael 147.237.77.176 nat pash. i df .| Bl ock_Up Al _Nets drop 3
104. 197. 93. 224 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 3

52. 33. 138. 105 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
54.198. 167. 222 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2

40. 127. 166. 75 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
74.91. 20. 198 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-trafl forward 2
107. 150. 46. 38 Lhited Sates 147.237.76. 30 hi nush. i df .i | bl ock-sp-trafl forward 2
52.25.116. 238 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2

80. 57. 15. 17 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
107. 150. 32. 60 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-trafl forward 2
52.23.163. 75 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
146. 148. 86. 248 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
74.91.18. 44 Lhited Sates 147.237.77. 19 lawforumidf.il |bl ock-sp-trafl forward 2
107. 150. 32. 60 Lhited Sates 147.237.77.234 hal ag.idf.il bl ock-sp-trafl forward 2
74.91. 20. 197 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 forward 2
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207. 46. 13. 45 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
130. 193. 243. 48 Iraq 147.237.77.216  |dover.idf.il 22280: HITP. Joonha (hj ect |njection Vul nerability Bl ock 2
123.126. 113. 80 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
157. 55. 39. 201 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
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202.191.64. 166 [147.237.77.216|Indi a dover.idf.il ET VB SERVER UA Wr dPress, probabl e DD Att ack 144
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 69. 34 147.237.72.166 |Wited Sates |[akaidf.il ET SCAN NVAP -sA (2) 2
104.232.98. 3 147.237.0.17 |lhited Sates |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
202.85.221.63 |147.237.77.121|thi na e.navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
128. 199. 179. 135|147. 237. 77. 216 |S ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
45.63.7.151 147.237.76.30 [Lnhited Sates [hinush.idf.il ET SCAN NMAP -sS wi ndow 2048 1
128. 199. 144. 177|147. 237. 77. 216 |9 ngapor e dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
185. 114. 157. 12 |147. 237. 77. 170 |Net her | ands naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
45.63.7.151 147.237.76.30 [Wited Sates |[hinush.idf.il ET SCAN NVAP -f -sS 1
128.199. 114. 26 |147.237. 77. 216 |9 ngapore dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
183.80.70.219 |147.237.77. 234 |\ et nam hal ag.i df.il ET SCAN NVAP -sS wi ndow 2048 1
128.199. 83. 109 |147. 237. 77. 216 |S ngapor e dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
183.3.202. 115 [147.237.0.200 |China . idf il ET SCAN Potential SSH Scan 1
128.199. 67. 254 |147. 237. 77. 216 |S ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
183.3.202. 115 |147.237.0.34 [China tikshuv.idf.il ET SCAN Potential SSH Scan 1
119,93, 147. 111 |147.237.0.34  |Fhi i ppires Cikshuv.idh il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218. 246. 0. 97 147.237.8.28 |[China e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
179. 43. 144. 37  |147.237.76.39 [Sntzerland nobi | e. nei tav. idf.il ET SCAN Potential SSH Scan 1
110. 143. 44. 114 |147.237.0.35 |Austradia akavs. i df . i ET SCAN NVAP -sS w ndow 1024 1
209. 148. 94. 140 |147.237.77.216|Whited States |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
128. 199. 238. 240|147. 237. 77. 216 | ngapor e dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
104. 232. 98. 3 147.237.0.17 |Wited Sates |mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
202.174.92. 238 |147.237.77.216|India dover.idf.il portscan: TCP O stributed Portscan 1
128.199. 195. 155|147. 237. 77. 216 | ngapor e dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
202.85.221.63 [147.237.77.121|China e navy.idf.il ET SCAN NVAP -f -sS 1
128. 199. 145. 23 |147. 237. 77. 216 |9 ngapor e dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
185.114. 157. 12 |147.237.77.170 |Netherlands  |mmarachot.idf.il ET SCAN NMAP -sS wi ndow 4096 1
45, 63.7.151 147.237.76.30 |Wited Sates [hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
128.199. 129. 191|147. 237. 77. 216 |S ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
183.80.70.219 |147.237. 77. 234 |M et nam hal ag.i df.il ET SCAN NMAP -sS wi ndow 3072 1
128. 199. 86. 239 |147. 237. 77. 216 |3 ngapore dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
183.80.70.219 |147.237.77. 234 |\ et nam hal ag.idf.il ET SCAN NVAP -f -sS 1
128.199.76.58 |147.237.77. 216 |9 ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
183.3.202. 115 |147.237.0.35 |China akavs. i df . i ET SCAN Potential SSH Scan 1
128. 199. 65. 246 |147. 237. 77. 216 |9 ngapor e dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
183.3.202.115 [147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
115. 28. 247. 220 |147.237. 72. 166 |Chi na aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.108. 132. 58 [147.237.76.30 |China hi nush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
128. 199. 247. 177|147. 237. 77. 216 |S ngapor e dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
107.6.130. 113  |147.237.77.170 |Uhited Sates |nmarachot.idf.il ET SCAN Potential SSH Scan 1
128.199. 222. 66 |147. 237. 77. 216 |9 ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
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197. 48. 71. 132 Egypt 147.237.77.216 |dover.idf.il|Bad TCP sequence noni t or 3387
197.48.71. 132 Egypt 147.237.77.216 |dover.idf.il|Bad TCP sequence [Invalid A nunber alert 2646
212.34.12. 42 Jor dan 147.237.77.216 |dover.idf.il|Bad TCP sequence noni t or 2067
212.34.12. 42 Jor dan 147.237.77.216 |dover.idf.il|Bad TCP sequence [Invalid AGK nunber alert 1565
194.9.28. 11 United Kingdom |[147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 1180
199. 21.115. 134 Lhited Sates 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 1041
98. 158. 190. 196 Lhited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 992
106. 186. 123. 25 Japan 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 988
74.120.15.74 Lhited Sates 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 889
209. 160. 24. 14 Lhited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 774
151. 236. 48. 204 United Kingdom |[147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 758
66. 155. 75. 222 Lhited Sates 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 756
23.236.48.8 Lhited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 749
23.251. 156. 240 Lhited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 731
23.97.58. 45 S ngapor e 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 698
106. 187. 51. 76 Japan 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 696
162. 212. 56. 149 Lhited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 671
130. 211. 158. 164 |lhited Sates 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 661
130. 211.172. 63 Lhited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 615
146. 148. 35. 16 Lhited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 602
183. 82. 51. 188 I'ndi a 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 597
199. 223. 233. 140 |Wited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 573
104.197.119. 48 Lhited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 564
146. 148. 119. 116 |lLhited Sates 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 562
104. 155. 83. 50 Lhited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 557
193. 107. 252. 143 |Czech Republic 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 547
213.171.205. 177 |United Kingdom |147.237.77.216 (dover.idf.il|drop First packet isn't SYN drop 541
62. 249. 169. 200 Nor way 147.237.77.216 |dover.idf.il|drop First packet isn't SN drop 521
146. 148. 61. 21 Lhited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 521
108. 59. 83. 170 Lhited Sates 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 518
88. 208. 192. 244 Uni ted Kingdom [147.237.77.216 |dover.idf.il|drop First packet isn't SN drop 513
74.120. 15. 102 Lhited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 505
106. 187. 93. 83 Japan 147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 501
104.197. 1. 208 Lhited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 486
146. 148. 86. 248 Lhited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 486
130. 211. 133. 99 Lhited Sates 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 486
104.196. 9. 19 Lhited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 462
212.34.12. 42 Jordan 147.237.77.216 |dover.idf.il|Bad TCP sequence [SNretransnit with different wndow scal e noni t or 459
88. 208. 238. 77 Uni ted Kingdom [147.237.77.216 |dover.idf.il|drop First packet isn't SYN drop 457
80.57.15. 17 Net her | ands 147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 446
107. 155. 108. 169 |Whited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 435
43.252.89. 111 I'ndi a 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 428
106. 187. 94. 248 Japan 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 423
104. 197. 107. 94 Lhited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 415
64.77.72.74 Lhited Sates 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 401
23.94.134.171 Lhited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 397
104. 155. 27. 249 Lhited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 395
80. 98. 89. 250 Hungary 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 394
82.223.121.70 Spai n 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 390
107.167.177. 162 |Whited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 389
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
149. 202. 239. 134|France 147.237.77. 216 |dover . i df . i | Paraneter Type \iol ation PageNumin B ock 6
wan i df . i |/ 1283- en/ dover . aspx
. . Dstributed Paraneter Type Mol ation on
149. 202. 239. 135|France 147.237.77. 216 (dover.idf .il v i df i 1/1283- en/ dover . aspx paraneter PageNum Bl ock 6
185. 120. 125. 48 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
) . . Uhaut hori zed URL Access to
70.39.187.159 |lhited Sates  [147.237.77.216|dover.idf.il v i df i 1/ 1133- 22927- ar / dover . aspx. al ah Bl ock 1
m ny- kosher-kravi .id .
205. 204. 95. 90 Canada 147.237.0. 17 £l Uhaut hori zed URL Access to 147.237.0.17/ Bl ock 1
107.150. 46. 37 |lnited Sates  |147.237.72.167|i shuri maka.idf . il Unaut hori zed URL Access to ww. 867bb. cond Bl ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 69. 2 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
! . . Lhaut hori zed URL Access to
157.55.39.108 |uhited Sates [147.237.72.166|aka.idf.il aka.i df . i 1/ consol e cor el doc._nyr/nul | B ock 1
74.91.18. 44 Lhited Sates 147.237.77.19 |lawforumidf.il Uhaut hori zed URL Access to www. 867bb. coml B ock 1
Russi an . . . Parameter Type Molation catld in
5.8.37.203 er ati on 147.237.0.34 |tikshuv.idf.il vy ti kshuv. i of i 1/si te/ st ory. aspx B ock 1
207.46.13. 1 Lhited Sates 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ B ock 1
68.180. 229. 241 [Lhited Sates  |147.237.77. 176 |nat pash. i df . i | Paraneter Type Mol ation PageNimin Bl ock 1
wwv cogat . i df . i |/1038- he/ cogat . aspx
157.55.39.194 |lhited Sates  |147.237.76.200|ei tan. aka. i df. il ::2‘:: Tgr']zed URL Access to eitan.aka.idf.il1/1093-7963-he/ M0 (g 1
74.91. 20. 198 Lhited Sates 147.237.77.74 |lawidf.il Distributed Waut hori zed URL Access on wwv 867bb. coni B ock
40. 77. 167. 69 Lhited Sates 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to ww aman. i df . il /nodiin/defaul t. B ock
. . Uhaut hori zed URL Access to
149. 202. 239. 134|France 147.237.77. 216 |dover . i df . i | Wi i df i | /tenpl at es/ shar ed/ user cont rol s/ header upper/ B ock 1
68.180. 230. 155 |lited Sates  |147.237.76.200|ei tan. aka. i df .i | Whaut hori zed LR Access to . B ock 1
v ei tan. aka. i df. il /tenpl at es/ general / ei t an. aspx
185.27.217.10 |iraqg 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover . i df .i | Uhaut hori zed LRL Access to wan i df.il/newsite/english B ock 1
54.210.18.124 |lhited Sates 147.237.72.166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
] . . Paranet er Type M ol ati on PageNumin
68.180.231.43 |lhited Sates  [147.237.77.216|dover.idf.il Wi i 1/ 1133- ar / dover . asp Bl ock 1
107.150.32.60 |[hited Sates [147.237.77.234|hal ag.i df .il Unaut hori zed URL Access to ww 867bb. coni B ock 1
54.210.18.124 |thited Sates |147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt Bl ock 1
. . D stributed Unaut hori zed URL Access on
149.202. 239. 135(France 147.237.77. 216 |dover . i df . i1 ww i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / B ock 1
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