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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 2623
89. 238. 143. 70 Uni ted Ki ngdom 147.237.77.216 dover.idf.il B ock_Udp All _Nets dr op 525
89. 238. 166. 133 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 431
81.218. 65. 210 I srael 147.237.77. 176 nat pash. i df . i | Block Udp All Nets drop 9
197. 9. 252. 109 Tuni si a 147.237.77. 216 dover.idf.il DCS- LA C- TCP- 80- cat dest - r eset 8
120. 132. 50. 135 Chi na 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-traf1 forward 4
197. 9. 252. 109 Tuni si a 147.237.77. 216 dover.idf.il JLMPurple Gon Linmt Htp drop 3

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Udp All _Nets dr op 3
107. 150. 32. 62 Lhited Sates 147.237.77.176 nat pash. i df .i| bl ock-sp-traf 1 forward 2
192. 3. 220. 210 Lhited Sates 147. 237.8. 45 eeitanidf.il Block Np Al Net drop 2
197. 9. 252. 109 Tuni si a 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 2
107. 150. 32. 61 Lhited Sates 147.237.76. 39 nobi l e.neitav.idf.il |bl ock-sp-trafl forward 2

69. 197. 185. 19 Lhited Sates 147.237.77.170 naar achot . i df . il bl ock-sp-traf1 forward 2
107. 150. 32. 61 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forward 2
74.91. 20. 195 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forward 2
197. 9. 252, 109 Tuni si a 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1

85. 150. 60. 51 Net her | ands 147.237.77.216 dover.idf.il B ock_Udp Al Nets drop 1
185. 70. 184. 164 Net her | ands 147.237.77. 243 nobi | e.idf.il L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 10
213. 8. 204. 32 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 4
87.69. 19. 30 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 4
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

At acker

‘Target Addr ess count ry Signature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.69.34 [147.237.72.166|lhited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
208. 100. 26. 228 |147.237.0.15 |Whited Sates  |kosher-kravi.idf.i[ET SCAN NVAP -sS w ndow 1024 1
179. 43. 144. 37 |147.237. 76. 197 |Sni t zer | and e. hinush.idf .il ET SCAN Potential SSH Scan 1
82.117. 208. 243 (147. 237. 77. 227 e hamaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 67 |147.237.77.178|Chi na ematpash.idf.il |ET SCAN NVAP -sS w ndow 1024 1
221.226.31. 210 [147. 237. 72. 156 |hi na aman. i df.il ET SCAN NVAP -f -sS 1
11 112 112, 25 |147. 237 76,31 |KOrea Republic | o ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
197.9.252.109 [147.237.77.216|Tunisia dover.idf.il portscan: TCP DO stri buted Portscan 1
179. 43. 144. 37 |147.237.77. 179 |Sn t zer | and e nazi.idf.il ET SCAN Potential SSH Scan 1
130 749521 |147. 237 77170 | 51 ael et achot i df il ET DO Large amount of TQP ZeroVWndow - Possibl e Nkiller2 DDos 1
attack
221.226.31. 210 [147. 237. 72. 156 |hi na aman. i df.il ET SCAN NMAP -sS wi ndow 2048 1
219, 85. 144. 196 |147 237 0.34  |Tai ven Cikshovidf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry|Target Address |Ste Signature Action ‘Count
197.9.252.109 |Tunisia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1598
197.9.252.109 |Tunisia 147.237.77. 216 |dover.idf .il dr op drop 500
192.168. 173. 102 147.237. 77. 216 |dover.idf.il Geo-| ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent noni t or 351
192. 168. 173. 102 147.237. 72. 166 |aka.i df . i1 Geo- | ocati on enf or cement Geo-| ocati on i nbound enf or cenent moni tor  |192
Sreaning Engine: TCP Invalid i i ssi
94.159.191. 45 | srael 147.237.0.34  |tikshwv.idf.il 9 =9 Invalid segnent retransmssion. Packet i 156
Ret r ansni ssi on dr opped.
197.9.252. 109 |Tunisia 147.237. 77. 216 [dover. i df il Bad TCP sequence Inval id ACK nunber moni tor |75
213.8.204.47  [Israel 147.237.76.42 |refuah.idf.il  [Bad TCP sequence S retrensmt with different wndow | onitor |57
84.108. 131. 180 |lIsrael 147.237.0.19 |nadimatal .idf.i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 56
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
197.9.252.109 |Turisia 147.237.77. 216 |dover.idf.i1  [Bad TCP sequence S retransmt with different wndow | ooivor |23
82.114.168. 158 |Yenen 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
Li byan Arab . . .
154. 73. 28. 50 J iriya 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
141.0.14.73 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
197.9.252.109 |[Tunisia 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber aert 11
- o S reani ng Engi ne: TCP SYN Dat a recei ved bef'orej SYN vas
197.9.252.109 |Tunisia 147.237.77. 216 |dover.idf.il L. L. acknow edged. Sripping all packet drop 10
Mbdi fied Retransm ssion data.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
54.241.198.78 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreaning Engine: TGP Invalid ' i ssi
2.54.131. 40 I'srael 147. 237. 77. 243 |mobi l e. i . i 9 =9 Invalid segnent retransmssion. Packet i 6
Ret r ansni ssi on dr opped.
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
37.26. 149. 239 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
94.159.191.45 |Israel 147.237.0.34 |[tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
84. 95. 49. 218 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
85.65.114.5 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
17.142.156. 109 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
Sreanming Engine: TCP Invalid i i SSi
109. 64.60.82  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet i 3
Ret r ansni ssi on dr opped.
Iran, Islamc R .
164. 138. 23. 232 Republ i ¢ of 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber aert 3
207.46.13.71 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi
46.116.70.148 |Israel 147.237.77. 243 |mubile.i o i1 9 =9 Invalid segnent retransmssion. Packet i 3
Ret r ansni ssi on dr opped.
Sreaning Engine: TQP Invalid i i ssi
109.67.42.72  |israel 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. Packet |, 3
Ret ransm ssi on dr opped.
176.13.16. 121 |Israel 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval id AGK nunber moni tor |3
Sreaming Engine: TGP Invalid i i ssi
79.183.194. 47 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet . 3
Ret r ansni ssi on dr opped.
Iran, Islamc . . . )
164. 138. 23. 232 Republ i ¢ of 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
31.210.187.12 |[Israel 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i SSi
109. 67. 169. 186 |1 srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Pecket i 3
Ret r ansni ssi on dr opped.
176.13.16.121 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreaning Engine: TQP Invalid i i ssi
79.178.14.130 | srael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. Packet |, 3
Ret r ansm ssi on dr opped.
5.102.242.212 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
2.53.11. 49 | srael 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi
109. 253. 218. 44 |Israel 147.237.77. 243 |mbile.i o i1 9 =9 Invalid segnent retransmssion. Packet i 3
Ret r ansni ssi on dr opped.
193. 37.128. 187 |Israel 147.237.77. 176 |matpash.icf.il |Bad TCP sequence Inval i d sequence nuniber noni t or
157.55.39.161 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
54.206.118.10 [Australia 147.237.77. 178 [e.matpash. i df .i | [Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 3
Sreaning Engine: TQP Invalid i i ssi
46.19.86.176  |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. Packet |, 3
Ret r ansm ssi on dr opped.
213.57.198.93 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
Sreaming Engine: TGP Invalid i i ssi
2.54.171. 30 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet . 3
Ret r ansmi ssi on dr opped.
41. 105. 40. 89 Ageria 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
s SYNHAXK retransmit with different .
84. 95. 49. 218 I srael 147.237.76.31 [nakchal.idf.il |Bad TCP sequence vi ndow scal 6 moni tor |2
134. 35. 95. 33 Lhited Sates 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
109. 66. 29. 87 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 56
2.53.8.169 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 17
84.108.131.180 |[Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 9
149. 202. 239. 135|France 147.237.77.216|dover. i df . i | Paraneter Type M ol ation PageNumin waw i df . il/1283-en/ dover. aspx B ock 6
109. 64. 195. 247 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 3
2.52.138. 46 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
83.6.102. 16 Pol and 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw i df.il/anan Bl ock 3
46.19. 86. 194 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
167. 114. 156. 198|Canada 147.237.77. 216 |dover . i df . i | Mil tipl e Unhauthorized URL Access from 167.114. 156. 198 B ock 2
46.116.70.148 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 64. 60. 82 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
157. 55. 39. 205 g];::: 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to www i df.il/dover/site/ mai npage. asp B ock 1
64. 85. 160. 49 g“;:s 147.237.77. 216 |dover.i df . il Uhaut hori zed LRL Access to waw i df . i |/ kesher B ock 1
109. 253. 218. 44 |I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
17. 142. 156. 109 gﬁ;ttg: 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to wwuidf.il/appl e-app-site-association B ock 1
89.139. 163. 102 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . O stributed Uhaut hori zed URL Access on
66. 249. 69. 10 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
. . Distributed Lhaut hori zed URL Access on
213.8.204. 32 | sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . Unaut hori zed URL Access to
149. 202. 239. 135|France 147.237.77. 216 |dover . i df . i | vou i df i |/t enpl at es/ shar ed/ user cont ol s/ header upper/ B ock 1
79.181.4.21 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1134- he/ at al . aspx B ock 1
- . Unaut hori zed URL Access to
66. 249. 65. 223 |Israel 147.237.77. 216 (dover. i df . il 147, 237. 77. 216/ 1133- 18063- he/ dover . aspx Bl ock 1
31.172.191. 135 |Pol and 147.237.0.15 |kosher-kravi.idf.i| |Wauthorized LR. Access to kosher-kravi.idf.il/forum Bl ock 1
120. 132. 50. 135 |Chi na 147.237.76.200(ei tan. aka. i df . il Unhaut hori zed URL Access to v el ong. cord 894- he/ ei t an. aspx B ock 1
107. 150. 32. 61 g‘;tt:: 147.237.76.39 |nobi |l e.neitav.idf.il|Dstributed Unauthorized URL Access on ww. 867bb. comi B ock 1
66. 249. 69. 18 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock
213. 8. 204. 47 I srael 147.237.76.42 |refuah.idf.il Ml tipl e Unaut horized URL Access from 213.8.204. 47 B ock
Lhi ted . . . Unaut hori zed URL Access to
157.55.39. 194 Sates 147.237.76.200 [ei tan. aka. i df . i eitan. aka.idf.il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
109. 65. 138. 43 |l srael 147.237.77. 216 |dover.i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
167. 114. 156. 198|Canada 147.237.77. 216 |dover. i df . i | thauthori zed LR. Access to Bock |1
wan i df . i |/ shar ed/ user cont r ol s/ header upper /
66. 249. 65. 224  |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df . i|/1133-20187- he/ dover . aspx) B ock 1
37.26.149.233 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
131. 253. 25. 184 g;g: 147.237.77. 216 |dover . i df . i | Lhaut hori zed LRL Access to waw idf.il/error.htm B ock 1
107. 150. 32. 61 Lsh'mt:: 147.237.77.233|atal .idf.il D stributed Unaut horized URL Access on www 867bb. comd Bl ock 1
66. 249. 75. 44 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ Bl ock 1
i -kosher-kravi.id
157. 55. 39. 200 g‘;tt:: 147.237.0. 16 ?yi | Unaut hori zed URL Access to ww ny- kosher-kravi.idf.il/ B ock 1
52.21.174. 235 g‘;tt:: 147.237.77. 216 |dover . i df . i | Lhaut hori zed LRL Access to waw i df.il/newsitelenglish/docunents. asp |B ock 1
197.9.252.109 |Tunisia 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock
66. 249. 66. 23 I srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to v anan. i df.il/m B ock
41.108. 245.233 |Ageria 147.237.77.216|dover. i df . i | D stributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
- . Unaut hori zed URL Access to
141.0.14.73 ELir ope 147.237.77. 216 |dover . i df . | wwy. i df . i | / 5dc935ee3f e96098f Ob7f 87901e5bdf 86b555295/ Bock |l
107. 150. 32. 62 g‘;tt:: 147.237.77. 176 |nat pash. i df . i | Distributed Unauthorized URL Access on waw 867bb. cond B ock 1
69. 197. 185. 19 ;ﬂ;ttee: 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to ww 867bb. comi Bl ock 1
157. 55. 39. 205 g‘;tt:: 147.237.77. 216 |dover.i df . i | Mil tipl e Unaut horized URL Access from 157. 55, 39. 205 B ock 1
Lhited - . Unaut hori zed URL Access to
54.88.169.180 g o 147.237.77. 216 |dover. i df . il v i df i | / 1283- 12441- en/ dover . aspx&quot Bl ock 1
109. 186. 184. 42 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for waw aka. i df.il/mai n/ sachar/fag. aspx Bl ock
2.54.131. 40 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock
Unaut hori zed URL Access to
87.70.20.12 I srael 147.237.77.74 [lawidf.il wan | aw i df . i |/ 163- 7173- he/ pat zar . aspx+Noip" ++DMNRFWD+HINN Bl ock 1
nune100&as_qdr =al | &onpl et e=0&hl =en&ct =cl nk&" 0N+
207. 46.13.71 g];::: 147.237.77. 216 |dover.i df . i | Lhaut hori zed UR. Access to wawidf.il/atal 1/izkor/ vi ew t ext. asp B ock 1
66. 249. 69. 2 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx  |B ock 1
46. 19. 85. 89 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 1
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