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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 2279
52. 16. 5. 197 Irel and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 615
37.26. 146. 234 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 264
213.57.251. 102 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 248
85. 65. 88. 91 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 93
105. 225. 188. 189 South Africa 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 15
81. 218. 65. 210 | srael 147.237.77.176 nat pash. i df .| ock Wdp Al _Nets drop 5
197.115. 42. 176 Ageria 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
46. 39. 166. 70 Czech Republic 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3
105. 101. 74. 132 Ageria 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
74.91. 20. 196 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf1 forward 2
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
107. 150. 32. 60 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il |bl ock-sp-trafl forward 2
120. 132. 50. 135 Chi na 147.237.77.19 lawforumidf.il |bl ock-sp-trafl forward 2
213.151. 62. 102 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
89. 22. 23. 249 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
5.170. 128. 187 Italy 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
169. 54. 233. 124 Lhited Sates 147.237.77. 233 atal.idf.il JLM Under Attack Con Tcp drop 1
93. 201. 95. 195 Ger nany 147.237.0. 35 akaws. idf.il B ock Np Al _Net drop 1
178.72.137. 92 Arneni a 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
95. 159. 8. 244 Syrian Arab Republic 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
185. 70. 184. 164 Net her | ands 147.237.77.178 e natpash.idf.il |L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Country‘

rget Address |Site

|Sgnature

213.57.154.10 |Israel 147.237.0.34 [tikshuv. i df.i][Cl1000138: HITP. prefix 1.01 in the LR B ock 28
85.64.109. 180 |Israel 147.237.0.34 |tikshuv.idf.il|C1000138: HITP. prefix 1.01 in the UR B ock 6
87.69.130.210 |[Israel 147.237.0.34 |tikshuv.idf.il|C1000138: HITP. prefix 1.01 in the IR Bl ock 4
89.238.143.70 |United Kingdom [147.237.77.216 |dover.idf.il [12026: HITP. LA C DDoS Tool (Q\LY enabl e when under DoS attack) |B ock 4
84.108. 90. 62 I srael 147.237.0.34 |tikshuv.idf.il|C1000138: HITP. prefix 1.01 in the UR B ock 3
149. 78. 168. 201 |l srael 147.237.0.34 |ti kshuv.idf.i[|Cl000138: HTTP. prefix 1.01 in the URL B ock 3
37.26.149.145 |Israel 147.237.0.34 [tikshuv. i df.i][Cl1000138: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 |Chi na 147.237.77. 176 |nmat pash. i df . i ||CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
123.126.113. 80 |China 147.237.72. 166 |aka. i df . i | C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature
66.249.79.185 |[147.237.77.176|lhited Sates |natpash.idf.il ET SCAN NVAP -sA (2) 224
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.64.181 |[147.237.77.74 |Whited States |[lawidf.il ET SCAN NVAP -sA (2) 2
185. 114. 157. 12 [147.237.77.74 |Netherlands  [lawidf.il ET SCAN NVAP -f -sS 1
104. 128. 144. 131|147. 237.76. 30 |Canada hi nush. i df . i | ET SCAN NMAP -sS wi ndow 4096 1
93.179.68.181 |[147.237.76.31 LKJ?ir:;gom nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1
20.33.31. 101 147 237 828 |Uited Sates e nobile ks idh il ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185. 114. 157. 12 |147.237.77. 74 |Nether| ands lawidf.il ET SCAN NVAP -sS wi ndow 2048 1
113 190. 20. 120 1147 237 0.16 M et nam ny- kosher-kravi i of i ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93.179.68.181 |147.237.77.216 E?ir:;gom dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80.82.78. 38 147.237.76.34 |Netherlands  |yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 20. 69. 74 147.237.77. 216 |Wited Sates |dover.idf.il ET DRCP Dshield B ock Listed Source 1
185. 114. 157. 12 |147.237.77.74 |Nether| ands lawidf.il ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
192. 168. 173. 102 147.237. 77. 216 [dover.i df .i | Geo- | ocati on enf or cenent Geo-| ocat i on i nbound enf or cenent |noni t or 368
192. 168. 173. 102 147.237.72. 166 |aka. i df .il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent [moni t or 195
109. 253. 200. 85 |l srael 147.237.0.19 |nadimatal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 19
41.33.231. 90 Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMirul e drop 18
85. 65. 88. 91 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 13
Sreaming Engine: TGP Invalid i i ssi
46.19.85.165 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 12
Ret ransni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
Sreaming Engine: TGP Invalid i i ssi
109. 253. 203. 64 |Israel 147.237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
109. 65.75. 222 |[Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Invalid invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.182. 162. 168 |Israel 147.237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
185.27.105.73 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
e SN retransmit wth different .
46.116.124. 41  |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal @ noni t or 5
185.32.179.31 |Israel 147.237.72. 166 |aka.i df.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
109. 253. 200. 85 |l srael 147.237.0.19 |nadimatal.idf.il [Bad TCP sequence Inval i d ACK nunber alert 5
185. 89. 217. 229 |Net herl ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
5.22.131. 112 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
185. 89. 217. 231 [Net her| ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
185. 3. 144. 34 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
149.78.59. 158 |[Uhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
46.116.232.21 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 4
85. 65. 88. 91 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 4
46.120.54.215 |Israel 147.237.72. 156 |anan. i df . il dr op First packet isn't SN drop 4
87.71.10. 233 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
185. 3. 144. 34 I srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
2.53.45.107 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.228.18.246 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.181.104.27 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
149.78.41.243 |wited Sates [147.237.76. 147 |chi nuch. aka. i df . i | 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
185.27.105.76 |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid  finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
149.78.238.81 |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
77.125.93.253 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
94. 230. 86. 13 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or 3
87.71.10.233  [israel 147. 237.77. 216 |dover i of .1 Bad TCP sequence SINAXK retransmt wih different | o;oor |3
w ndow scal e
2.54.152. 95 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
85. 65. 88. 91 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber alert 3
Sreanming Engine: TCP Invalid i i ssi
79.181. 200. 195 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
149.78.59. 158 |lhited Sates |[147.237.72.166 |aka.idf.il dr op First packet isn't SYN drop 3
Sreanming Engine: TGP Invalid i i ssi
109. 65. 105. 253 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
62.90.35.177  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
87.71.27.126  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.55.39.106  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109.67.27.152 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39. 194 |Wited Sates |147.237.72. 167 |i shuri maka.i df il 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.178.188.81 | srael 147.237.77. 243 |nobi l e. i of .| 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
188.120. 142. 74 |Israel 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
87.71. 63.57 I sr ael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.183.100. 129 I srael 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
87.70. 89. 54 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmission. drop 3

Ret ransm ssi on

Packet dropped.
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A tacker

Attacker Address count ry Target Address |[Ste Signature
Sreanming Engine: TCP Invalid i i sSi

109. 67. 118. 108 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop
Ret r ansni ssi on Packet dropped.

160. 177.66.66 |Morocco 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
109. 253. 200. 85 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 258
2.53.59. 37 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 67
149. 88.135.29 |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 44
2.53.8.169 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 26
80. 246. 133. 178 |[lIsrael 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error. htm B ock 15
84.109. 226. 220 |israel 147.237.72. 166 |aka. i df . i | g‘jl'_ tliog_zzﬁa;;g‘o” zed Method for Known LR from B ock 7
46. 19. 85. 107 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 7
46.19. 85. 186 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 6
46.120. 165. 206 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 6
37.26.149.143 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
149. 202. 239. 135|France 147.237.77. 216 |dover . i df . i | maﬁtferl Jylp;x;'vaéé\?; _ngz)':“mi : B ock 4
217.132.52.138 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.183.39. 12 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
54.208.209.209 [lnited Sates [147.237.77.216|dover.idf.il Ml ti pl e Unhaut horized URL Access from 54. 208. 209. 209 B ock 3
194. 114. 146. 227|I srael 147.237.72. 166 [aka.i df . i | Mil tipl e Unaut hori zed URL Access from 194. 114. 146. 227 Bl ock 3
84.109. 16. 247  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
54. 210. 33. 62 Uited Sates [147.237.77.216|dover.idf.il Ml tipl e Unauthorized URL Access from 54.210. 33. 62 B ock 2
46.120. 186. 153 |Israel 147.237.0.19 |nadimatal .idf.il Eﬁgf ;te; .Tiyd?‘?i\lﬁl?g L}OZS;:(' 008Cont ent A acetbl der 18t xt Gpteha in gy 2
54.84.118.203 |lnited Sates [147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 54.84.118. 203 B ock 2
107.150.32.60 |wnited Sates |147.237.76.147|chi nuch. aka.i df .i | Distributed Unauthorized URL Access on waw. 867bb. cord Bl ock
54.210.30.224 |Wited Sates [147.237.77.216|dover.idf.il Mil tipl e Uhaut horized URL Access from 54. 210. 30. 224 B ock

79.181. 29. 16 | srael 147.237.77. 226 V\:V\:W chamat z. aka. i df Unaut hori zed URL Access to waw chanat z. aka. i df . il/xnrpc. php B ock 1
66.249.93.86 I srael 147.237.77. 234 |hal ag. i df . i | ?4? rz'ggmﬁd23;7:‘;:‘;:;2‘:;:&/@2??; fr;i . Bl ock 1
54. 210. 33. 62 Uhited Sates [147.237.77.233|atal .idf.il LR is Above Root Directory atal.idf.il/../inmages/shared/ie.gif B ock 1
54, 164.146. 184 |Whited Sates [147.237.76.200|eitan. aka.idf.il Unaut hori zed URL Access to ww ei tan. aka. i df.il/894-hel - B ock 1
82.81.45.120 |israel 147. 237.72. 166 |aka. i df . i | m“;griidzf??l /u:” :f;e;;/tv;w vy, i .1 B ock 1
2.53. 45, 107 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501-he/ atal . aspx |B ock 1
79.180.193.64 |lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed HTTP Met hod Bl ock
66.249.69.93  |Israel 147.237.72. 166 |aka. i df . i | m“;grii jfe.di Iﬁyﬁ‘;‘;gﬁ d;/c’nemservi oo, s s Bl ock 1
207. 46.13. 71 Lhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error. htm B ock 1
54.210. 32. 19 Lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Uhaut horized URL Access from 54.210.32. 19 B ock 1
79.182.162. 168 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
46.116.124.41 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136-he/ atal . aspx |B ock 1
68.180.229.89 |lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to www aka. i df . i/ main/gi yus/ undefined/ |B ock 1
149. 202. 239. 135|France 147.237.77. 216 |dover . i df . i | mult Sfo_ri'lzﬁinﬁﬁﬁfiﬁ; éé’/ user cont ol s/ header upper B ock 1
54.210.117.241 |Wited Sates [147.237.77.216|dover.idf.il Mil tipl e Unaut horized URL Access from 54.210. 117. 241 Bl ock

54,164, 146. 184 |[Lnited Sates |[147.237.77.216|dover.idf.il Ml tiple Uhauthorized URL Access from 54. 164. 146. 184 B ock 1
79.181. 29. 16 I srael 147.237.77. 176 |mat pash. i df . i | PHP Attenpt Bl ock 1
66.249.75.44  |israel 147. 237.72. 166 |aka. i df . i | ﬂ?”tzggr ;E?fegti :fgf(s)fa;:/ (i1 esl 71 63577, doc B ock 1
209.33.155.210 [United Sates [147.237.77.216 [dover. i df .i | m:'d:’“f f;jsgu;f"gmogf ;ggv;f'aspgiess on Bl ock 1
109. 253. 203. 64 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
78.41.115.145 [Austria 147.237.77. 216 |dover . i df . i | mi'jf.ﬁc;‘f?/zgtrengf;g;’mptsquuery/jquery_ L4 2rins Bl ock 1
66.249. 65. 224  [Israel 147.237.77. 216 |dover . i df .i | Ml tipl e Unauthorized URL Access from 66. 249. 65. 224 B ock 1
185.23.164.81 |lkraine 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to ww i df.il/navy/ B ock 1
79.181.29. 16 I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to www cogat . i df.il/xmrpc. php B ock 1
66.249.79.178 |[Israel 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to wwu cogat . idf.il/1392-en/cogat.asp |B ock 1
212.179.21. 194 |israel 147.237.76.31 |nakchal .idf.il ﬂ?}’;g?f;g?gﬁgpfgfgf:g;ofi | 65/ 8 1668, doc B ock 1
120. 132. 50. 135 |Chi na 147.237.77.19 [lawforumidf.il Suspi ci ous Response Code B ock 1
54.210.33.62  |United Sates |147.237.77.226 \A:A:W chamat z. aka. i df m‘;aﬁ‘:"; a?;tigfff; °r>'| nages/ shar ed horre. png B ock 1
78.154. 170. 2 kr ai ne 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to waw i df.il/mazi'a=0 B ock 1
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