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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip VWb In drop 3132
105. 103. 157. 122 Ageria 147.237.77.216 dover.idf.il |HTTP- M SC- DoS- GoodBye- 30 dest - r eset 1544
82. 205. 90. 44 Pal estinian Territory, Qccupi ed 147.237.77. 216 dover.idf.il ock Wdp Al Nets drop 341
41.254. 8. 155 Li byan Arab Janahi riya 147.237.77. 216 dover.idf.il |Block Udp All _Nets drop 307
188. 247. 77. 96 Jor dan 147.237.77. 216 dover.idf.il |B ock Wp All Nets drop 54
37.8.119. 61 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il |B ock Wp Al Nets drop 13
114. 79. 28. 169 | ndonesi a 147.237.77. 216 dover.idf.il ock Ip VWb In drop 9
37.141. 219. 205 Saudi Arabia 147.237.77. 216 dover.idf.il |Block Udp All _Nets drop 5
87.69. 201. 196 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 4
212.235. 98. 139 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 3
37.8.119. 61 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il [JLMPurple Gon Limt Htp drop 3

81. 218. 65. 210 | srael 147.237. 72. 166 aka.idf.il Bl ock_Ulp All _Nets drop 3
168. 235. 207. 154 Lhited Sates 147.237.77.216 dover.idf.il [JLMPurple Gon Limt Htp dr op 3
81.218. 165. 186 | srael 147.237.77. 216 dover.idf.il |Block Udp All _Nets drop 3
37.141. 219. 205 Saudi Arabi a 147.237.77. 216 dover.idf.il [JLMPurple Gon Limt Htp drop 3
168. 235. 207. 154 Lhited Sates 147.237.77.216 dover.idf.il |[JLM Under Attack Con Htp drop 2
37.141. 219. 205 Saudi Arabia 147.237.77. 216 dover.idf.il |JJLM Under Attack Con Htp drop 2
79.177. 1. 22 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
37.8.119. 61 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il |JLM Under Attack Con_Htp drop 1
185. 120. 125. 67 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1

85. 65. 54. 19 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 1
37.239. 68. 12 Iraq 147.237.77. 216 dover.idf.il [JLM Under Attack Con Htp drop 1
37.239. 68. 65 Iraq 147.237.77. 216 dover.idf.il |[JLM Under Attack Con Htp drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry | rget Address |Site |S gnature Devi ce Action |Count ‘
196. 184.62.248 |Tunisia 147.237.77.216 |dover.idf.il C1000133: HTTP. (pisrael 2015 - key words and groups B ock 10
84.228.243.103 |[Israel 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the LRL B ock 5
46. 19. 85. 31 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the URL B ock 4
213.57.205.145  |[Israel 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 2
213. 239. 205. 207 |Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 2
188. 214. 249. 151 |Ronani a 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
106. 38.241.106  |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38.241.106 |China 147.237.77.176 |nmat pash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
188.50.148.228  |Saudi Arabia 147.237.77.216 |dover.idf.il 3886: HITP. Qoss Ste Scripting in POST Request B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
192.35.222.17 |147.237.77.216|Wited Sates |dover.idf.il ET DO5 SSL Bonb DoS Att enpt 3
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
176. 13. 2. 107 147.237.0.19 |[Israel nadi matal .idf.il [GPL SCAN nyscan 2
176. 13. 2. 107 147.237.0.19 |[Israel nadi matal .idf.il [I NDI CATOR- SCAN nyscan 2
149.78.54. 147 |147.237.72.166|hited Sates |[aka idf.il portscan: TCQP D stributed Portscan 1
218. 246. 0. 97 147.237.8.14 |China e.orchot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
110.23.57.188  [147.237.77.216|Australia dover.idf.il portscan: TCQP O stributed Portscan 1
199. 203. 51. 201 |147.237.77. 216 |Israel dover . idf.il portscan: TCQP D stributed Portscan 1
105. 103. 157. 122|147. 237. 77. 216 |A geria dover.idf.il portscan: TCQP DO stributed Portscan 1
197. 2. 105. 86 147.237.72. 14 [Tunisia dover.idf.il(old) |ET SCAN Potential VNC Scan 5900- 5920 1
85.64.103.199  [147.237.77. 216 |l srael dover . idf.il portscan: TCQP D stributed Portscan 1
80. 82. 78. 38 147.237. 77. 170 |Net her | ands nearachot.idf.il [ET SCAN NVAP -sS w ndow 1024 1
77.125.135. 203 |147.237.72. 166 | srael aka.idf.il portscan: TCQP O stributed Portscan 1
188.50. 148. 228 |147.237.77.216|Saudi Arabia  |dover.idf.il GPL WEB _SERVER / et ¢/ passwd 1
46. 19. 85. 211 147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
23.102. 168. 255 |147.237.8.46 |lLhited Sates [e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
149. 88. 186. 188 |147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
146. 185. 56. 118 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
213.14.151.201 |[147.237.0.15 |Turkey kosher-kravi.idf.iIEr SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
108.162. 12. 43  |147.237.77.216|lnited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
197.115.17.58 |147.237.77.216|A geria dover.idf.il portscan: TCQP Distributed Portscan 1
87.71.94.43 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP O stributed Portscan 1
197. 2. 105. 86 147.237.72. 14 |Tunisia dover.idf.il(od) |ET SCAN Potential SSH Scan 1
84.108.125.53 |147.237.77. 216 |I srael dover.idf.il portscan: TQP D stributed Portscan 1
194. 90. 39. 41 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP O stributed Portscan 1
79.177. 25. 82 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
188.50. 148. 228 |147.237.77.216|Saudi Arabia  |dover.idf.il SQ Injection - Select From 1
46. 19. 86. 186 147.237.77. 216 |I srael dover.idf.il portscan: TCQP O stributed Portscan 1
23.102.168. 255 |147.237.8.46 |Lhited Sates [e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
174.37.194. 144 |147.237.76.34 [lthited Sates |yohal an.idf.il ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Acti on ‘Count
37.141.219.205 |Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 699
192. 168. 173. 102 147. 237. 77. 216 |dover . i df . | Geo- |1 ocati on enf or cenent Geo- ocati on i nbound nonitor  |356
enf or cenent
188.247.77.96 |Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 220
95. 108. 225. 232 |Russi an Federation 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 220
192. 168. 173. 102 147.237.72. 166 |aka.i df . Geo- 1 ocati on enf or cenent Geo- ocati on i nbound monitor  [206
enf or cenent
105. 103. 157. 122|A geria 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 155
37.141.219.205 |Saudi Arabia 147.237.77. 216 |dover.idf .il drop drop 102
105. 103. 157. 122|A geria 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 99
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 52
2.54.151. 164 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 47
37.141.219. 205 |Saudi Arabia 147.237.77. 216 |dover.i df il Bad TCP sequence monitor |40
121.7.185.71 S ngapor e 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 37
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
192.118. 27. 253 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
105.159.121.18 |Mbrocco 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SWretransmt wth different —foonor |24
w ndow scal e
188. 161. 66. 218 glcisgi'géa” Territory.l147. 237. 77. 216 |dover i df . i SYN Att ack SYN -> SYN-ACK -> Tineout |reject 22
188. 161. 66, 218 [ 2 estiNi an Territory.ly 17 537 77, 216 [dover. i df i1 Bad TCP sequence STNAK retransmt with moni tor  [22
Cceupi ed di fferent w ndow scal e
83. 244. 49. 210 glcisgi'géa” Territory.l147. 237. 77. 216 |dover i df . i SYN Att ack SYN -> SYN-ACK -> Tineout |reject 21
83.244. 49, 210 |AESUINanTervitory,f, /7 537 77, 216 |dover.idf. il drop First packet isn't SWN drop 13
Cceupi ed
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
83.244.49. 210 |TAESUN AN TerTitory.l) 47 937 77. 216 |dover.idch.il  |Bad TOP sequence SINFACK retransnit Wi th monitor |13
Qcecupi ed di fferent w ndow scal e
64. 246. 165. 160 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
Sreaning Engine: TGP Invalid i i ssi
80. 246. 130. 208 |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. | 12
Ret ransmi ssi on Packet dropped.
104. 131. 147. 112|nited Sates 147.237. 77. 216 |dover . i df i | drop First packet isn't SWN drop 10
77.235.135. 234 |Lebanon 147.237.77. 216 |dover.idf.il drop SAMrul e drop 10
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
107.167.109. 82 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
Sreaming Engine: TCP Invalid i i ssi
37.26.149.139 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 9
Ret ransmi ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi
84.228.16.214 | srael 147. 237. 77. 243 |nobi l e.i df . i | g =g Invalid segnent retransmssion. g 9
Ret r ansmi ssi on Packet dr opped.
105. 103. 157. 122|A geria 147.237.77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 9
46.19. 85. 197 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber nonitor |9
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
2.53.33.128 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
Sreaming Engine: TCP Invalid i i ssi
212.179. 42. 227 |Israel 147. 237. 76. 200 |ei tan. aka. i df . g =g Invalid segnent retransmssion. g 8
Ret r ansmi ssi on Packet dr opped.
31.210. 186. 153 |l srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 7
185. 120. 125. 67 |Israel 147.237.72. 166 |aka.idf il drop SAMrule drop 7
168. 235. 207. 154|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
37.141.219. 205 |Saudi Arabia 147.237. 77. 216 |dover.i df i | Bad TCP sequence Inval i d ACK nunber aert 7
46. 19. 85. 197 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACGK nunber aert 7
168. 235. 207. 154|nited Sates 147.237.77. 216 |dover.i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 7
109. 64. 169. 198 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
S SN retransnmit wth different .
80.178.24.7 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence i ndow scal nonitor |7
Sreaning Engine: TCP Invalid i i ssi
176.13.22.54 | srael 147.237.72. 167 |i shuri maka. i of . i g =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
2.54.163. 172 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
46. 19. 85. 197 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert
Sreaning BEngine: TCP Invalid i i ssi
185.32.179.172 |israel 147, 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.16.90  |israel 147. 237. 77. 243 |nobi | e. i of . i | g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dr opped.
148. 177. 129. 212 |Eur ope 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 120. 142. 202 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 104
80. 246. 136. 164 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 89
2.52.168. 152 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 53
176.13. 2. 107 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 49
176. 13. 16. 90 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 23
176.13. 4. 41 I srael 147.237.77.243|nobi [ e.i df . i | Distributed Whaut hori zed URL Access on nobile.idf.il/mlluindindex B ock 21
109. 253. 150. 242|I srael 147.237.0.19 |madimatal . i df. i |Suspici ous Response Code B ock 10
188. 50. 148. 228 |Saudi Arabia [147.237.77.216|dover.idf.i | Ml tipl e Unhauthorized URL Access from 188.50. 148. 228 B ock 6
66.249.84.166 [Israel 147.237.77.216|dover.idf .l Distributed Whaut hori zed URL Access on waw idf.il/error. htm B ock 5
176.13. 4. 41 I 'srael 147.237.77. 243 |nobi | e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/nmlluindindex Bl ock 5
109. 234. 161. 36 |France 147.237.72. 166 |aka. i df . i | Ml tipl e Unhauthori zed URL Access from 109. 234. 161. 36 B ock 4
66.249. 84. 167 [Israel 147.237.77.216|dover.idf .l Distributed Whaut hori zed URL Access on wawidf.il/error. htm B ock 4
212.143.153.7  |Israel 147.237.76.31 |nakchal .idf.il |[Distributed Unauthorized HITP Met hod Bl ock 4
185.32.179. 172 |lIsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
79.178.151.38 [Israel 147.237.77. 176 |nat pash. i df . i|  [Unhauthorized URL Access to waw cogat.idf.il/sip_storagel/files/6/4466.jpy |Bl ock 2
176. 13. 16. 90 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 2
62.219.99.130 |[Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
155. 158. 41. 144 |Fol and 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to ww i df . il/894-en/ dover . aspx/ B ock 2
185. 120. 126. 121 |l srael 147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 185. 120. 126. 121 Bl ock 2
109. 253.129. 19 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
217.132.61.86 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to wun aka.idf.il/ww tikshuv.idf.il B ock 2
157. 55. 39. 205 gﬁ;ttg: 147.237.77. 216 |dover.idf.il Distributed Whaut hori zed URL Access on wawidf.il/error. htm B ock 2
2.53.2.177 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
185. 120. 126. 121l srael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 2
41.68.123. 63 Egypt 147.237.77.216|dover.i df . il D stributed Wauthorized URL Access on 147.237. 77. 216/ Bl ock 1
188.247.77.96  |Jordan 147.237.77. 216 |dover.idf .l Distributed Waut hori zed URL Access on / B ock 1
84.228.243. 103 |l srael 147.237.76.42 |refuah.idf.il 1D4§_t ;isg_u;gz;;”;hg;;:rdedlf}e:ectclissi on Bock |1
79.40.196.142 |italy 147.237.77.74 |lawidf .il Uhaut hori zed URL Access to www | aw i df.il/xnmrpc. php B ock 1
62.210. 101. 170 |France 147.237.77. 216 |dover. i df . il Ml tipl e Wnaut horized URL Access from 62.210. 101. 170 B ock 1
160. 176. 37. 153 [Mor occo 147.237.77. 216 |dover . i df . i | Distributed Unauthorized URL Access on 147.237. 77. 216/ Bl ock 1
105. 158. 96. 153 [Mor occo 147.237.77. 216 |dover.idf . il Ml tiple Unhauthorized URL Access from 105. 158. 96. 153 B ock 1
5. 28.190. 122 I srael 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 1
212.143.153.7 |lsrael 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut hori zed URL Access from212.143.153.7 B ock 1
Lhi ted ) _ ) EJnknown HTTP Request Met hod )
160.229.3.91  [g o 147.237.77.235|sviva. i df . i & [#2]1[[#14]] %0¢: G [#24]] [ [#24]] [ [#28]] yiv* TE B boy[ [#8] 1 <[ [#14] 1 [[#1 |l ock 1
81 [[#21]] e[ [#5]1[[#28]]1[[#18]] QDI 5, >«BQADXT—H in LR
68. 180. 229. 241 Lshimt:: 147.237.77. 176 |mat pash. i df . i | Paraneter Type M ol ati on PageNumin waw cogat . i df.il/1927-he/ cogat.aspx |B ock 1
46.98.160. 231 [Wkraine 147.237.77. 216 |dover.i df . il Paranet er Type M ol ation PageNumin vww i df.il/1398-en/ dover . aspx Bl ock 1
149. 88.67. 184 |lIsrael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 1
207.46.13. 71 g];::: 147.237.77.216|dover.i df . il Dstributed Lhauthorized URL Access on waw idf.il/error. htm B ock 1
89.139.231.58 |l srael 147.237.76.42 |refuah.idf.il 1D4§t ;;?9;2?’4; :t“;lh:/r;faerdedfe ;‘ectcecssss on Bock |1
169. 229. 3. 91 g];::: 147.237.77.235|sviva.idf . il Abnormal |y Long Request net hod B ock 1
105. 158. 96. 153 |Mor occo 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to waw i df.il/aadmn Bl ock 1
5. 28.190. 122 I srael 147.237.77.74 [lawidf.il Distributed Unhaut hori zed URL Access on vww | aw i df . il /xmrpc. php B ock 1
213.151.32.163 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css B ock 1
188. 50. 148. 228 |Saudi Arabia |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw idf.il/sip_storagel/files/ 4/ size220x0/ B ock 1
80. 246. 136. 240 |[Israel 147.237.72. 156 [aman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
71.227.55. 147 g‘;ttee: 147.237.77. 216 |dover.idf . il PHP Att enpt B ock 1
46.98.160.231 |kraine 147.237.77. 216 |dover.i df . il Parameter Type Mol ation SortDr in v idf.il/1398-en/ dover. aspx B ock 1
207. 46. 13. 140 g‘ialt:g 147.237.77. 176 [nat pash. i df . i|  |Unauthorized URL Access to 147.237.77.176/ B ock 1
105. 103. 157. 122|A geria 147.237.77.216|dover. i df . il Abnornal |y Long Request request version B ock 1
80. 178. 24. 7 I srael 147.237.76.42 |refuah.idf.jl  [PStributed thadthorized URL Access on Bock |1

147. 237. 76. 42/ st yl e/ shared/ r eset . css
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