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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country

Address

‘Target

‘Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock _Ip V¢b In drop 3664
37.239. 68. 12 Irag 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot 2673
37.8.12. 80 Pal estini an Territory, 147.237.77.216  |dover.idf.il Block_Wip Al _Nets drop 1330
Qccupi ed — = =
212.179. 21. 194 I srael 147.237.77.216  |dover.idf.il I;]; handshake violation, first packet mot . 857
38. 95. 109. 35 Lhited Sates 147.237.77.216 dover.idf.il B ock Udp Al _Nets drop 178
38. 95. 109. 35 Lhited Sates 147.237.77. 216 dover.idf.il DOS- HTTP-fi ref | ood dest - r eset 126
156. 197. 136. 7 Egypt 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 58
37.141. 219. 205 Saudi Arabi a 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets drop 20
80. 246. 137. 199 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18
79. 141. 165. 42 Eur ope 147.237.77. 216 dover.idf.il B ock UWp Al Nets drop 13
82. 145. 219. 88 Eur ope 147. 237. 72. 166 aka.idf.il Bl ock | p V¢b In drop 6
158. 169. 150. 4 Bel gi um 147.237.77. 216 dover.idf.il I;Jr? handshake violation, first packet mot . ) 5
37.239. 68. 65 Iragq 147.237.77. 216 dover.idf.il JLMPurple Gon Limt _Htp drop 3
37.239. 68. 12 Irag 147.237.77. 216 dover.idf.il JIMPurple Gon Limt Htp drop 3
81. 218. 65. 210 I srael 147. 237. 77. 176 natpash.idf.il |Block Udp Al Nets drop 3
37.141. 219. 205 Saudi Arabi a 147.237.77. 216 dover.idf.il JIMPurple Gon Linit Htp drop 3
79.177. 169. 195 I srael 147.237.77. 216 dover.idf.il :;]; handshake violation, first packet mot |, 3
37.141. 219. 205 Saudi Arabi a 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 2
79.179. 184. 87 I srael 147.237.77. 216 dover.i df il Z;]: handshake violation, first packet mot . 2
Pal estinian Territory, s
37.8.119.61 ) 147.237.77. 216 dover.idf.il B ock_Wp_ Al _Nets drop 2
Qceupi ed
37.239. 68. 65 Irag 147. 237. 77. 216 dover.idf.il JLM Under Attack Con Htp drop 2
212. 143. 142. 56 I srael 147.237.77. 216 dover.idf.il I;Jr? handshake violation, first packet mot . 2
37.239. 68. 12 Iragq 147.237.77. 216 dover.idf.il JLM Under _Attack _Con Htp drop 2
169. 54. 233. 120 Lhited Sates 147.237.77. 233 atal.idf.il JLM Under Attack Con Tcp drop 2
185. 103. 252. 96 Russi an Federation 147.237.72. 167 ishurimaka.idf.i|B ock Udp All Nets drop 1
89. 187. 219. 147 Lebanon 147.237.77. 216 dover.idf.il I;Jr? handshake violation, first packet mot . 1
52.53.222.9 Lhited Sates 147.237. 76. 199 e.nakchal .idf.il |Block Np Al Net drop 1
169. 54. 233. 120 Lhited Sates 147.237.77. 233 atal.idf.il JLMPurple Gon Linmt_Tcp drop 1
182.52. 16. 51 Thai | and 147.237.76. 177 ncore.idf.il JLM Under Attack Con_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Country‘

rget Address |Site

|Sgnature

79.183. 182. 139 |Israel 147.237.0.34 [tikshuv. i df.i][Cl1000138: HITP. prefix 1.01 in the LR B ock 8
5. 29. 240. 151 I srael 147.237.0.34 |tikshuv.idf.il|C1000138: HITP. prefix 1.01 in the UR B ock 8
38. 95. 109. 35 Lhited Sates 147.237.77.216 |dover.idf.il |12026: HITP. LA C DDoS Tool (Q\NLY enabl e when under DoS attack) |B ock 2
65.55.210.121 |Lhited Sates 147.237.0.34 [tikshuv. i df.i][Cl1000138: HITP. prefix 1.01 in the LR B ock 2
149. 88.213. 91 |[lIsrael 147.237.0.34 |tikshuv.idf.il|C1000138: HITP. prefix 1.01 in the UR B ock 2
213.151. 32. 163 [l srael 147.237.0.34 |ti kshuv.idf.i[|Cl000138: HTTP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 |Chi na 147.237.77. 176 |nmat pash. i df . i ||CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
123.126.113. 80 [Chi na 147.237.72. 166 |aka. i df . i | Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
66.135.63.82  |lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
106. 38. 241. 106 |China 147.237.72. 166 |aka. i df . i | C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

|Signature

80. 82. 78. 38 147.237.0.19 Net her | ands nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
31.168. 24. 52 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
218.108. 132. 58 147.237.0. 35 Chi na akaws. i df il ET SCAN NVAP -sS wi ndow 1024 1
212.235. 4. 26 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
192. 116. 102. 73 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
165. 138. 213. 4 147.237.77. 234 Lhited Sates hal ag.i df il ET SCAN NVAP -sS wi ndow 1024 1
109. 253. 194. 211 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
89. 138.57. 80 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
80. 82. 78. 38 147.237.77. 74 Net her | ands lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
62.219.113. 121 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
2.54.134. 107 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
213.57. 84. 66 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
185. 38. 30. 50 147.237.77. 216 Lebanon dover.idf .il ET SCAN NVAP -sA (2) 1
165. 138. 213. 4 147.237.77.121 Lhited Sates e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 232. 98. 60 147.237.76. 39 Lhited Sates nobi | e. nei tav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
84.109. 229. 183 147.237.77. 216 I srael dover.idf .il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
185. 38. 30. 50 Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5102
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3128
156. 197. 238. 111 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2459
37.141.219.205 |Saudi Arabia 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 1897
156. 196. 81. 152 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1643
37.8.12. 80 ga:lcisgii:;a” Territoryls 47 237.77. 216 |dover. i . i1 drop First packet isn't SN drop 1399
207. 232. 28. 242 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 791
156.197.72.53  |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 778
156. 196. 221. 133 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 457
192. 168. 173. 102 147.237. 77. 216 |dover. i of . i Geo- | ocati on enf or cenent gﬁ?;}:ggi:}fn | nbound moni tor  |345
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 313
192. 168. 173. 102 147. 237.72. 166 |aka. i f . Geo- | ocati on enf or cenent gﬁ?o'rggi:ﬁn | nbound monitor 222
176. 67.168. 195 |Fance 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 152
37.141.219.205 [Saudi Arabia 147. 237.77. 216 |dover i df . Bad TCP sequence Vs\?':dﬁrsa:jit wehdifferent — Joonitor  [148
37.141.219.205 |Saudi Arabia 147.237.77. 216 |dover.idf .il dr op drop 116
37.8.12. 80 ga:lcisgii:;a” Territoryls 47 237.77. 216 |dover. i . i1 dr op drop 67
156.197.136.7 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 66
188. 247. 73. 159 |Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 56
46.19.85.91 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 49
192. 116. 240. 154 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 42
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 40
205.235.33.2 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 39
176. 13. 6. 235 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 36
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
46.19.85.122  |israel 147.237.77. 243 ot e ior i1 | SAMNG Engine: TP Invalid finvalid segnent retransnission. |, 33
Ret r ansni ssi on Packet dr opped.
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 33
5.102.219.231 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
185.3.147.159 |[Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 26
213.151. 32. 163 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
82.173.114.35 |Netherl ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 25
79.180. 218. 230 |Israel 147. 237 72. 167 |t shuri maka i o || S2M NG BN ne: TCP Inval id invalid segnent retransmission. |y 24
Ret r ansni ssi on Packet dr opped.
192. 249. 66. 247 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
91. 63.111. 28 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 23
84.111.120. 130 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
41.108.105.23 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
62.219. 164. 92 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
66. 102. 8. 238 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
185.32.179.69 |Israel 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval id ACK nunber noni t or 20
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 19
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
37.141.219.205 |Saudi Arabia 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 19
109. 186. 49. 99 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19
79.178.212.48 |Israel 147.237. 77, 243 wbi e i 11 | €M NG Engine: TCP Invalid invalid segnent retransnissi on drop 18
Ret r ansni ssi on Packet dr opped.
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 16
84.228.243.103 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
79.177.22.98  [israel 147.237.77. 234 |nal ag. i . i Bad TCP sequence mdﬁrsa:;me” wWthdifferent — oonitor |15
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 15
46. 19. 86. 190 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
185.32.179.69 |Israel 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 154
2.53.3.124 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 101
46.19. 85. 131 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 63
46. 19. 85. 201 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 44
46. 19. 86. 68 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 29
46.19. 85. 195 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
81.218.241.26 |lsrael 147.237.77.216|dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 81. 218. 241. 26 Bl ock 9
46.19. 85. 122 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 7
176.13. 2. 86 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
87.69. 155. 28 | srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in Method from87.69. 155. 28 |B ock 3
87. 69. 155, 28 I srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Unknown HTTP Request Method from 87. 69. 155. 28 B ock 3
79.178.212.48 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
46. 19. 85. 22 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 3
87.69.155.28  |[Israel 147.237.72. 166 [aka. i df . i | Mitiple 1llegal Byte (ode Character [n Header Nare from Bock |3
87. 69. 155. 28
79.181. 141. 107 |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
87. 69. 155. 28 I srael 147.237.72. 166 |aka. i df . i | Mil tiple Milformed URL from 87.69. 155. 28 B ock 3
2. 54. 160. 100 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 205. 55 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 2
82.80.129.8 I srael 147.237.77.216|dover. i df . i | D stributed Whaut hori zed URL Access on v i df.il/nivtza B ock 2
87.69. 155. 28 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal Iy Long Header Line from 87.69. 155. 28 B ock 2
87.69. 155. 28 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal |y Long Request from 87.69. 155. 28 B ock 2
66.102. 8. 233 Lhited Sates 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on wan i df.il/error. htm B ock 2
109. 253. 157. 129]I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 2
87.69.155.28 [Israel 147.237. 72. 166 [aka. i df . i | Mitiple 1llegal Bte Qe Graracter In Fearer Vel Le from Bl ock 2
87. 69. 155. 28
. . Uhaut hori zed URL Access to
66. 249. 75. 44 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ i | ui it enpl at es/ i nner . asp Bl ock 1
87.69. 155. 28 I srael 147.237.72. 166 [aka. i df . i | Mi tiple NILL Character in Header Nane from 87.69. 155. 28 B ock 1
87. 69. 155. 28 I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 1
37.8.16.82 z'cf;i'géa” Territory, 147, 237.77. 216 |dover . i df . i | Distributed Lhauthorized URL Access on 147. 237.77.216/ Bl ock 1
212.29.197. 165 |lsrael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gde Character in WRL Bl ock 1
141.212. 122. 209 |thited Sates 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237.77.234/ B ock 1
: . . Uhaut hori zed URL Access to
68.180.229. 241 [Uited Sates 147.237.77.176 \nat pash.idf . il [~ cogat i df .i1/1927-en/ cogat . aspx_gaza semanal s B ock 1
. . . Paraneter Type M ol ation SearchText in
92.112. 204. 140 |Wkraine 147.237.77. 216 |dover . i df . i | v i f i 171065 en/ dover . aspx B ock 1
50.117. 7. 150 Lhited Sates 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to 147. 237. 72. 156/ changel og. t xt B ock
41.105.64.142 |Ageria 147.237.77.216|dover. i df .i | Distributed Wauthorized URL Access on 147. 237. 77. 216/ B ock
2.54.177. 157 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
. . . Uhaut hori zed URL Access to
180. 76. 15. 137 |Chi na 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994~ 9238- he/ r ef uah. aspx B ock 1
. . Unhaut hori zed URL Access to
66. 249. 75. 52 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ ai 1/ gi yus/ gener al . aspx Bl ock 1
123. 59. 59. 52 Chi na 147.237.77.233|atal .idf.il Unaut hori zed URL Access to www maf engwo. cn/ 894- he/ at al . aspx B ock 1
. . . |Uhaut hori zed URL Access to
46. 19. 85. 131 I srael 147.237.0.19 nadlmata]'ldf'llmadimatal.idf.il/m)biIe/tenplates/catalog/catalog.in.aspx Bl ock 1
37.26.149. 142 |[israel 147.237.72. 156 [anan. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
213.8.129.141 | srael 147.237. 76. 147 |chi nuch, aka. i df . j|D St"ibuted thauthori zed UR. Access on B ock 1
wane chi nuch. aka. i df . i |/404. ht m
157.55.39.193 |[lhited Sates 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
. . Uhaut hori zed URL Access to
79.177.22. 98 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. ] Dstributed Paraneter Type Mol ation on
109.67.155. 191 |l srael 147.237.77. 216 dover . i df . i1 wn i df . i |/ 1065- en/ dover . aspx par anet er Sear chText Bl ock !
65.55.210. 203 |lhited Sates 147.237.77.216|dover . i df . i | Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 1
41.108.105.23 |Ageria 147.237.77.216|dover. i df .i | Distributed Wauthorized URL Access on 147.237. 77. 216/ B ock 1
87. 69. 155, 28 I srael 147.237.72. 166 |aka. i df . i | Miltiple Illegal HITP Version from87.69. 155. 28 B ock 1
. . Unaut hori zed Met hod CPTIONS for
84.108.51.88 I srael 147.237.72.166 [aka. i df . i | wn aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock !
5.28.171. 163 I srael 147.237.77.216|dover. i df .i | Dstributed Unauthori zed URL Access on 147.237.77. 216/ Bl ock 1
66.249.93.115 |[lIsrael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waw i df.il/aman B ock 1
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