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03-13-2016 to 03-14-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 135103
192.118. 30. 102 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y- TLS-renegotiation-Qi dest - r eset 508
176. 13. 14. 144 | srael 147.237.0. 19 nadi matal .idf.il |Anonmal y-TLS-renegoti ati on-Q i dest - reset 463
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets drop 99
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 57
46. 19. 85. 42 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 33
81. 218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il ock Wp Al _Nets drop 24
46. 19. 86. 246 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 20
5.22.129. 78 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 15
62.0.102. 190 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 15
79.181.33.5 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 15
2.54.7.59 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
79.183. 231. 16 | srael 147.237. 72. 156 anan.idf.il ock Wp Al _Nets drop 9
2.52.177.52 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 9
94. 230. 84. 132 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 8
46.19. 86. 79 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
85. 64. 249. 42 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
82. 145. 218. 194 Eur ope 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 7
46. 19. 86. 35 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
109. 160. 172. 43 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack dr op 6
79.182. 38. 184 | srael 147.237.0. 34 tikshuv.idf.il B ock_Udp Al Nets drop 6
84.111.81.211 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
109. 65. 112. 218 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 6
79.182. 38. 184 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 6
46. 19.85. 3 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 5
91.227.71. 250 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 5
2.54.147. 162 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
213.57.91. 199 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
185. 130. 5. 193 147.237.76. 30 hi nush. i df .i | Inval i d TP H ags dr op 5
192.117.9. 90 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
109. 253. 195. 132 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 5
185. 130. 5. 193 147.237.76. 31 nakchal .idf.il Invalid TGP H ags dr op 5
80. 246. 136. 21 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
46. 19. 86. 170 | srael 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 4
80. 246. 137. 161 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
79.178. 141. 88 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
2.54.5.109 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 4
87. 69. 188. 50 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 3
8. 37.231.42 Anonynous Pr oxy 147.237.77. 216 dover.idf.il JLMPurple Gon Linmt Htp drop 3
109. 253. 210. 166 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
84.111. 196. 22 | srael 147.237. 72. 156 anan.idf.il Bl ock_Up Al _Nets drop 3
31.168. 133. 226 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
79.181. 134. 55 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
82. 145.222. 170 Eur ope 147.237.77. 216 dover.idf.il Block Ip Véb In dr op 3
185. 5. 221. 12 Pal estinian Territory, Qcupied |147.237.77.216 dover.idf.il SYN H ood out of context drop 3
81. 218. 165. 186 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 3
60. 247. 107. 108 Chi na 147.237.8. 50 e tikshuv.idf.il L4 Source or Dest Port Zero drop 3
168. 235. 197. 20 Lhited Sates 147.237.77.216 dover.idf.il JLMPurple @n Lint Htp dr op 3
84.111. 169. 143 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 3




03-13-2016 to 03-14-2016

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S’gnature Devi ce Action ‘Oount |
106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 42
192. 115. 67. 55 I srael 147.237.0. 34 tikshuv.idf.il |[Cl000138: HTTP. prefix 1.01 in the LRL B ock 33
79.181.71.36 | srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HTTP. prefix 1.01 in the URL B ock 31
93.173.1.173 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HTTP. prefix 1.01 in the UR B ock 23
106. 120. 173.159 |thina 147.237.77.233 |atal .idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 23
79.183. 192. 185 | srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HTTP. prefix 1.01 in the URL B ock 16
31. 168. 232. 154 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HTTP. prefix 1.01 in the UR B ock 12
91. 231. 193. 150 I srael 147.237.0. 34 tikshuv.idf.il |[Cl000138: HTTP. prefix 1.01 in the LRL B ock 12
173.254.198. 237 |Uited Sates 147.237.77.216 |dover.idf.il 0854: HITP. upl oad* Access B ock 12
5.29.127. 137 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HTTP. prefix 1.01 in the UR B ock 12
138. 134. 102. 16 I srael 147.237.0. 34 tikshuv.idf.il |[Cl000138: HTTP. prefix 1.01 in the LRL B ock 12
84.108. 204. 4 | srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HTTP. prefix 1.0l in the URL B ock 10
109. 253. 206. 169 |l srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HTTP. prefix 1.01 in the UR B ock 10
5.29.7.66 I srael 147.237.0. 34 tikshuv.idf.il |[Cl000138: HTTP. prefix 1.01 in the LRL B ock 9
46.121.82.80 | srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HTTP. prefix 1.0l in the URL B ock 8
184.106. 114. 136 [Lhited Sates 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 8
109. 67. 97. 95 I srael 147.237.0. 34 tikshuv.idf.il |[Cl1000138: HTTP. prefix 1.01 in the LRL B ock 8
149. 88. 118. 230 | srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HTTP. prefix 1.01 in the URL B ock 8
184.106. 114. 136 [Lhited Sates 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 8
79.182. 246. 169 I srael 147.237.0. 34 tikshuv.idf.il |[Cl000138: HTTP. prefix 1.01 in the LRL B ock 8
79.176. 144. 42 | srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HTTP. prefix 1.01 in the URL B ock 8
79.177. 235. 118 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HTTP. prefix 1.01 in the UR B ock 8
46.117. 233. 201 I srael 147.237.0. 34 tikshuv.idf.il |[Cl000138: HTTP. prefix 1.01 in the LRL B ock 8
199. 203. 64. 137 | srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HITP. prefix 1.0l in the URL B ock 8
82. 80. 193. 240 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HTTP. prefix 1.01 in the UR B ock 8
217.132.114.35 I srael 147.237.0. 34 tikshuv.idf.il |[Cl1000138: HTTP. prefix 1.01 in the LRL B ock 8
37.46. 38. 36 I srael 147.237.0. 34 ti kshuv.idf.il [Cl1000138: HTTP. prefix 1.01 in the UR B ock 8
79. 181. 209. 158 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HTTP. prefix 1.01 in the UR B ock 8
84.109. 13. 58 I srael 147.237.0. 34 tikshuv.idf.il |[Cl1000138: HTTP. prefix 1.01 in the LRL B ock 8
213. 8. 204. 61 | srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HTTP. prefix 1.0l in the URL B ock 7
217.70. 44. 165 Sweden 147.237.77.176 |mat pash. i df.il |6134: HITP. SQ Injection Variabl e Declarati on Evasion B ock 7
80.178. 67. 248 I srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HTTP. prefix 1.01 in the LRL B ock 7
89. 203. 221. 120 Czech Republic 147.237.77.216 |dover.idf.il 1633: HTTP. WbDAV Protocol PROPFI ND Met hod B ock 7
79.178. 64. 223 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HTTP. prefix 1.01 in the UR B ock 6
46.19. 85. 66 I srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HTTP. prefix 1.01 in the LRL B ock 6
84.108. 31. 220 | srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HTTP. prefix 1.01 in the URL B ock 6
84. 108. 78. 200 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HTTP. prefix 1.01 in the UR B ock 6
149. 88. 188. 253 I srael 147.237.0. 34 tikshuv.idf.il |[Cl000138: HTTP. prefix 1.01 in the LRL B ock 6
84.111.82.102 | srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HTTP. prefix 1.01 in the URL B ock 6
82. 166. 75. 214 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HTTP. prefix 1.01 in the UR B ock 6
136. 243. 5. 87 Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 5
85. 158. 138. 19 Ger many 147.237.0. 34 tikshuv.idf.il |[Cl000138: HTTP. prefix 1.01 in the URL B ock 5
63. 143. 34. 37 Lhited Sates 147. 237.76. 42 refuah.idf.il |3808: HITP. SQ Injection Variable Decl arati on Evasi on B ock 4
87.242.112.35 Russi an Federation |147.237.76.31 nakchal .idf.il |6134 HITP. SQ Injection Variabl e Declaration Evasion B ock 4
202. 124. 109. 87 New Zeal and 147.237.76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 4
94.102. 153. 58 United Ki ngdom 147.237.77.216 |dover.idf.il 6134 HITP. SQ Injection Variabl e Declarati on Evasi on B ock 4
89. 163. 148. 58 Ger many 147.237.77.74 [lawidf.il C1000074: HITP. maj estic bot B ock 4
79.182. 38. 184 | srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HTTP. prefix 1.0l in the URL B ock 4
216.249.107. 200 |Lhited Sates 147. 237. 76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 4
85. 250. 101. 225 I srael 147.237.0. 34 tikshuv.idf.il |[Cl1000138: HTTP. prefix 1.01 in the LRL B ock 4




03-13-2016 to 03-14-2016

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

attack

Gountry
66.249.93.99  |147.237.77.216|Wited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 1514
66. 249. 64. 97 147.237.77. 170 |Lhited Sates mearachot.idf.il  |ET SCAN NVAP -sA (2) 1382
66.249.75.215 |147.237.77.170|Wited Sates nearachot.idf.il  |ET SCAN NVAP -sA (2) 448
66. 249. 66. 33 147.237.76.42 |Wited Sates refuah.idf.il ET SCAN NVAP -sA (2) 101
188. 120. 148. 133(147. 237. 76. 86 |Israel navy.idf.il ET SCAN NVAP -sA (2) 89
195. 34. 150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 62
63. 143. 34. 37 147.237.76.42 |Whited Sates refuah.idf.il SQ Injection - Select From 25
94.102.153.58 |147.237.77.216|Uni ted Ki ngdom [dover.idf.il SQ Injection - Select From 24
217.70.44.165 |147.237.77.176|Sweden mat pash. i df .i QA Injection - Select From 17
178.63.18.196 [147.237.76.86 |Ger many navy.idf.il S Injection - Select From 13
200. 59. 205. 238 |147.237.77.74 |Argentina lawidf.il SQ Injection - Select From 12
216.185. 43. 135 |147.237.77.233|Wited Sates  [atal.idf.il S Injection - Select From 12
213.8.145.99 147.237.77. 233 |I srael atal.idf.il SQ Injection - Select From 12
193.200. 80. 26  [147.237. 72. 166 |Uni ted Ki ngdom |aka.idf.il SQ Injection - Select From 12
184. 106. 114. 136|147. 237. 77. 74 |Wnited Sates lawidf.il S Injection - Select From 10
184. 106. 114. 136|147. 237. 77. 216 |Lhited Sates  |dover.idf.il SQ Injection - Select From 10
64.251.25.176 |147.237.77.74 |lhited Sates lawidf.il SQ Injection - Select From 10
74.63.228.226 |147.237.76.42 |lLhited Sates refuah.idf.il S Injection - Select From 7
184. 168. 193. 34 [147.237.77.74 |Wited Sates lawidf.il S Injection - Select From 6
202.124.109. 87 |147.237.76.86 |New Zeal and navy. i df .il SQ Injection - Select From 6
23.91.70. 119 147.237.77.74 |Uhited Sates lawidf.il S Injection - Select From 6
64.31.44.6 147.237.77. 176 |Lhited Sates nat pash. i df i1 S Injection - Select From 6
184. 173. 233. 226|147. 237. 76. 42 |Lhited Sates refuah.idf.il SQ Injection - Select From 6
70. 89. 127. 78 147.237.0.34 |lhited Sates tikshuv.idf.il S Injection - Select From 6
156. 184. 49. 210 |147.237.77.216 dover.idf.il ET SCAN NVAP -sA (2) 5
66. 249. 64. 92 147.237.77. 170 |Wnited Sates nearachot.idf.il  |ET SCAN NVAP -sA (2) 4
202. 124.109. 87 |147.237.77. 233 |New Zeal and atal.idf.il S Injection - Select From 4
87.242.112.35 |[147.237.76.31 gg::;”ion nakchal . i df i SQ Injection - Select From 4
97.88.198.223 |147.237.77.74 |lhited Sates lawidf.il S Injection - Select From 3
195. 234.228.90 |147.237.77.74 |Ger many lawidf.il QA Injection - Select From 3
82. 80. 196. 44 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 3
216. 249. 107. 200|147. 237.76.86 |Lhited Sates navy.idf.il S Injection - Select From 3
66.249. 69. 137  |147.237.72.166 |Lhited Sates aka. idf.il portscan: TCP D stributed Portscan 2
218. 246.0. 97 147.237.76.39 |China nobi |l e.nei tav.idf.i|ET SCAN NVAP -sS wi ndow 1024 2
66. 249. 69. 93 147.237.72.166|Wited Sates  |akaidf.il ET SCAN NVAP -sA (2) 2
66. 249. 69. 26 147.237.77.216|Wnited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 2
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 2
46. 19. 85. 218 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 2
46.116.134.23  |147.237. 72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 2
104, 238, 98. 124 |147. 237 72. 166 kaidh il SEF\’\/ER APAO—E. Apache nod_ssl non-SSL connection to SSL port 5
deni al of service attenpt
66.249. 64. 102  |147.237.77.170|Wited Sates nearachot.idf.il  |ET SCAN NVAP -sA (2) 2
161.202.66.90  |147.237. 77. 216 |Net her | ands dover.idf.il ET SCAN NVAP -sS w ndow 1024 2
218.246.0.97  [147.237.77.170Chi na naarachot.idf.il  [ET SCAN NVAP -sS wi ndow 1024 2
82. 80. 196. 44 147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 2
80.246. 130. 144 |147.237.77. 233 |I srael atal .idf.il ET DCB Large anmount of TCP ZeroWndow - Possible N ller2 Dhos 2
at t ack
218. 81. 20. 83 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 2
79.180. 150. 131 |147.237.72. 166 |l srael aka. idf.il portscan: TCP D stributed Portscan 2
66.249. 64.190 |147.237.72.166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
79.179.27.139  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 2
132.74.95.19 147.237.77. 170 | srael naar achot . i df . i | ET DCB Large anount of TCP ZeroWndow - Possible N ller2 Dhos 2




03-13-2016 to 03-14-2016

|Top Attackers In FW |

A tacker

Addr ess count ry Target Address |[Ste Signature
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df .il drop First packet isn't SN drop 18410
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1698
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf i1 SYN At tack rej ect 756
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 442
R SYNretransmit wth different .
109. 186. 21. 211 |lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 242
173.68.118.195 |Wnited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 204
72.9.148. 10 Whited Sates |147.237. 77. 216 |dover.idf il drop SAMrule drop 189
216.177.129. 228|lhited Sates |147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 163
212. 143. 142.56 [l srael 147. 237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 154
. . SYNretransmt wth different .
79.182.244. 122 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence wi ndow scal e noni t or 152
176.13.18.177 |[Israel 147.237.0.19 |nadimatal.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 136
80. 178. 67. 248 | srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 109
Sreaning Engine: TP Invalid i i ssi
85.64.223.46  |Israel 147.237.72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. |, 108
Ret ransni ssi on Packet dropped.
79.181.218.129 |Israel 147.237.76.42 |refuahidf.il  [Bad TCP sequence SN retransmt wih different monitor 92
w ndow scal e
Sreaning Engine: TP Invalid i i ssi
87.71.124.161 | srael 147. 237. 76. 147 |chi nuch. aka. i df .i 9 =9 nval i d segnent retransmssi on. drop 81
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
109. 67. 152. 165 || srael 147.237.76. 200 |ei tan. aka. i of .1 9 =g nvalid segnent retransmssi on. drop 78
Ret ransni ssi on Packet dropped.
R SYNretransmit wth different .
5. 28. 169. 155 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 73
Sreaning Engine: TCP Invalid i i Ssi
79.181.173.28 | srael 147. 237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 72
Ret ransmi ssi on Packet dropped.
2.52.178.111 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 70
176.13.18. 177  |Israel 147.237.0.19 |nadimatal.idf.il [Bad TCP sequence Inval i d ACK nunber alert 68
79.182.124.209 |israel 147.237.77. 233 |atal i df i Bad TCP sequence SNretransmt with i fferent monitor |68
w ndow scal e
107.167.99. 253 |Wited Sates |147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 68
Sreaning Engine: TCP Invalid i i Ssi
85.130. 252. 100 |Israel 147.237.72. 167 |i shuri maka. i of . i 9 =g nvalid segnent retransmssi on. drop 66
Ret ransmi ssi on Packet dropped.
o SYNretransmit wth different .
62.90.147.171 |Israel 147.237.72. 156 |anan. i df .i Bad TCP sequence wi ndow scal e noni t or 58
178.63.105.85 |Ger many 147.237.8.46 [e.chinuch.idf.il [drop SAMrul e drop 57
176.13.6.59 I srael 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence Invalid ACGK nunber alert 53
176. 13. 6. 59 I 'srael 147.237.0.19 |nadimatal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 52
178.63.105.85 |Ger many 147.237.76.38 [e.e.meitav.idf.il [drop SAMrul e drop 52
178.63.105. 85  |Ger many 147.237.76. 177 |ncore.idf . il drop SAMrul e drop 50
178.63.105.85 |Ger many 147.237.8.45 |e.eitan.idf.il dr op SAMrul e drop 50
Sreaning Engine: TCP Invalid i i ssi
176.13.3.5 I'sr ael 147.237.72. 167 |i shuri maka. i of . i 9 =g nvalid segnent retransmssi on. drop 48
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
93.157.87.13  |Israel 147.237. 76. 200 |ei tan. aka. i df .i 9 =9 Invalid segnent retransmssion. g 48
Ret ransni ssi on Packet dropped.
72.9.148.10 Lhited Sates |147.237.77.176 |nat pash.idf.i| drop SAMrule drop 47
178.63.105. 85  |Ger many 147.237.77. 179 |e.nazi .idf .il drop SAMrul e drop 46
176.13. 1. 80 I srael 147.237.0.19 |nadimatal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 46
Sreaning Engine: TCP Invalid i i ssi
2.54.163. 81 I'srael 147.237. 77. 243 |robi l e i of . | 9 =g Invalid segnent retransmssi on. drop 42
Ret ransmi ssi on Packet dropped.
149. 88. 151. 155 |l srael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 42
Sreaming Engine: TGP Invalid i i ssi
109. 253. 143. 11 [Israel 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 42
Ret ransmi ssi on Packet dropped.
178.63.105.85 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 41
2.52.6.61 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 40
Sreanming Engine: TCP Invalid i i ssi
109. 253. 143. 105|i srael 147.237.77. 243 |nobi l e. i df .| 9 =g nvalid segnent retransmssi on. drop 39
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
109. 253. 157. 221 I srael 147. 237.77. 216 |dover i of . i 9 =9 nval i d segnent retransmssi on. drop 36
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.180.201.6  |israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssi on. drop 36
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
109.65.98.73  |Israel 147. 237.76. 200 |6 tan. aka.i of . i 9 =9 nval i d segnent retransmssi on. drop 36
Ret ransni ssi on Packet dropped.
188. 120. 154. 47 |l srael 147.237.77. 234 |hal ag.idf. i1 Bad TCP sequence I'nval i d AGK nunber noni t or 35
178.63.105. 85  |Ger many 147.237.76. 176 |test.ncore.idf .il [dr op SAMrul e drop 35
5.22.135.172 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 35
109. 65. 91. 97 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 34
Sreaning Engine: TP Invalid i i ssi
176.13.10.103 |l srael 147. 237.77. 243 |mbi l e, i f . i 9 =g nvalid segnent retransmssi on. drop 33
Ret r ansni ssi on Packet dropped.
46. 19. 85. 248 I srael 147. 237. 77. 176 |nat pash. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 32
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|Top Attackers In V\AF|

Attacker Address |Attacker Qount ry Target Address \Site |S gnature Devi ce Action |Oount
46. 19. 85. 107 I srael 147.237.0. 19 nmadimatal .idf.il D stributed Suspici ous Response Code B ock 385
109. 253. 215. 57 | srael 147.237.0.19 nadimatal .idf.il D stributed Suspici ous Response Code B ock 327
46.19. 85. 116 I srael 147.237.0. 19 nmadi matal .idf.il D stributed Suspicious Response Code B ock 319
176.13. 18. 177 I srael 147.237.0. 19 nmadimatal .idf.il D stribut ed Suspici ous Response CGode B ock 279
176.13.19. 15 | srael 147.237.0.19 nadimatal .idf.il D stributed Suspici ous Response Code B ock 248
176.13.1. 10 I srael 147.237.0. 19 nmadi matal .idf.il D stributed Suspicious Response Code B ock 227
2.52.179.1 I srael 147.237.0. 19 nmadimatal .idf.il D stributed Suspici ous Response CGode B ock 206
176. 13. 16. 209 | srael 147.237.0.19 nadimatal .idf.il D stributed Suspici ous Response Code B ock 193
37.26. 146. 209 I srael 147.237.0. 19 nmadi matal .idf.il D stributed Suspicious Response Code B ock 190
2.54.163. 81 I srael 147.237.0. 19 nmadimatal .idf.il D stributed Suspici ous Response CGode B ock 178
37.26.147. 175 | srael 147.237.0.19 nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 174
176.13.11. 16 I srael 147.237.0. 19 nmadi matal .idf.il D stributed Suspicious Response Code B ock 163
176.13. 1. 80 I srael 147.237.0. 19 nmadimatal .idf.il D stributed Suspici ous Response CGode B ock 160
176.13.6.59 | srael 147.237.0.19 nadimatal .idf.il D stributed Suspici ous Response Code B ock 154
176. 13. 4. 146 I srael 147.237.0. 19 nmadi matal .idf.il D stributed Suspicious Response Code B ock 150
2.54.169. 112 I srael 147.237.0. 19 nmadimatal .idf.il D stributed Suspici ous Response CGode B ock 146
185. 32. 179. 46 I srael 147. 237.0. 19 nadi matal .idf.il O stributed Suspicious Response Code B ock 143
79.178.179. 184 I srael 147.237.0. 19 nmadi matal .idf.il D stributed Suspicious Response Code B ock 130
2.54.4.113 I srael 147.237.0. 19 nmadimatal .idf.il D stributed Suspici ous Response Code B ock 127
46.19. 85. 177 | srael 147.237.0.19 nadimatal .idf.il D stributed Suspici ous Response Code B ock 125
46.19. 85. 95 I srael 147.237.0. 19 nmadi matal .idf.il D stributed Suspici ous Response Code B ock 120
37.26.149. 146 I srael 147.237.0. 19 nmadimatal .idf.il D stribut ed Suspici ous Response CGode B ock 111
46.19. 86. 195 | srael 147.237.0.19 nadimatal .idf.il D stributed Suspici ous Response Code B ock 107
46.19. 85. 178 I srael 147.237.0. 19 nmadi matal .idf.il D stributed Suspici ous Response Code B ock 101
80. 246. 136. 32 I srael 147.237.0. 19 nmadimatal .idf.il D stribut ed Suspici ous Response CGode B ock 96
37.26. 147. 150 | srael 147.237.0.19 nadimatal .idf.il D stributed Suspici ous Response Code B ock 92
2.54. 44,178 I srael 147.237.0. 19 nmadi matal .idf.il D stributed Suspicious Response Code B ock 89
46.19. 85. 141 I srael 147.237.0. 19 nmadimatal .idf.il D stribut ed Suspici ous Response CGode B ock 88
87.68.73.8 | srael 147.237.0.19 nadimatal .idf.il D stributed Suspici ous Response Code B ock 86
2.54.145. 42 I srael 147.237.0. 19 nmadi matal .idf.il D stributed Suspicious Response Code B ock 85
176.13.5. 74 I srael 147.237.0. 19 nmadimatal .idf.il D stribut ed Suspici ous Response Code B ock 84
2.54.14.213 | srael 147.237.0.19 nadimatal .idf.il D stributed Suspici ous Response Code B ock 77
87.70.6.133 I srael 147.237.0. 19 nmadi matal .idf.il D stributed Suspicious Response Code B ock 75
46. 19. 86. 60 I srael 147.237.0. 19 nmadimatal .idf.il D stributed Suspici ous Response CGode B ock 73
37.26.148. 144 | srael 147.237.0.19 nadimatal .idf.il D stributed Suspici ous Response Code B ock 73
2.54.178. 102 I srael 147.237.0. 19 nmadi matal .idf.il D stributed Suspici ous Response Code B ock 72
89. 139. 131. 110 I srael 147.237.0. 19 nmadimatal .idf.il D stributed Suspici ous Response CGode B ock 71
109. 253. 136. 214 | srael 147.237.0.19 nadimatal .idf.il D stributed Suspici ous Response Code B ock 71
46.19. 85. 128 I srael 147.237.0. 19 nmadi matal .idf.il D stributed Suspici ous Response Code B ock 69
2.54. 60. 87 I srael 147.237.0. 19 nmadimatal .idf.il D stributed Suspici ous Response Code B ock 59
176.13. 22. 99 | srael 147.237.0.19 nadimatal .idf.il D stributed Suspici ous Response Code B ock 51
109. 253. 157. 208 I srael 147.237.0. 19 nmadi matal .idf.il D stributed Suspici ous Response Code B ock 48
79.183. 173. 144 I srael 147.237.0. 19 nmadimatal .idf.il D stribut ed Suspici ous Response Code B ock 46
2.54.151.33 | srael 147.237.0.19 nadimatal .idf.il D stributed Suspici ous Response Code B ock 44
109. 65. 135. 245 I srael 147.237.0. 19 nmadi matal .idf.il D stributed Suspici ous Response Code B ock 40
2.54.137. 114 I srael 147.237.0. 19 nmadimatal .idf.il D stribut ed Suspici ous Response CGode B ock 40
109. 253. 206. 243 I srael 147.237.0.19 nadimatal .idf.il D stributed Suspici ous Response Code B ock 39
46. 19. 86. 89 I srael 147.237.0. 19 madi matal .idf.il D stributed Suspicious Response Code B ock 37
176. 13. 14. 144 I srael 147.237.0. 19 nmadimatal .idf.il D stribut ed Suspici ous Response CGode B ock 37
93.173.142. 169 | srael 147.237.0. 19 nadi matal .idf.il Suspi ci ous Response Code B ock 32
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