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03-04-2016 to 03-05-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il{network flood | Pv4 UDP drop 1200237
201. 84. 28. 208 B azi | 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 41246
160. 246. 202. 240 Japan 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 41038
222.33.254.102 Chi na 147.237.77. 216 dover.idf.i||TGP handshake violation, first packet not syn drop 40791
117. 31. 68. 105 Chi na 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 39317
142.134. 240. 56 Canada 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 38449
137.50. 19. 131 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 37944
208. 116. 216. 180 Lhited Sates 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 37893
212.121.213.170 Uni ted Ki ngdom 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 37874
69. 227. 253. 235 Lhited Sates 147.237.77. 216 dover.idf.i||TGP handshake violation, first packet not syn drop 37807
38. 30. 154. 106 Lhited Sates 147.237.77. 216 dover.idf.il|TCP handshake viol ation, first packet not syn drop 37147
59. 155. 69. 159 Chi na 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 36262
155. 172. 227. 228 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 36061
15.167. 11. 129 Lhited Sates 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 35961
118. 75. 183. 57 Chi na 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 35712
157.218.110. 138 Lhited Sates 147.237.77. 216 dover.idf.i||TGP handshake violation, first packet not syn drop 35703
159. 54. 100. 242 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 35630
248. 224. 238. 101 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 35380
76.233. 198. 156 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 35329
0. 54. 120. 236 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 35150
145. 123. 253. 203 Net her | ands 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 35130
10. 191. 18. 34 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 34958
134. 184. 150. 226 Bel gi um 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 34840
212.117. 243. 46 Eur ope 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 34634
122.198. 39. 111 Chi na 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 34387
206. 154. 154. 198 Lhited Sates 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 34297
10.174.32.5 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 34204
34.165. 221. 1 Lhited Sates 147.237.77. 216 dover.idf.i||TGP handshake violation, first packet not syn drop 34157
57.208. 12. 50 Eur ope 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 34092
92.142.71. 44 France 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 34008
111. 155.113. 39 Chi na 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 33933
6. 255. 244. 130 Lhited Sates 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 33932
157.227.5. 18 Indi a 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 33923
105. 100. 58. 10 Ageria 147.237.77. 216 dover.idf.i||TGP handshake violation, first packet not syn drop 33909
128.199. 129. 168 S ngapor e 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33880
239. 8. 209. 40 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33872
20. 70. 149. 197 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33864
246.193. 156. 219 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 33822
164. 95. 183. 241 Lhited Sates 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 33817
39.120. 30.171 Korea, Republic of 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33807
33. 224. 233. 28 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33749
79. 218. 89. 56 Ger nany 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33741
254. 3. 40. 164 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 33738
146. 128. 154. 117 Lhited Sates 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 33735
99. 19. 46. 66 Lhited Sates 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 33715
193. 90. 47. 24 Nor way 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33708
177.42. 156. 105 Bazil 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33684
157. 129. 20. 38 F nl and 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33682
81.11.221. 249 Bel gi um 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 33674
178.121. 31. 27 Bel ar us 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 33665




03-04-2016 to 03-05-2016

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | rget Address |Site Sgnature

123.126.113.80 |China 147.237.72. 166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 24
79.182.173.24 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 23
106. 38. 241. 106 |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 19
106. 38. 241. 106 |Chi na 147.237.77. 176 |nat pash.idf.i| Cl000071: HTTP. User Agent Sogou+web+spi der B ock 19
106. 38. 241. 106 |China 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 19
106. 38. 241. 106 |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 19
123.126. 113. 162 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 19
61.135.189. 106 |Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 18
79.182.151.228 |lsrael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 18
5.29.75. 74 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 15
31.168. 82. 105 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 14
46.116. 11. 31 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 14
79.181. 51. 90 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 12
87.68.251. 254 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 12
85.64.4.23 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 11
5.22.135. 139 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 10
37.142.233.109 |israel 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 10
207.46.13.70 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 10
31.154.154. 214 [Israel 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 8

46.117.103.124 [israel 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 8

79.177.217.163 |lsrael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 8

82.102. 136. 66 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 7

109. 253. 159. 88 |Israel 147.237.77.176 |mat pash. i df . i | 14170: HITP. B ank User-Agent (descriptor but no string) |B ock 7

46. 19. 86. 10 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 6

46. 19. 86. 245 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 6

66. 249. 93. 101 Lhited Sates 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 6

89. 138. 94. 248 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 6

104. 236. 37. 53 147.237.72. 166 |aka.idf.il 3886; HITP. Qoss Ste Scripting in POST Request B ock 6

109. 64. 252. 190 |Israel 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 6

109. 65. 32. 109 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 6

212.179.42.227 |Israel 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 6

217.132. 131. 244 |israel 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 6

5.9.111.70 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 5

66. 249. 93. 97 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 5

66. 249. 93. 105 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 5

79.179. 32. 215 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 5

37.26.149. 218 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 4

79.181.149.106 |Israel 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 4

85. 250. 86. 43 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 4

151. 80. 31. 154 Italy 147.237.72. 166 |aka.idf.il ClL000146: HITP. AnrefBot craw er B ock 4

2.54.188. 192 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 3

5.9.111.70 Ger many 147.237.0. 34 tikshuv.idf.il C1000074: HTTP. maj estic bot B ock 3

151. 80. 31. 153 Italy 147.237.72. 166 |aka.idf.il ClL000146: HITP. AnrefBot craw er B ock 3

185. 106. 92. 164 147.237.76.39 |nobil e. nei tav.idf.il[20086: HITP. Miebl ackcat Security Scanner B ock 3

207. 46.13. 96 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 3

213.57.220.233 |[Israel 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 3

2.54.23.38 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2

2.54.41.51 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 2

5.9.111.70 Ger many 147.237.72. 166 |aka.idf.il CL000074: HTTP. maj estic bot B ock 2

5.29.89. 174 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2




03-04-2016 to 03-05-2016

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 94
24.104.233.195 (147.237.77.216|lnited Sates dover.idf.il GPL SCAN nmap TCP 40
80. 246. 130. 5 147. 237. 77. 233 [l srael atal.idf.il ET DOS Large amount of TCP ZeroWndow - Possibl e 12
Nci Il er2 CDos attack
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
185.99. 32. 3 147.237.77. 170 naar achot . i df . i | ET SCAN NVAP -sA (2) 8
66.249. 64. 153  |147.237.77. 226 |Wited Sates waw chanat z. aka. i df .i1 [ET SCAN NVAP -sA (2) 6
185.32.179.90 |[147.237.0.19 |[lIsrael nadi matal .idf.il ET SCAN Possible S Brute Force attack or Ste Gaw 6
192.35.222.17 |147.237.77.216|lhited Sates dover.idf.il ET DC5 SSL Bonb DoS Attenpt 5
80.246.133.16 |147.237.77. 233 I srael atal.idf.il EI' DOS Large anount of TGP ZeroWndow - Possi bl e 3
Nkiller2 Dos attack
118. 200. 0. 245  |147. 237. 76. 197 |S ngapore e hinush.idf.il ET SCAN Potential SSH Scan 3
58.61.199. 134 [147.237.77.19 [China | awforumidf.il ET SCAN Potential SSH Scan 2
59. 45. 79. 117 147.237.77.19 |China lawforumidf.il ET SCAN Potential SSH Scan 2
82. 80. 25. 144 147.237.76.31 |Israel nakchal .i df.il ET SCAN Potential SSH Scan 2
66.102. 9. 28 147.237.72. 167 |Wited Sates i shurimaka.idf.il ET SCAN NVAP -sA (2) 2
64.233.172. 171 |147.237.77.216|Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
66.249.93.27  |147.237.72.167 |Wited Sates i shuri maka. i df.i| ET SCAN NVAP -sA (2) 2
42.203.50.219 |147.237.76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 2
119.188.4.9 147. 237. 76. 34 |Chi na yohal an.idf.il ET SCAN Potential SSH Scan 2
66. 249. 66. 36 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 65. 65 147.237.72. 166 |Wnited Sates akaidf.il ET SCAN NVAP -sA (2) 2
66.249.64.190 |147.237.72. 166 |Wited Sates akaidf.il ET SCAN NVAP -sA (2) 2
66.249.64.34  |147.237.76.42 |Wited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147. 237. 76. 201 |Chi na e.atal .idf.il ET SCAN Potential SSH Scan 2
66.102. 9. 6 147.237.72. 167 |Whited Sates i shurimaka.idf.il ET SCAN NVAP -sA (2) 2
37.8.118.211  |147.237.77.216 g‘ijcisgiigéa” Territory: fover. i d. i1 ET SCAN NVAP -sA (2) 2
40.117.92.242 |147.237.72. 217 |Wited Sates eidf.il ET SCAN NMAP -sS wi ndow 3072 2
68. 180.228. 112 |147.237.77.216|Wited Sates dover.idf.il portscan: TCP D stributed Portscan 2
82. 80. 25. 144 147.237.0. 200 |[lIsrael . i df . i | ET SCAN Potential SSH Scan 2
66.249.66. 184 |147.237.0.34 |Wnited Sates tikshuv.idf.il ET SCAN NVAP -sA (2) 2
58.61.199. 134 |147.237.72.14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 2
119. 164. 254. 57 |147.237. 76. 202 [Chi na e halag.idf.il ET SCAN Potential SSH Scan 2
82. 80. 25. 144 147. 237. 77. 227 |I srael e hanaz. i df .il ET SCAN Potential SSH Scan 2
66. 249. 65. 25 147.237.76.39 |Whited Sates nobi le.neitav.idf.il  |ET SCAN NVAP -sA (2) 2
94.102.48.193 |147.237.77. 179 |Net her | ands e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 2
159. 122. 220. 108(147. 237.0. 15  |Nether| ands kosher-kravi .idf .il ET WEB SEFRVER Mii ebl ackcat scanner 2
112. 33. 3. 69 147. 237. 72. 167 [Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
82. 80. 25. 144 147. 237. 76. 198 |I srael e.yohal an.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147(147. 237. 77. 170 |t ted Sates maar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
186. 208. 65. 232 [147.237.76.34 |Brazil yohal an. i df . i1 BT SCAN Behavi oral .Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
122.114. 117. 177|147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
94.102.48.193  [147.237. 76. 176 |Net her| ands test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147. 237.76. 148 |Chi na gacenter. aka. i df . il ET SCAN NMAP -sS wi ndow 1024 1
198. 180. 198. 185|147. 237. 76. 196 |Lhited S ates esvivaidf.il ET SCAN NMAP -sS w ndow 2048 1
41.169.77.218 |147.237.77.170|South Arica naar achot . i df .i | ET SCAN NMAP -sS wi ndow 3072 1
177.158. 19. 243 |147.237.76. 177 |Brazi ncore.idf.il ET SCAN NVAP -sS wi ndow 4096 1
185. 72.179. 221 |147. 237. 0. 200 nau.idf . il ET SCAN Potential SSH Scan 1
118. 200. 0. 245  |147. 237. 76. 147 |S ngapore chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
85.65.161. 188  |147.237.76.86 |l srael navy. i df i ET D5 Large anmount of TGP ZeroWndow - Possi bl e 1
Nki Il er2 DDos attack
213.136.91.26 |147.237.76.86 |Ger many navy.idf.il ET SCAN Potential SSH Scan 1
195. 216. 176. 244|147.237.0. 15 |Latvia kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1




03-04-2016 to 03-05-2016

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 308
Sreaning BEngine: TGP Invalid i i ssi
62.219.47.251 | srael 147. 237. 76. 200 |ei tan. aka. i o . 9 =9 Invalid segnent retransmssion. g 201
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 171
. . SWNretransmit wth different .
5.29.212. 105 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 139
. . . SYNWAXK retransmt with .
192. 243. 55. 133 [Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence di fferent wi ndow scal e noni t or 133
- . . SYNtAXK retransmt with .
192. 243. 55. 137 |Domi ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence di fferent wi ndow scal e noni t or 121
Sreaning Engine: TGP Invalid i i sSi
109. 64.181.31 |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =9 Invalid segnent retransmssion. | 120
Ret r ansm ssi on Packet dropped.
. . SWNretransmit wth different .
84.109. 204. 64 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 111
. . . SYNWMAXK retransmt with .
192. 243. 55. 132 [Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence di fferent wi ndow scal e noni t or 109
- . . SYNtAXK retransmt with .
192. 243. 55. 136 |Domi ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence di fferent wi ndow scal e noni t or 108
. . . SYNWAXK retransmt with .
192. 243. 55. 134 [Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence di fferent wi ndow scal e noni t or 102
- . . SYNtAXK retransmt with .
192. 243. 55. 131 |Domi ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence di fferent wi ndow scal e noni t or 101
. . . SYNWAXK retransmt with .
192. 243. 55. 138 [Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence di fferent wi ndow scal e moni tor 99
Sreaning Engine: TCP Invalid i i ssi
109. 253. 135. 2241 sr ael 147. 237.76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. | 96
Ret r ansni ssi on Packet dropped.
192. 243. 55. 133 |Donini ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 96
185. 3. 147. 208 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 95
. . . SYNWAXK retransmt with .
192. 243.55. 133 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence different vi ndow scal e noni t or 93
102.243.55. 131 |Domini ca 147.237.77.74 |lawict.il  |Bad TOP sequence SINWACK retransmt with monitor |92
different wndow scal e
176. 106. 45. 167 (F;ajcis;i';'ja” Territony, 1147 237.77. 216 |dover.idf .11 [SYN Att ack SYN -> SYN-ACK -> RST rej ect 86
192. 243.55. 135 |Donini ca 147.237.77. 216 |dover.icf.il [Bad TCP sequence STNFACK retransmt with monitor |86
different wndow scal e
Sreaning BEngine: TGP Invalid i i ssi
66.249.64.190 |United Sates 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 86
Ret r ansni ssi on Packet dropped.
102.243.55. 132 |Domini ca 147.237.77.74 |lawict.il  |Bad TOP sequence SINWACK retransmt with monitor |85
different wndow scal e
192. 243.55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 83
192. 243. 55. 137 |Donini ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 81
192. 243, 55. 135 |Doni ni ca 147.237.77.74 |lawidi.il  |Bad TCP sequence SINFACK retransmt W th monitor  [80
different w ndow scal e
192. 243.55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 79
141.8.132.78 Russi an Federation 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 78
49.246.230.40 |China 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 77
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 75
192. 243.55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 75
Sreaning Engine: TCP Invalid i i ssi
2.54.169. 16 I'srael 147. 237.76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. . 69
Ret r ansni ssi on Packet dropped.
192. 243.55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 68
93.158.152. 52  |Russi an Federation 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 68
. . . SYNWAXK retransmt with .
192. 243.55. 134 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence different vi ndow scal e noni t or 67
192. 243.55. 137 |Doni ni ca 147.237.77.74 |lawidf.il  |Bad TOP sequence SINWACK retransmt with monitor |67
different wndow scal e
46.135.126. 4 Czech Republic 147.237.77. 176 |matpash. i df .i1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 67
Sreaning Engine: TGP Invalid i i sSi
176.13.17.54  |Israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. | 66
Ret r ansm ssi on Packet dropped.
141.8.184. 13 Russi an Federation 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 66
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 65
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 65
192. 243.55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 64
. . . SYNWAXK retransmt with .
192. 243.55. 136 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence different v ndow scal e noni t or 64
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 63
Sreaning BEngine: TGP Invalid i i ssi
87.69.33.78 I srael 147. 237. 76. 200 |ei tan. aka. i o . 9 =9 Invalid segnent retransmssion. g 62
Ret r ansni ssi on Packet dropped.
102. 243.55. 138 |Domini ca 147.237.77.74 |lawict.il  |Bad TOP sequence SINWACK retransmt with monitor |61
different wndow scal e
192. 243. 55. 135 [Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber moni tor |61
192. 243.55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 60
192. 243.55. 133 |Doni ni ca 147.237.77. 74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 58
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 57
83.14.142.130 |Pol and 147.237.77. 216 |dover.idf.il |drop SAMrule drop 57




03-04-2016 to 03-05-2016

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
46. 19. 86. 37 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 319
2.54.23.118 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 317
31.154.151.25 [Israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 287
84.228.116.25 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 274
2.54.42. 34 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 265
185.32.179.90 |Israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 170
109. 67. 3. 132 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 168
46.19. 86. 124 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 142
79.182.221.235 |[Israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 122
46.19.85.3 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 109
2.54.41.95 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 103
109. 67.52. 5 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 101
85. 64. 244. 27 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 82
46. 19. 85. 89 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 80
149.78.204. 43 |Israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 79
213.57.208. 133 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 73
46. 19. 86. 82 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 71
37.26.147.139 [Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 64
2.52.151.108 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 45
46. 19. 85. 252 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 42
173.208. 136. 170|Uhited Sates |147.237.76.31 |nakchal .idf.il Ml ti pl e Unhaut hori zed URL Access from 173. 208. 136. 170 B ock 38
79.183.151.9 | srael 147.237.77.243|nobi | e. i df . i | Mil tiple Unaut hori zed URL Access from79.183.151.9 B ock 25
109. 65. 39. 94 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 24
109. 253. 206. 183]I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 24
66.249.64.190 |Wited Sates |147.237.72.166|aka.idf.il Mil tipl e Uhaut horized URL Access from 66. 249. 64. 190 B ock 23
109. 253.133.7 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 22
79.181.220.182 [Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 21
149.78.22.214 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 20
2.54.10. 65 I srael 147.237.77. 243 |nobi l e. i df . i | Mil ti pl e Wnaut hori zed URL Access from 2. 54. 10. 65 B ock 19
2.54.129. 129 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 16
176.13.2.17 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 13
46.19. 85. 138 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 13
109. 253.136.3 |l srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 12
46.19. 86. 13 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 12
37.142.64. 28 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 11
87.68.240.156 [Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 11
66.249.64.233 |lhited Sates |[147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 10
176.13.21.110 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 10
213.57.200.23 [Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Bite Gode Character in URL from213.57.200.23 [B ock 10
185.32.179. 206 |l srael 147. 237.77. 243 |nobi | e. i df . i | E?)L?F:t ?;T?’f?s\gcﬂa?t/ic?;nzgaitﬁsjmrd in Bl ock 10
37.26.149.167 |[Israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 9
185.3.147.122  |Israel 147.237.77. 243 |nobi | e. i df . i | mgﬂt:‘?r&fsz , g:t‘eggf;im s/ 1 st chi | ddocument s/ 1071 B ock 9
176.13.7. 195 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 9
79.179. 23. 197 | srael 147.237.0. 17 n: lfTY' kosher -kravi . i df Mitiple Illegal Paraneter Encoding from79.179. 23. 197 None 8
66.249.64.233 |lhited Sates |[147.237.77.216|dover.idf.il Mil tipl e Lhauthorized URL Access from 66.249. 64. 233 B ock 8
46.120. 147. 234 |Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 8
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to waw i df .il/1503-en/ dover. aspx. Bl ock 8
173.208. 136. 170|Lhited Sates |147.237.76.31 |nakchal .idf.il Mil tiple Adnin B ocking from 173.208. 136. 170 B ock 7
66.249.84.165 |lLhited Sates [147.237.77.216|dover.idf.il O stributed Wnaut horized URL Access on waw idf.il/error. htm B ock 7
66.249.64.190 |United Sates |147.237.72. 166 |aka. i df .i | chaut hori zed R 200€8S 10 ount oact orm asp Bl ock 7
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