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03-02-2016 to 03-03-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il{network flood | Pv4 UDP drop 2998155
48.134. 97. 193 Lhited Sates 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 37713
75. 74. 68. 25 Lhited Sates 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 37186
93. 225. 119. 227 Ger nany 147.237.77. 216 dover.idf.i||TGP handshake violation, first packet not syn drop 36773
114.201. 207. 165 Korea, Republic of 147.237.77. 216 dover. i df.il|TCP handshake viol ation, first packet not syn drop 36727
62. 196. 20. 133 Italy 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 36645
254.75. 87. 241 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 36640
64.210. 7. 110 Lhited Sates 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 36535
225. 70. 227. 37 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 36519
214.6.160. 161 Lhited Sates 147.237.77. 216 dover.idf.i||TGP handshake violation, first packet not syn drop 36392
201. 153. 26. 107 Mexi co 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 36390
198. 58. 250. 46 Canada 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 36382
48. 83. 204. 66 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 36363
48.131. 196. 189 Lhited Sates 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 36356
71.132.121.215 Lhited Sates 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 36309
144.128. 156. 111 Lhited Sates 147.237.77. 216 dover.idf.i||TGP handshake violation, first packet not syn drop 36301
193. 137. 6. 155 Por t ugal 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 36230
19. 135. 190. 189 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 36164
231. 203. 236. 255 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 36140
232.158.119. 149 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 36084
113. 145. 103. 223 Japan 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 36055
18. 175. 203. 248 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 35894
49.69. 212. 179 Chi na 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 35844
95. 217. 236. 86 Lkrai ne 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 35835
62. 26. 93. 122 Ger nany 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 35815
99. 246. 148. 127 Canada 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 35810
216. 206. 154. 150 Lhited Sates 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 35798
193. 163. 255. 217 Dennar k 147.237.77. 216 dover.idf.i||TGP handshake violation, first packet not syn drop 35756
160. 208. 183. 23 Lhited Sates 147.237.77. 216 dover.idf.il|TCP handshake viol ation, first packet not syn drop 35672
1.58.211. 200 Chi na 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 35663
101. 195. 118. 204 Chi na 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 35661
160. 20. 38. 113 Japan 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 35642
95. 244, 137. 168 Italy 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 35551
73.151. 81. 143 Lhited Sates 147.237.77. 216 dover.idf.i||TGP handshake violation, first packet not syn drop 35546
36. 18. 120. 202 Chi na 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 35527
223. 67.27. 185 Chi na 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 35477
63.101. 22. 174 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 35474
250. 108. 101. 207 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 35432
149. 252. 208. 255 Lhited Sates 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 35417
50. 63. 11. 55 Lhited Sates 147.237.77.216 dover. i df.il|TCP handshake viol ation, first packet not syn drop 35402
191. 48. 136. 46 Bazil 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 35389
64. 36. 113. 152 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 35369
228. 245. 255. 101 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 35310
246.232.178. 10 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 35282
219. 102. 86. 8 Japan 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 35282
143. 102. 202. 244 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 35248
117.193.119. 169 Indi a 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 35188
76.180. 143. 137 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 35136
0. 140. 216. 74 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 35070
105. 115. 172. 150 N geria 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 35041




03-02-2016 to 03-03-2016

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S’gnature Devi ce Action |Count
46. 19. 85. 162 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 26
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 23
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou-+web+spi der B ock 22
87. 68. 249. 53 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 21
106. 38. 241. 107 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 20
61.135. 189. 119 Chi na 147.237.77. 216 dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 18
79. 182. 50. 252 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 16
87.71. 90. 252 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 16
109. 64. 73. 193 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 16
157. 55. 39. 210 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 15
79.179.128.52 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 14
81.218.101.3 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 14
37.46. 41. 242 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 13
46.19. 86. 193 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 13
81. 218. 251. 250 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 12
5. 102. 206. 148 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 10
84.108. 9. 229 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 10
84.108. 227. 37 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 10
147. 235. 185. 74 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 10
5.29.127. 137 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 8
31. 154. 94. 62 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 8
77.126. 66. 233 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 8
79.183.99.5 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 8
89. 139. 158. 209 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the LR B ock 8
109. 65. 110. 16 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 8
149. 78. 96. 54 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 8
176. 13. 14. 163 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 8
176. 228.30. 3 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 8
207. 46. 13. 96 Lhited Sates 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 8
5. 29. 85. 216 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 7
84.109. 113. 16 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 7
147. 236. 31. 231 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 7
37.142.68. 11 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 6
46. 19. 86. 230 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR Bl ock 6
46.117. 250. 65 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 6
79. 183. 16. 245 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 6
80. 246. 130. 27 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR Bl ock 6
80. 246. 130. 148 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 6
95. 86. 65. 164 I srael 147.237.0. 34 ti kshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the LR B ock 6
109. 66. 134. 252 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 6
149. 78. 150. 196 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 6
185. 24. 207. 49 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 6
213. 8. 10. 16 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 6
93.173. 44. 187 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 5
172.19. 203. 101 147.237.0. 34 tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 5
213.57.209. 45 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 5
2.54.9.81 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 4
46. 19. 86. 138 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 4
46. 19. 86. 234 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
79.176. 80. 248 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 4




03-02-2016 to 03-03-2016

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Scanner

66.249.66.12  |147.237.77.170|W0ited Sates  |maarachot.idf.il |ET SCAN NVAP -sA (2) 286
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 40
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 16
92.236.75.7 147.237.77. 216 E?';;gom dover.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 11
158. 69. 206. 202 [147.237.77.216|Wited Sates |dover.idf.il Tehila - Perl LWP wth fake user agent 10
52. 48. 63. 203 147.237.72. 166 |Lhited Sates |aka idf.il Tehila - Perl LW with fake user agent 6
- ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkil | er2 DDos
80.246. 130. 37  |147.237.77. 233l srael atal .idf.il 5
attack
o ET DO5 Large amount of TCP Zer oWndow - Possible Nkiller2 DDos
176. 13. 22. 37 147.237. 77. 233 |1 srael atal.idf.il 4
attack
212.179.21. 194 |147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 4
L ET DO5 Large amount of TGP Zer oVndow - Possible Nkiller2 DDos
80.246. 133. 222 |147.237. 77. 233 |I srael atal.idf.il 3
attack
46.151.52.139  |147.237.76. 176 |krai ne test.ncore.idf.il |ET SCAN NMAP -sS wi ndow 1024 2
149. 88. 85.248  |147.237.77. 216 |Israel dover.idf.il portscan: TCQP D stributed Portscan 2
. |ET DCb Large anount of TCP ZeroWndow - Possible Niller2 DDos
80.246.133.89  |147.237.77. 170 |I srael naar achot . i df . i | 2
attack
. - ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nil | er2 DDos
109. 66. 155. 232 [147.237.76.30 |Israel hi mush. i df .i | 2
attack
92.236.75.7 147. 237.77. 216 E?';;gom dover.idf.il SERVER- WEBAPP TRACE at t enpt 2
. S SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
66.249.78.158 |147.237.72.166 |Uhited Sates |[aka.idf.il . . - 2
deni al of service attenpt
66.249.78.146  [147.237.72.166|Whited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
_ L ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nil | er2 DDos
37.26.148.221 |147.237.76.30 |lIsrael hi nush. i df .i | 2
attack
212.235.98. 139 [147.237.77. 216l srael dover . idf.il portscan: TCP D stributed Portscan 2
46.151.52.139  |147.237. 72. 217 |krai ne eidf.il ET SCAN NVAP -sS w ndow 1024 2
85. 64. 2. 84 147.237.76.30 |Israel hi nush. i df .i ET SCAN NVAP -sA (2) 2
89. 139. 247. 250 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 2
213.151.47.45 |147.237.72. 166 |l srael aka. idf.il portscan: TCP D stributed Portscan 2
92.236.75.7 147.237.77. 216 E;Ir:;cci]om dover. i df il SERVER- WEBAPP DELETE at t enpt 2
199. 203. 62. 54  |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
81.218. 48. 2 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
185.72.179. 221 [147.237.76. 30 hi nush. i df .i | ET SCAN Potential SSH Scan 1
61.240. 144. 64 |147.237.76. 197 |Chi na ehimish.idf.il [ET SCAN Potential SSH Scan 1
. e SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
113.76.90. 199  |147.237. 77. 243 |Chi na nobi | e.i df .il ) . - 1
deni al of service attenpt
45,32, 49. 30 147. 237.76. 34 yohal an. i df .| ET SCAN NVAP -sS wi ndow 3072 1
95.217.174. 35  |147.237. 77. 216 |Lkrai ne dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
210.117.121. 60 |147.237. 72. 167 Efrea’ RepUDITC ;i shirimaka i df. i1 |[ET SCAN NVAP - sS wi ndow 1024 1
2.54.7.143 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
85. 64.109. 198  |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
189. 254. 90. 133 |147. 237. 77. 205 |Mexi co prisha idf.il ET SCAN NVAP -sS wi ndow 2048 1
79.176.158.31  [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
159. 122. 254. 212(147. 237. 8. 14  |Nether| ands e.orchot.idf.il [ET SCAN Potential SSH Scan 1
104.232.98.38 [147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 2048 1
218.246.0. 97 147.237.8.46 |China e.cchinuch.idf.il [ET SCAN NVAP -sS w ndow 1024 1
97 201 220. 123 |147. 237 77. 121 |chi na o rawv.idf | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons, 1
. . . . . . | 3 A Nl .
W Potential Scan or Brute Force
91.201.236. 114 |147.237.0.19 |lkraine madi matal .idf.il [ET SCAN NVAP -sS w ndow 1024 1
109. 160. 254. 137(147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
222.211.77.35 |147.237.0.19 |China medi matal .idf.il [ET SCAN Potential SSH Scan 1
37.26.148.197 |147.237.77. 216l srael dover . idf.il portscan: TCP D stributed Portscan 1
93. 172. 26. 80 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
209. 126. 116. 147(147.237.8.14 |lUnited Sates [e.orchot.idf.il [ET SCAN Potential WNC Scan 5900- 5920 1
82.165. 135. 130 [147.237. 77. 121 |Ger many e.navy.idf.il ET SCAN Potential SSH Scan 1
187.58. 224. 213 [147.237. 72. 166 |Brazi aka.idf.il ET SCAN NVAP -sS w ndow 4096 1
66.249. 64.190 |147.237.72.166|Uhited Sates |[aka idf.il VEB-G3 redirect access 1
. |ET SCAN Suspi ci ous Wser-Agent (ontai ning Vb Scan/er, Likely Véb
137.226.113.7 |147.237.0.15 |Ger many kosher-kravi .idf. il 1




03-02-2016 to 03-03-2016

|Top Attackers In FW |

Attacker Address |Attacker Qountry|Target Address |Ste Signature
194, 218.27. 162 |Sweden 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 2803
194. 218.27. 162 [Sweden 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 1399
92.236.75. 7 United Kingdom |147.237.77. 216 |dover.idf il Command | nj ecti on ?unesl td_ '.néfcn on detected in | oivor 754
78.40. 177. 35 Lebanon 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 718
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 686
176. 13. 2. 200 I srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence I'nval i d AGK nunber noni t or 160
100. 15.90. 152 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 136
185.118.27.11 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 135
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 125
185.118. 27.8 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 120
185.118.27.9 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 116
185.118.27. 14 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 113
185. 118. 27. 10 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 109
185.118. 27. 13 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 105
185.118.27.7 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 103
Russi an s -
141.8.132.78 ration 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 100
93.158. 152,52 |ssian 147.237.77. 216 |dover. i df .i | drop First packet isnt SWN drop 96
) ’ ) Federati on i i i ) )
194. 90. 151. 18 | srael 147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 93
185.118. 27. 15 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 89
185.118.27. 12 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 84
Russi an s -
141. 8. 184. 13 ration 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 82
176. 13. 2. 200 I 'srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval i d ACK nunber alert 80
Sreamng Engine: TCP Invalid i i SSi
66.249.64.190 |Uited Sates  |147.237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. |, 77
Ret r ansni ssi on Packet dropped.
176. 13. 19. 56 I srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval i d ACK nunber nmoni t or 66
82.166.42.184 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransmt wih different monitor  [65
w ndow scal e
81.218.241.25 |lsrael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 61
Sreaming Engine: TGP Invalid i i sSi
2.52. 38, 84 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 60
Ret r ansni ssi on Packet dropped.
41.206.148.11  |Egypt 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 54
s SYNretransmt wth different .
5.102. 227. 92 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 52
92.236.75.7  |United Kingdom |147.237.77.216|dover.icf.il  [Bad TOP sequence SN retransmt wth different monitor |52
w ndow scal e
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 51
93.42.131.120 |[italy 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 50
Sreaning Engine: TGP Invalid i i ssi
109. 253. 215. 2031 sr ael 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. |, 48
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
66.249.78.146 |lnited Sates  |147.237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. |, 48
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
176.13.18.43  |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. |, 48
Ret r ansni ssi on Packet dropped.
107.167.112. 31 |wnited Sates 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 46
Sreanming Engine: TCP Invalid i i SSi
108. 53. 49. 9 Wited Sates  |147.237. 77. 216 |dover. i df i1 9 =g Invalid segnent retransmssion. |, 44
Ret r ansni ssi on Packet dr opped.
s SYNretransmt wth different .
79.183.26.175 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 39
109. 66. 195. 234 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wth different monitor 37
w ndow scal e
89. 206. 52. 99 Pol and 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 36
2.54.38.25 I srael 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 36
. . SYNretransmt wth different .
109. 67. 123. 253 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 36
173.208. 130. 67 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 36
Sreanming Engine: TCP Invalid i i SSi
185.32. 179, 252 |Israel 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. | 36
Ret r ansni ssi on Packet dropped.
192. 115. 177. 202|! srael 147. 237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 36
31.154.148.177 |israel 147.237.77. 234 |hal ag.i of . Bad TCP sequence St retransmt wth i fferent monitor |35
w ndow scal e
95. 159. 5. 92 z;'usﬂﬁr b 147.237.77. 216 |dover. i df .i | drop First packet isnt SWN drop 34
102. 243.55. 129 [Domini ca 147.237.77.176 |natpash.if il |Bad TOP sequence SINAK retransmt with different | o oo [34
w ndow scal e
176. 13. 19. 56 I srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval i d ACK nunber alert 33
192. 243.55.133 |Donini ca 147. 237. 77. 216 |dover i df .1 Bad TCP sequence SNeAK retransmt with different | oo 32

w ndow scal e
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Attacker Address |Attacker Qount ry |Tar get Address |Site Devi ce Action ‘Count |
2.54.11.197 | srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 277
66. 249. 66. 25 Lhited Sates 147.237.77.216 |dover.idf.il Mil ti pl e Unauthori zed URL Access from 66. 249. 66. 25 B ock 233
176.13. 7. 162 I srael 147.237.0. 19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 224
46.19. 85. 121 | srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 222
176. 13. 2. 200 | srael 147.237.0.19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 214
46.19. 85. 58 I srael 147.237.0. 19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 209
82.80. 131. 234 | srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 200
109. 253. 144. 151 |l srael 147.237.0.19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 200
46.19. 85. 19 I srael 147.237.0. 19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 185
2.54. 140. 126 | srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 174
176.13.19. 56 | srael 147.237.0.19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 167
176.13.11. 77 I srael 147.237.0. 19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 167
2.54.36.232 | srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 160
176. 13. 16. 152 | srael 147.237.0.19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 142
46.19. 86. 106 I srael 147.237.0. 19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 138
37.26.148. 225 | srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 136
46. 19. 86. 219 | srael 147.237.0.19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 131
80. 246. 136. 53 I srael 147.237.0. 19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 130
79.181. 54. 123 | srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 128
2.52.0.62 | srael 147.237.0.19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 127
46. 19. 85. 20 I srael 147.237.0. 19 nadi matal .idf.il [Ostributed Suspicious Response Code B ock 117
176.13.15.9 | srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 117
2.52.158.38 | srael 147.237.0.19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 117
5.28.177. 137 I srael 147.237.0. 19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 112
46. 19. 85. 25 I srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 86
46. 19. 85. 252 | srael 147.237.0.19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 85
109. 253. 147.16 [l srael 147.237.0. 19 nadi matal .idf.il [Ostributed Suspicious Response Code B ock 72
185.32.179.141  |Israel 147.237.0. 19 nadimatal .idf.il |Dstributed Suspicious Response Code B ock 69
46. 19. 85. 182 | srael 147.237.0.19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 69
109. 253. 220. 164 [Israel 147.237.0. 19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 68
2.52.143. 47 I srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 67
109. 253. 202. 174 |l srael 147.237.0.19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 67
2.54.3.196 I srael 147.237.0. 19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 64
2.52.2.232 I srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 58
46. 19. 86. 186 | srael 147.237.0.19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 57
80. 246. 136. 62 I srael 147.237.0. 19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 56
176. 13. 22. 251 I srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 55
176.13.13. 234 | srael 147.237.0.19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 52
46. 19. 86. 204 I srael 147.237.0. 19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 51
2.54.150. 2 I srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 50
2.54.140. 234 | srael 147.237.0.19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 50
80. 246. 136. 82 I srael 147.237.0. 19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 45
213.151.32.163  |Israel 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 38
176.13.6. 141 | srael 147.237.0.19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 38
109. 253. 215. 26 [l srael 147.237.0. 19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 37
2.52.132. 43 I srael 147.237.0. 19 nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 36
176.13.15. 12 | srael 147.237.0.19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 36
2. 54. 36. 209 I srael 147.237.0. 19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 35
66. 249. 64. 190 Lhited Sates 147.237.72.166 |aka.idf.il Ml tiple Unauthorized URL Access from 66. 249. 64. 190 B ock 34
109. 65.113. 154 [l srael 147.237.0.19 nmadi matal .idf.il [Ostributed Suspicious Response Code B ock 34
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