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02-16-2016 to 02-17-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 84613
62.114.109. 141 Egypt 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 9354
62.114.109. 141 Egypt 147.237.77.216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1828
77.75.92. 142 Lebanon 147.237.77.216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1329
45. 45.135. 6 147.237.77. 226 wan chanat z. aka. i df . i | | TGP handshake viol ation, first packet not syn|drop 1086
45.45.135. 8 147.237.77. 226 wan chanat z. aka. i df . i | | TGP handshake viol ation, first packet not syn|drop 534
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 466
77.75.92.142 Lebanon 147.237.77.216 dover.idf.il SYN H ood out of context drop 294
207.232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 292
192.118. 30. 102 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 204
81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 180
2.54. 159. 247 | srael 147.237.0. 19 nadi matal .idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 155
176. 13. 12. 96 | srael 147.237.0. 19 nadi matal .idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 154
37.26.148. 176 | srael 147.237.77.216 dover.idf.il Anonal y-TLS renegoti ation-d i forward 138
77.75.92. 142 Lebanon 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forvard 125
81.218. 241. 26 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 91
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 82
212.199.112. 144 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 77
66. 249. 81. 202 | srael 147.237.0. 34 tikshuv.idf.il TCP handshake viol ation, first packet not syn|drop 66
177.179. 65. 20 Brazil 147.237.77.216 dover.idf.il SYN Hood out of context drop 22
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 17
79.177. 23. 146 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 15
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 14
136.173. 162. 144 Bel gi um 147.237.77. 216 dover.idf.il SYN H ood out of context drop 11
82. 145. 209. 22 Eur ope 147.237.76. 86 navy.idf.il Bl ock_Ip V¢b I n drop 11
2.52. 35. 186 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 10
66. 249. 69. 26 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
77.171.50.176 Net her | ands 147.237.77.216 dover.idf.il SYN H ood out of context drop 9

66. 249. 91. 14 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
195. 145. 232. 172 Cer many 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8

93. 85. 70. 99 Bel arus 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
79.182. 4. 147 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 6
109. 67. 135. 206 | srael 147.237.72. 166 aka.idf.il B ock Udp Al Nets drop 6
31.168. 19. 190 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets drop 6
139. 162. 216. 112 Net her | ands 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
212.179. 54. 237 | srael 147.237.72. 167 ishurimaka idf.il B ock_ UWp Al _Nets drop 6
128.0.73. 15 Denmar k 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
109. 64. 223. 69 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 5
171. 48. 48. 250 India 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 4
192. 249. 66. 247 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 4
79.182. 147. 251 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
79.176.127.112 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 3
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
185. 130. 5. 224 147.237.76. 44 e.refuah.idf.il B ock_Udp Al Nets drop 3
212.179. 54. 237 | srael 147.237.77.216 dover.idf.il B ock_Udp Al Nets drop 3
82.81.12. 22 | srael 147.237.77. 216 dover.idf.il B ock_ UWp Al _Nets drop 3
217.31.55. 69 Czech Republic 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

45. 45, 135. 16 147.237.77. 226 ww chanat z. aka. i df . i | [TGP handshake viol ation, first packet not syn|drop 3




02-16-2016 to 02-17-2016

|Top Attackers In IPS|

At t acker

Attacker Address Count ry rget Address |Site Sgnature

98.19.222.133 [lhited Sates 147.237.77.233|atal .idf.il 5670. HTTP. SQ Injection (SALECT) B ock 12
87.242.112.35 giiztr‘ion 147.237.77.216|dover . i df . i 5670: HITP. SQ Injection (SELECT) B ock 8
69. 167.186.64 [Lhited Sates 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 8
46.137.81.122 |Ireland 147.237.77.233|atal .idf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 8
203.171.41.47 |New Zeal and 147.237.77.233|atal .idf.il 5670: HITP. SQ | njection (SALECT) B ock 8
66. 96. 128. 60 Lhited Sates  [147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
87.106.179.116 |Ger many 147.237.77.74 [lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 4
178.63.18.196 |Ger many 147.237.76.86 |navy.idf.il 5670: HITP. SQ I njection (SALECT) B ock 4
178.63.18.196 [Ger many 147.237.76.86 |navy.idf.il 6134 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 4
2.90.112. 115 Saudi Arabia 147.237.77. 216 |dover.idf .l 3886: HITP. Qoss Ste Scripting in PCST Request B ock 4
216.185.43. 135 |Liited Sates 147.237.77.233|atal .idf.il 5670: HITP. SQ | njection (SALECT) B ock 4
69.167.186.64 |[Lhited Sates  |147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
46.137.81.122 |ireland 147.237.77.233|atal .idf.il 5670. HTTP. SQ Injection (SALECT) B ock 4
188. 165. 210. 82 |France 147.237.77. 176 [nat pash. i df . i | 19863: HITP. WrdPress Revslider/Showbiz PHP File Ul oad Bl ock 4
87.242.112. 35 gz::;”i on 147.237.77.216|dover.idf . il 6134: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 4
93.63.188.181 [italy 147.237.77.74 [lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 4
203.171.41.47 |New Zeal and 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 4
178.63.18.196  |Ger nany 147.237.76.86 |navy.idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasi on B ock 4
66. 135. 63. 82 Lhited Sates 147.237.77.74 [lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 4
184.173. 233. 226|Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SALECT) B ock 3
92.29. 219. 30 Uhi ted Ki ngdom|147.237.72.166|aka.idf.il Q008: HTTP: Xenu User Agent B ock 2
62. 210. 226. 9 France 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Decl aration Bvasion B ock 2
177.185.192. 77 |Brazil 147.237.72. 166 |aka. i df . i | 5670: HITP. SQ Injection (SALECT) B ock 2
49.246.230.40 |China 147.237.77.216|dover.idf .l 8479: HTTP. Suspi ci ous HITP Request B ock 2
188. 165. 15. 196 |France 147.237.76.30 |hinush.idf.il 228: HITP. AnrefBot craw er Bl ock 1
51.255.155.83 |United Ki ngdom|147.237.77.216|dover.idf.il Cl196: HITP. Bock adnin login to gov.il sites ?g=user Bl ock 1
122.164.95.45 |india 147.237.77.74 |lawidf.il (1432212[; 03':2:& ﬁ’i’;ﬂxoiki)r Uility Fake mti-Spyvare User-Agent g 1
212.49.70.29  |kenya 147.237.77. 176 |nat pash. i df . i | I1r21j3:c?:i or};ﬂ_\:ljl?nel?a_;-l?t]y Query String Paraneter Command B ock 1
69.30.210.242 [nited Sates 147.237.77.216|dover.idf .l Cl06: HITP. naj estic bot B ock 1
188. 165. 15. 90 France 147.237.77. 226 V\:V\rN chamat z. aka. i df @28: HITP.  AhrefBot craw er Bl ock 1
46.120. 204. 172 |Israel 147.237.77.216|dover.idf . il Q008: HITP. Xenu User Agent B ock 1
172. 86. 83. 125 147.237.77. 216 |dover.idf.il 0543: HITP. php.cgi Access B ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | C103: HTTP. User Agent Sogou+web+spi der B ock 1
188. 165. 15. 203 |France 147.237.77.233|atal .i df . il 28: HITP. AhrefBot craw er B ock 1
62.210. 226. 9 France 147.237.76.42 |refuah.idf.il 5670. HTTP. SQ Injection (SALECT) B ock 1
123.125.125. 76 |China 147.237.77.216|dover. i df . il C103: HTTP. User Agent Sogou+web+spi der B ock 1
92.29. 219. 30 United Kingdom|147.237.77.216|dover.idf.il Q008: HITP. Xenu User Agent B ock 1
188. 165. 15. 127 |France 147.237.76.200(ei tan. aka. i df.il 28: HITP.  AhrefBot craw er B ock 1
172. 86. 83. 125 147.237.77.233|atal .idf.il 0543: HITP. php.cgi Access B ock 1
106. 38. 241. 106 [Chi na 147.237.77.216|dover.idf . il Cl03: HITP. User Agent Sogou+web+spi der B ock 1
31.44.142.202 |[israel 147.237.77. 216 |dover.idf.il 15323: HTTP: User- Agent ( MRSPUTN K) B ock 1
144.76. 8. 132 Ger many 147.237.77.216|dover. i df . il Cl06: HTTP. maj estic bot B ock 1
188. 165. 15. 152 |France 147.237.77.234|hal ag.i df . i | C228: HITP.  ArefBot craw er B ock 1
106. 38. 241. 106 |Chi na 147.237.77.233|atal .idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
88.150.221.26 |Wnited Kingdom|147.237.77.216|dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
188.165.15. 44  |France 147.237.72.167|i shurimaka. i df . il 28 HITP.  AnrefBot craw er B ock 1
41.227.172.226 |Tunisia 147.237.77. 216 |dover.idf.il 0361: HITP. Protected File Access (/etc/ passwd) B ock 1
151.80.31.120 |[italy 147.237.72. 156 |anan. i df . i | (228: HITP. AhrefBot craw er B ock 1
94.102.56. 143  [Netherl ands 147.237.76.86 |navy.idf.il Q025: HTTP. access to adninistrator/index. php -> Quarantine |8 ock 1
75.112. 11. 74 Lhited Sates 147.237.77. 216 |dover.idf .l Q008: HTTP. Xenu User Agent B ock 1




02-16-2016 to 02-17-2016

|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 62
08.19.222.133 |147.237.77.233|lhited Sates  |atal .idf.il SQ Injection - Select Fom 33
203.171.41.47 |147.237.77. 233 |New Zeal and atal.idf.il SQ Injection - Select From 21
69. 167.186. 64 [147.237.76.42 |lhited Sates  [refuah.idf.il SQ Injection - Select From 21
178.63.18.196 [147.237.76.86 |Ger many navy.idf.il SQ Injection - Select Fom 20
66. 96. 128. 60 147.237.77.74 |Wited Sates  |lawidf.il SQ Injection - Select From 15
46.137.81.122  [147.237.77.233|Irel and atal.idf.il SQ Injection - Select From 14
87.242.112.35 [147.237.77. 216 ?ég:;;m dover i df il SQ Injection - Select From 14
177.185.192. 77 |147.237.72.166 |Brazil aka.idf.il SQ Injection - Select From 10
41.33.231.90 147. 237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent

66. 135. 63. 82 147.237.77.74 |Wited Sates  |lawidf.il SQ Injection - Select From

216.185. 43. 135 |[147.237.77.233|Wiited Sates [atal .idf.il SQ Injection - Select From

109. 64. 171. 192 |147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan

188. 165. 210. 82 |147.237. 77. 176 |France mat pash. i df .i | Tehila - Perl LWP wth fake user agent

87.106.179. 116 |147.237.77.74 |Ger many lawidf.il A Injection - Select From

2.90.112.115 147.237.77. 216 |Saudi  Arabia dover.idf.il GPL WEB _SERVER / et ¢/ passwd

93.63.188.181 [147.237.77.74 |itay lawidf.il A Injection - Select From

2.90.112. 115 147.237.77. 216 |Sudi Arabia dover.idf.il SQ Injection - Select Fom

203.171.41.47 |147.237.77. 233 |New Zeal and atal.idf.il ET VBB SERVER SQLi - SHLECT and sysobj ect

188. 234. 229. 175|147. 237. 77. 216 Eéj:i;’}m dover.idf.il SERVER- VEBAPP backup access

203.171.41.47  |147.237.77. 233 |New Zeal and atal.idf.il ET WEB SERVER ATTACKER SQi - SELECT and Schena Col unns

82. 80. 196. 44 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan

185.130. 5. 240  |147.237.77. 212 e.dover.idf.il ET SCAN NVAP -sS w ndow 1024

79.180. 161. 184 |[147.237.0.19 |l srael nadi matal .idf.il ET SCAN NVAP -sA (2)

94.156.12.230 [147.237.76.196 |Bil garia e.sviva idf.il ET SCAN Potential SSH Scan

Korea, Republic

121.141.225.10 |147.237.76.148| gocenter. aka. i df .il ET SCAN Potential VNC Scan 5900- 5920

69.197.145. 242 [147.237.0.17 |thited Sates  |mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan

177. 44, 229. 254 |147.237.77. 216 |BErazi dover.idf.il ET SCAN Potential SSH Scan

94.156.12.230 [147.237.76. 198 |Bul gari a e.yohal an. i df il ET SCAN Potential SSH Scan

59.46.193. 114  [147.237.76. 176 |Chi na test.ncore.idf.il G°PL SCAN nmap TCP

177. 44, 229. 254 |147.237.76.42 |Bazil refuah.idf.il ET SCAN Potential SSH Scan

66.249.66.15  |147.237.77.243|Wited Sates  |nobile.idf.il ET SCAN NVAP -sA (2)

77.126.148.17 |[147.237.0.19 |[Israel nadi matal .idf.il ET SCAN NVAP -sA (2)

157. 55. 39. 72 147.237.0.34 |lhited Sates  |tikshuv.idf.il SERVER | | S asp-dot att enpt

218.24.171. 223 |147.237. 76. 176 |Chi na test.ncore.idf.il GPL SCAN nmap TCP

69.197. 145. 242 |147.237.76.201 |Whited Sates |e atal.idf.il ET SCAN Potential SSH Scan

148. 251. 21. 227 |147. 237. 72. 166 |Ger many aka.idf.il portscan: TQP Distributed Portscan

121.141.225.10 [147.237.0. 34 Okfrea’ RepUbl i C 1y shuv. i i ET SCAN Potential VNC Scan 5900- 5920

94.156.12.230 [147.237.76.200|Bul garia eitan aka. idf.il ET SCAN Potential SSH Scan

218. 246. 0. 97 147.237.77. 74 |China lawidf.il ET SCAN NMAP -sS wi ndow 1024

87.69.162. 117  [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan

146. 148. 116. 152|147. 237.8.27 |lhited Sates |e.nadimatal .idf.il ET SCAN NVAP -sS wi ndow 3072

103.224.189. 61 [147.237.8.28 |india e.nobi | e-ks.idf.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net
Gonnections, Potential Scan or Brute Force

2.54.130. 208 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan

91.201. 236. 114 |[147.237.0.19 |lkraine nadi matal .idf.il ET SCAN Potential SSH Scan

207.232.12.216 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan

82.102. 169. 113 |[147. 237. 72. 166 || srael akaidf.il portscan: TCP O stributed Portscan

69.197.145. 242 [147.237.0.16 |thited Sates  |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan

111. 37. 249. 180 |147.237. 77. 235|Chi na svivaidf.il ET SCAN Potential SSH Scan

RPlRPIRPIRP|PIRPIRP] P PRI DN INININININININININININI DN INININ|W|W]| W W] |O|O|OO|OO|O|©O©

37.142.254.97 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan




02-16-2016 to 02-17-2016

|Top Attackers In FW |

At acker

ountry Target Address |Ste Signature
77.75.92. 142 Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4589
93. 62. 44. 224 Italy 147.237.77. 233 |atal .idf.il drop Frst packet isn't SYN drop 830
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 740
45. 45, 135. 18 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 588
45. 45. 135. 2 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 531
45.45.135.9 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 520
45.45.135.8 147.237.77.74 |lawidf.il drop First packet isn't SN drop 495
80.178.102.53 |Israel 147, 237.76. 200 [ei tan aka i o 1 || €2M NG ENgine: TP Invalid — Jinvalid segnent retransnission drop 460
Ret ransni ssi on Packet dr opped.
23.106. 166. 174 |Whited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 441
5. 157.56. 143 Sweden 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 436
45. 45, 135. 16 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 425
91.108. 88. 177 |Ger many 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 423
45. 45, 135. 15 147.237.77.74 |lawidf.il dr op Frst packet isn't SWN drop 422
5.157.57.9 Sweden 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 417
104. 251. 85. 75 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 407
23.106. 166. 225 |Lhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 395
91.108. 88.195 |Ger nany 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 395
23.106.85.203 |Wited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SYN drop 379
23.106.239.10 |Wited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 378
23.106. 161. 123 |Lhited Sates |147.237.77.74 |(lawidf.il drop First packet isn't SYN drop 377
84.94.21.105 |Israel 147.237.72. 167 |i shuri maka i i | | SAM N Engine: TP Invalid —inval i d segnent retransnissi on drop 366
Ret r ansni ssi on Packet dr opped.
23.106.244.77 |lhited Sates [147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 363
212.76.127.10 |[lsrael 147.237.77. 233 |atal .idf.il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 363
91. 108. 88. 143 |Ger many 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 359
5.157.57.240 |[Sweden 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 359
62. 114. 109. 141 |Egypt 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 352
23.106.201.33 |Wited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SN drop 351
23.80.147.64 |lhited Sates |147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 347
45.45.135.5 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 346
84. 200. 45. 93 Ger many 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 346
84.200. 45. 175 |Ger many 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 341
84.200. 45. 12 Ger many 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 339
91.108. 88. 246 |Ger many 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 336
91.108. 88. 135 |Ger many 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 335
84. 200. 45. 27 Ger many 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 335
104. 251. 91. 26 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 334
104. 251. 91. 180 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 334
91.108. 88. 133 |Ger many 147.237.77.74 |lawidf.il dr op Frst packet isn't SYN drop 332
84. 200. 45. 166 |Cer nany 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 331
23.106. 239. 108 [Lhited Sates [147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 330
84. 200. 45. 89 Ger many 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 329
23.80. 148. 38 Lhited Sates [147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 327
84.200. 45.42  |Ger many 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 325
91. 108. 88. 3 Ger many 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 324
23. 80. 148. 58 Lhited Sates [147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 324
5.157.57. 7 Sweden 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 323
23.106.85.188 |Wited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SYN drop 320
23.106.161. 105 |Whited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SN drop 319
23.106. 161. 125 [Lhited Sates [147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 317
23.106. 85.247 |Wited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SYN drop 314
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Addr ess Sgnature Acti on ‘Count
178.223.197. 34 147.237.76.42 |refuah.idf.il Mil tiple Post Request - Mssing Qontent Type: ' none' B ock 2613
14.169. 195. 107 [V et nam 147.237.76.42 |refuah.idf.il Mil tiple Post Request - Mssing Qontent Type: ' none' B ock 1787
5.29.172. 141 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 649
120. 59. 5. 46 I ndi a 147.237.76.42 |refuah.idf.il Mil tiple Post Request - Mssing Qontent Type: ' none' B ock 405
5.29.172. 141 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 402
176.13. 12. 96 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 399
176.13. 12. 96 | srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 376
103. 242. 154. 205|I ndi a 147.237.76.42 |refuah.idf.il Mil ti ple Post Request - Mssing Qontent Type: ' none' B ock 278
176.13.17. 71 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 263
87.69. 33. 189 | srael 147.237.0.19 |nadimatal .idf.il|Ostributed Suspicious Response Code B ock 252
109. 253. 201. 169|l sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 250
176.13.12.209 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 216
154.121.251. 12 |Ageria 147.237.76.42 |refuah.idf.il Mil tiple Post Request - Mssing Qontent Type: ' none' B ock 210
36.79.232.250 |l ndonesi a 147.237.76.42 |refuah.idf.il Mil tiple Post Request - Mssing Qontent Type: ' none' B ock 206
116. 110. 16. 206 |M et nam 147.237.76.42 |refuah.idf.il Mil tipl e Post Request - Mssing Gontent Type: ' none' B ock 198
216.72.40.185 |Israel 147.237.0.34 |tikshuv.idf.il Distributed Too Miny of the Same Response Code (404) B ock 186
109. 253. 158. 29 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 184
37.238.204.57 |iraqg 147.237.76.42 |refuah.idf.il Mil tipl e Post Request - Mssing Gontent Type: ' none' B ock 172
117.7.131.116 [V et nam 147.237.76.42 |refuah.idf.il Mil tiple Post Request - Mssing Qontent Type: ' none' B ock 171
216.72.40.185 | srael 147.237.0.34 |tikshuv.idf.il zg.r\g‘wﬁflége Sane Response (ode (404) in Session from Bl ock 169
176. 13. 15. 90 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Same Response Code (404) B ock 167
171. 255. 149. 155|Vi et nam 147.237.76.42 |refuah.idf.il Mil tipl e Post Request - Mssing Gontent Type: ' none' B ock 167
185.32.179.90 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 166
80.246.136.75 I srael 147.237.0.19 |nadi matal .idf.il ;gf’z'\ﬂyl;; ;ge sane Response (ode (404) in Session from B ock 160
201.223.35.253 |hile 147.237.76.42 |refuah.idf.il Mil tiple Post Request - Mssing Qontent Type: ' none' B ock 159
2.54.159. 247 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 157
37.142.64.97  |israel 147.237.0.19 |nadimatal .idf.il ;‘;‘?1’;2% . fg;he Sane Response Code (404) in Session from B ock 156
42.112.83.170 [V etnam 147.237.76.42 |refuah.idf.il Mil tipl e Post Request - Mssing Gontent Type: ' none' B ock 149
109. 64. 41. 14 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 148
213.207.53.37 |Abania 147.237.76.42 |refuah.idf.il Mil tipl e Post Request - Mssing Gontent Type: ' none' B ock 148
116. 98. 158. 42 |V et nam 147.237.76.42 |refuah.idf.il Mil tipl e Post Request - Mssing Gontent Type: ' none' B ock 148
109. 65. 127. 74 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Same Response Code (404) B ock 141
176.13.12.209 |Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 139
42.113.162.15 [Vietnam 147.237.76.42 |refuah.idf.il Mil tipl e Post Request - Mssing Gontent Type: ' none' B ock 135
39.36.150.109 |Pakistan 147.237.76.42 |refuah.idf.il Mil tipl e Post Request - Mssing Gontent Type: ' none' B ock 132
178. 214. 175. 133|krai ne 147.237.76.42 |refuah.idf.il Mil tipl e Post Request - Mssing Gontent Type: ' none' B ock 128
201. 156. 164. 255|Mexi co 147.237.76.42 |refuah.idf.il Mil tipl e Post Request - Mssing Gontent Type: ' none' B ock 125
109. 253. 158. 29 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode Bl ock 122
191. 115. 25. 183 |Ghile 147.237.76.42 |refuah.idf.il Mil tipl e Post Request - Mssing Gontent Type: ' none' B ock 122
176.13.12.96 [l srael 147.237.0.19 |nadimatal .idf.il E’g '\gylggéhe Sane Response (ode (404) in Session from Bl ock 122
5.29.172.141 | srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (403) B ock 121
99. 164. 5. 91 Lhited Sates  |147.237.76.42 [refuah.idf.il Mil tiple Post Request - Mssing Qontent Type: ' none' B ock 120
176.13. 6. 122 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 120
126.114.36.7 Japan 147.237.76.42 |refuah.idf.il Mil tiple Post Request - Mssing Qontent Type: ' none' B ock 119
46.19.85.246  |Israel 147.237.0.19 |nadimatal .idf.il 14—2?1’\:?5.0; 4éhe Sane Response (ode (404) in Session from Bl ock 118
93.168.17.245 |Romani a 147.237.76.42 |refuah.idf.il Mil tipl e Post Request - Mssing Qontent Type: ' none' B ock 117
37.142.64.97 I srael 147.237.0.19 |nadimatal .idf.il|Ostributed Suspicious Response Code B ock 114
84.95.212.154 i srael 147.237.72.167|i shuri maka. i df . i gjf’g':_igylzo_fléze Sane Response (ode (404) in Session from Bl ock 114
176. 13. 15. 90 I srael 147.237.0.19 |madi matal .idf.il|Ostributed Suspicious Response Code Bl ock 114
176.13.12.96  [Israel 147.237.0.19 |nadimatal .idf.il Bg "g‘yl;fgéhe Sane Response (ode (403) in Session from Bl ock 111
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