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02-12-2016 to 02-13-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
66. 249. 78. 97 | srael 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn |drop 16260
66. 249. 78. 215 | srael 147.237.0. 15 kosher-kravi .idf.il |TQP handshake viol ation, first packet not syn |drop 1181
81.218. 241. 26 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 105
37.157. 32. 66 Uni ted Ki ngdom 147.237.77.216 dover.idf.il L4 Source or Dest Port Zero drop 26
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 6
212.179. 54. 237 | srael 147. 237. 72. 167 ishurimaka.idf.il |B ock Udp All Nets drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 6
82. 145. 220. 44 Eur ope 147.237.76. 86 navy.idf.il B ock_|p VWb In drop 5
185. 130. 5. 224 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 4
185. 130. 5. 224 147.237.76.176 test.ncore.idf.il B ock_Udp Al Nets drop 4
185. 130. 5. 224 147. 237. 76. 200 eitan. aka.idf.il B ock_Ulp Al _Nets drop 3
185. 130. 5. 224 147.237. 76. 148 gocenter.aka.idf.il |Block Udp All _Nets drop 3
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 3
185. 130. 5. 224 147.237.76. 42 refuah.idf.il B ock_Up Al _Nets drop 3
109. 67. 216. 150 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
185. 130. 5. 224 147.237.76. 198 e.yohal an.idf.il B ock Up Al Nets drop 3
79. 180. 22. 229 | srael 147.237.72. 166 aka.idf.il B ock_Ulp Al _Nets drop 3
185. 130. 5. 224 147.237. 76. 196 e.sviva.idf.il B ock Wp Al _Nets drop 2
115. 139. 36. 200 Korea, Republic of 147.237.76. 38 eeneitav.idf.il B ock_UWp Al _Nets drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 147 chinuch.aka.idf.il |Bock Np All_Net drop 2
134.147. 203. 115 Ger nany 147.237. 76. 147 chinuch.aka.idf.il |Block Np All Net drop 2
204. 42.253. 2 Lhited Sates 147.237.76. 31 nakchal .i df.il Bock Np Al _Net drop 2
185. 130. 5. 224 147.237.76. 30 hi nush.idf.il B ock_Ulp Al _Nets drop 2
61.147.59. 120 Chi na 147. 237. 76. 202 e halag.idf.il B ock_ Wp Al _Nets drop 2
185. 130. 5. 179 147.237.76. 42 refuah.idf.il B ock_UWp Al _Nets drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 198 e.yohal an.idf.il Bock Np All _Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 42 refuah.idf.il Bock Np Al Net drop 2
5.249. 139. 184 Italy 147.237.76. 31 nakchal . i df . il Invalid L4 Header Length dr op 2
139. 129. 96. 25 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 2
54.200. 134. 128 Lhited Sates 147.237.77. 216 dover.idf.il F Dover _Unhder Attack Con Htp drop 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 148 gocenter.aka. idf.il |Block Np Al _Net drop 2
134. 147. 203. 115 Ger many 147.237.76. 198 e.yohal an.idf.il Bock Np All _Net drop 2
185. 130. 5. 224 147.237. 76. 201 e atal.idf.il B ock Wp Al Nets drop 2
204. 42.253. 2 Lhited Sates 147.237.76. 34 yohal an.i df .i | Bock Np All _Net drop 2
94.50. 195. 194 Russi an Federation 147.237.76. 31 nakchal i df . il B ock_Ulp Al _Nets drop 2
204. 42.253. 2 Lhited Sates 147. 237. 76. 200 eitan aka.idf.il B ock Np Al _Net dr op 2
204. 42. 253. 2 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock Np Al _Net drop 2
5.249. 139. 184 Italy 147.237.76. 38 e.e.neitav.idf.il Invalid L4 Header Length drop 2
123. 151. 42. 61 Chi na 147.237.76. 198 e.yohal an.idf.il JLM Under Attack Con Udp drop 2
115. 239. 228. 10 Chi na 147.237. 76. 200 eitan. aka.idf.il JLM Under Attack Con Htp drop 2
185. 130. 5. 224 147.237.76. 86 navy.idf.il B ock_Ulp Al Nets drop 2
103. 1. 92. 135 Nepal 147.237.76. 31 nakchal .idf.il L4 Source or Dest Port Zero drop 2
204. 42. 253. 2 Lhited Sates 147.237.76.176 test.ncore.idf.il B ock Np Al _Net drop 2
185.94.111.1 147.237.76. 38 e.eneitav.idf.il B ock_Udp Al _Nets drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 38 e.eneitav.idf.il Bock Np Al Net drop 2
46.172. 66. 60 Lkrai ne 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
204. 42.253. 2 Lhited Sates 147. 237. 76. 202 e.halag.idf.il B ock Np Al _Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 86 navy.idf.il B ock Np Al Net drop 2
8. 37.237.232 Lhited Sates 147.237.77. 216 dover.idf.il F Dover _Under Attack _Con Htp drop 2
134. 147. 203. 115 Ger many 147.237.76. 38 e.eneitav.idf.il B ock Np All _Net drop 2




02-12-2016 to 02-13-2016

|Top Attackers In IPS|

At t acker

Attacker Address Count ry rget Address |Site Sgnature

119.188.4.3 Chi na 147.237.0.34 |tikshuv.idf.il 20086: HITP. Mii ebl ackcat Security Scanner B ock 5
119.188. 4.3 Chi na 147.237.77. 216 |dover.i df . il 20086: HITP. Mi ebl ackcat Security Scanner Bl ock 3
198.50 138. 101 |canada 147.237.72. 166 |aka. i df . i | g;?;nt'-??; access to admni strator/index. php -> B ock 2
195. 39. 211. 247 |Wkrai ne 147.237.77.74 [lawidf.il Q008: HTTP. Xenu User Agent B ock 2
52.1.90. 117 Lhited Sates 147.237.72. 166 |aka. i df . i | 13840: TLS (penSSL Heartbeat Packet Bl ock 1
157. 55. 39. 39 Lhited Sates 147.237.77. 216 |dover . i df . il CI58: HIT(S): Hacked in the Payl oad B ock 1
119.188. 4.3 Chi na 147.237.77.216|dover.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request B ock 1
85.248. 227. 164 |9 ovakia 147.237.77.216|dover.i df . il 21073: HITP. Fareit/Pony Loader User-Agent B ock 1
188. 165. 15. 211 |France 147.237.76.30 |hinush.idf.il 28: HITP. AhrefBot craw er B ock 1
151.80.31.136 |italy 147.237.77.74 [lawidf.il 28: HITP.  AhrefBot craw er B ock 1
106. 38. 241. 106 |Chi na 147.237.77.216|dover. i df . il C103: HTTP. User Agent Sogou+web+spi der B ock 1
62.210.90.118 |France 147.237.77.216|dover.idf . il Cl06: HITP. maj estic bot B ock 1
210. 1. 218. 60 Australia 147.237.77.216|dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
176.40.10.131  |Turkey 147.237.77. 216 |dover . i df . i | gﬁfﬂnﬂ access o adm ni strator/index. php -> B ock 1
88.150.221.26 |United Ki ngdom |147.237.77.216|dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
155. 94. 254. 143 |Uhited Sates 147.237.0.15 |kosher-kravi.idf.il 16634: HITP. Apache HTTP Server nod_status Request Bl ock 1
106. 120. 173. 159|Chi na 147.237.77.233|atal .idf.il C103: HTTP. User Agent Sogou+web+spi der Bl ock 1
69. 30. 201. 98 Lhited Sates 147.237.76.86 |navy.idf.il Cl06: HITP. naj estic bot B ock 1
216. 201. 148. 210|lhited Sates 147.237.72. 166 [aka. i df . i | 5670 HTTP. SQ Injection (SALECT) Bl ock 1
184.106. 114. 136|Uhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SALECT) B ock 1
123.126.113. 80 |Chi na 147.237.72. 166 [aka. i df . i | Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
91.121.221.15 |France 147.237.77. 216 |dover.i df . il Cl06: HITP. naj estic bot Bl ock 1
195. 39. 211. 247 [Wkraine 147.237.77. 176 |nat pash. i df . i | Q008: HTTP: Xenu User Agent Bl ock 1
5.9.87.111 Ger many 147.237.77. 226 ;AWN chanat z. aka. i df . | Cl06: HITP: naj estic bot B ock 1
155. 94. 254, 143 |Uhited Sates 147.237.72. 156 |anan. i df . i | 16634: HITP. Apache HTTP Server nod_status Request B ock 1
119.188. 4.3 Chi na 147.237.0.34 |tikshuv.idf.il 20085: HITP. Mi ebl ackcat Security Scanner Initial Request  |B ock 1
69.30.215.122 [lhited Sates 147.237.77.216|dover.idf.il Cl06: HITP. naj estic bot B ock 1
188. 165. 15. 207 |France 147.237.77.234|hal ag. i df . i | @28 HITP:  AhrefBot craw er B ock 1
151.80.31.103 |italy 147.237.77. 216 |dover.i df . il 28: HITP. AnrefBot craw er B ock 1
96. 47.2.10 Lhited Sates 147.237.72. 166 [aka. i df . i | 5670 HTTP. SQ Injection (SALECT) B ock 1
41.199. 6. 64 Egypt 147.237.77. 216 |dover.i df . il 9221: HTTP. PUT Method Execution over HTTP/ VébDAV B ock 1
198.50.134. 71 [Canada 147.237.77. 216 |dover.i df . il Q008: HITP. Xenu User Agent B ock 1
155. 94. 254. 143 |Uhited Sates 147.237.76. 147 |chi nuch. aka. i df . i | 16634: HITP. Apache HTTP Server nod_status Request B ock 1
77.127.236.87 |lsrael 147.237.77. 170 [maar achot . i df . i | Cl22: HITP. Access to - .exe or .dll Per it 1
188. 165. 15. 211 |France 147.237.72.167|i shurimaka. i df .i | 28 HITP.  AnrefBot craw er B ock 1
151.80.31.123 |italy 147.237.76.31 |nakchal .idf.il 28: HITP.  AhrefBot craw er B ock 1
103.21.58.191 |India 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SALECT) B ock 1




02-12-2016 to 02-13-2016

|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
66.249. 78.239  |147.237.76.200 |Uhited Sates [eitan aka idf.il ET SCAN NVAP -sA (2) 2786
66.249.73.209 |147.237.76.31 |lLhited Sates [nakchal .idf.il ET SCAN NVAP -sA (2) 980
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 94
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 84
80, 246. 130, 124|147 237 77 233 |1 r ael atal idh il ET DOS Large anount of TCP Zer oWndow - Possible Nkiller2 29
DDos attack
41.199. 6. 64 147. 237. 77. 216 |Egypt dover.idf.il Tehi | a defacenent attenpt (-Hacked By- sent to Wb Server) |9
80, 246. 130, 151|147 237 77 233 |1 ael atal idh il ET DG5S Large anount of TGP Zer oWndow - Possible Nkiller2 7
DDos attack
66.249.78.254  |147.237.72.166|Whited Sates |aka idf.il ET SCAN NVAP -sA (2) 4
94.102.48.193  [147.237. 77. 226 |Net her | ands wan chanat z. aka. i df . il |ET SCAN NVAP -sS wi ndow 1024 3
96.47.2.10 147.237.72. 166 |Wnited Sates |aka.idf.il SQ Injection - Select From 3
59. 45. 79. 117 147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 3
184. 106. 114. 136(147. 237. 77.74 |Wited Sates [lawidf.il A Injection - Select From 3
216. 201. 148. 210|147. 237. 72. 166 |Wited Sates  |aka.idf.il SQ Injection - Select From 3
103.21.58.191 |147.237.77.74 |India lawidf.il S Injection - Select From 3
80. 82. 78. 66 147. 237. 77. 121 |Net her | ands e navy.idf.il ET SCAN Potential SSH Scan 3
66.249.78.111 |147.237.77.170|Wited Sates  |mmarachot.idf.il ET SCAN NVAP -sA (2) 2
62. 215. 34. 14 147.237.72. 14 |Kuvai t dover.idf.il(old) ET SCAN Potential SSH Scan 2
66.249. 65. 224  |147.237.77. 216 |lhited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147.237.76.31 |China nakchal .idf.il ET SCAN Potential SSH Scan 2
66.249.64.191 [147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
80. 82. 78. 66 147.237.0.34 [Netherl ands tikshuv.idf.il ET SCAN Potential SSH Scan 2
66.249. 64. 153 |147.237.77.226 |W0ited Sates  [wwuchamatz. aka.idf.il |ET SCAN NVAP -sA (2) 2
185.130. 5. 165 |147.237. 72. 156 anan. i df.il ET SCAN Potential SSH Scan 2
80. 82. 64. 68 147.237.0.15 [Netherl ands kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 2
66. 249. 64. 92 147.237.77.170|Whited Sates  |maarachot.idf.il ET SCAN NVAP -sA (2) 2
80. 82. 78. 66 147. 237. 77. 170 |Net her | ands maar achot . i df . i | ET SCAN Potential SSH Scan 2
59. 45. 79. 117 147. 237. 76. 197 |Chi na e hinush.idf.il ET SCAN Potential SSH Scan 2
» 54 171 84 147 237 77 233|158l atal idh il ET DOS Large anount of TCP Zer oWndow - Possible Nkiller2 5
DDos attack
66. 102. 8. 183 147.237.77.233|Wnited Sates |atal.idf.il ET SCAN NVAP -sA (2) 2
64.233.172. 155 |147.237.77.216|W0ited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 2
66.249.78.170 |147.237.76.200|Whited Sates |eitan. aka.idf.il ET SCAN NVAP -sSA (2) 2
62.219. 147. 171 |[147.237.72. 166 |l srael aka.idf.il ET SCAN NVAP -sA (2) 2
193. 105. 134. 220(147. 237. 8. 14  |Sweden e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 2
94.102.48.193  [147.237.76.38 |[Netherlands eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 2
66.249.78.146  [147.237.72.166|Whited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 2
74.122.192.101 |[147.237.0.35 |lnited Sates [akavs.idf.il ET SCAN Potential SSH Scan 2
94.102.48.193 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 2
66.249.65.22  |147.237.77.243|W0ited Sates  |nobile.idf.il ET SCAN NVAP -sA (2) 2
193. 201. 227. 71 |147.237. 77. 216 |krai ne dover.idf.il ET SCAN Potential SSH Scan 2
80.82.78.66 147. 237. 72. 14 |Nether| ands dover.idf.il (ol d) ET SCAN Potential SSH Scan 2
66.249.64. 181 |147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
94.102.48.193  [147.237. 77. 235 |Net her | ands sviva idf.il ET SCAN NMAP -sS wi ndow 1024 2
66.249. 64. 133  |147.237.77.233|Wiited Sates |atal.idf.il ET SCAN NVAP -sA (2) 2
172.56.41.40  [147.237.77.216|tnited Sates  |[dover.idf.il ET SCAN NVAP -sA (2) 2
218. 246. 0. 97 147. 237. 76. 200 |Chi na eitan aka idf.il ET SCAN NMAP -sS wi ndow 1024 2
66.249.81.212 |147.237.77.216|Whited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 2
66.102. 8. 178 147.237.77.233|Wnited Sates |atal.idf.il ET SCAN NVAP -sA (2) 2
218. 246. 0. 97 147.237.76.86 |[China navy. i df.il ET SCAN NVAP -sS w ndow 1024 2
94.102.48.193  [147.237.76. 44 |Netherlands e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 2




02-12-2016 to 02-13-2016

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 554
40.77.167. 68 Lhited Sates 147.237.72. 166 |aka.idf il drop SAMrul e drop 289
Sreaning Engine: TGP Invalid i i sSi
79.176.224. 43 |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. . 279
Ret ransm ssi on Packet dropped.
54.200. 134. 128 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 228
Sreanming Engine: TCP Invalid i i ssi
37.47.8.144 Pol and 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. |, 201
Ret r ansmi ssi on Packet dropped.
212.143.142.56 |l srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 152
e SYNretransmit wth different .
213.57.247.199 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e nonitor 143
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 135
Sreanming Engine: TCP Invalid ' i ssi
77.127.209. 155 |israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 126
Ret r ansni ssi on Packet dropped.
23.22.178.90 Lhited Sates 147.237.77. 216 |dover.idf.i| Bl ock HTTP Non Conpli ant Failed to handl e connection data |nonitor 122
108. 61. 2. 225 Lhited Sates 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> Tineout [reject 107
108. 61. 2. 225 Lited Sates 147, 237. 76. 147 [chi nuch. aka. i df . i ||SYN At t ack SYN -> SYN-ACK -> Tineout [reject 105
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.i| Bl ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |95
41.33.231. 90 Egypt 147.237. 77. 216 [dover.i df il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 84
79.180. 128. 139 |Israel 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d AGK nunber aert 60
79. 180. 128. 139 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |60
185.3.146. 214 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber moni tor |59
54.200. 134. 128 |lLited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [reject 57
64.237. 47. 24 Lited Sates 147. 237. 72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 56
64.237.47.24 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i ||SYN At t ack SYN -> SYN-ACK -> Tineout [reject 56
Sreamng Engine: TCP Invalid i i ssi
66.249.78.170 |United Sates 147. 237. 76. 200 |ei tan. aka i of . i1 9 =g Inval id segnent retransmssion. |, 48
Ret r ansni ssi on Packet dropped.
46. 244. 68. 59 g";'cis;i'géa” Termitory.l147. 237. 77. 176 ratpash.iof il |dr op First packet ism't SWN drop 47
78.111. 185. 142 |krai ne 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 45
46. 19. 86. 131 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |44
109. 65. 208. 143 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 42
37.26.148.215 |lsrael 147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 42
37.142.180.28 [ srael 147.237.0.34 |tikshw.idf.il  [Bad TCP sequence S retransmt with different o, o 39
w ndow scal e
Sreanming Engine: TCP Invalid ' i ssi
176.13.11.85 [l srael 147. 237. 76. 147 |chi nuch. aka. i df .i | 9 =g Inval id segnent retransmssion. |, 36
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
157.55.39.66  |lited Sates 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. . 34
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi
66.249.65.14  |Uited Sates 147. 237.77. 243 |mobi l e. i f . i 9 =g Inval id segnent retransmssion. |, 33
Ret r ansni ssi on Packet dropped.
149. 78.154. 69 |l srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 31
109. 253. 193.52 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber nonitor |31
Sreamng Engine: TCP Invalid i i ssi
109. 253. 199, 2451 sr ael 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Inval id segnent retransmssion. |, 30
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
46.19.86.168  |israel 147.237.77. 203 | e i1 |2 €M NG Engine: TCP Invalid invalid segrent retransnission. | 30
Ret ransm ssi on Packet dropped.
154, 103. 202. 214|Sudan 147.237.77. 176 |natpash.idf.il  |Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |29
130.203.136.75 |United Sates 147. 237. 77. 216 |dover. i df .i drop SAMrule drop 29
87.69.192.202 | srael 147.237.77. 233 |atal i df.il Bad TCP sequence SNretransmt with different 4o 28
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
109. 65. 110. 107 | srael 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Inval id segnent retransmssion. |, 27
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
107.77.89.113 |Wited Sates 147. 237. 77. 216 |dover. i df . i | 9 =g Inval id segnent retransmssion. |, 26
Ret r ansni ssi on Packet dropped.
o SYNretransmit wth different .
85. 64. 47. 62 I srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal @ monitor |26
66.102. 8. 173 Lhited Sates 147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 25
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf . il drop First packet isn't SN drop 25
66. 102. 8. 183 Lited Sates 147.237.77. 233 |atal .idf.il drop First packet isnt SN drop 25
Sreaning Engine: TCP Invalid i i SSi
213.57.157.16 [l srael 147.237.77. 243 |nobi l e.i df . | 9 =g Inval id segnent retransmssion. |, 24
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109.253.218.7 |israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. |, 24
Ret r ansmi ssi on Packet dropped.
46. 19. 86. 228 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence Invalid ACK nunber noni t or 24
195.239.16.40 |Russian Federation  [147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |24
Sreaning Engine: TGP Invalid i i ssi
109. 253. 143. 186/l srael 147.237.77. 243 |nobil e. i df . 9 =9 Invalid segnent retransmssion. . 24
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi
176.13.11.139 |l srael 147. 237.77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. |, 24
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
94.230.86.36  |Israel 147.237.77. 243 |nobil e. i df . 9 =9 Invalid segnent retransmssion. . 24
Ret ransm ssi on Packet dropped.
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Too Many of the Same Response Code (404) in Session from

2.52.18.230 I srael 147.237.0.19 |nadimatal .idf.i 2 52 18 230 Bl ock 562
31. 154. 166. 254 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 359
109. 65. 80. 253 I srael 147.237.0.34 |tikshuv.idf.il [0 My of the Sane Response Code (404) in Session from Bl ock 348
109. 65. 80. 253
79. 182. 190. 182 || srael 147.237.0.19 |madi matal . i df . i (100 M of the Sane Response Code (404) in Session from B ock 293
79.182. 190. 182
2.52.44.12 I'srael 147.237.0.19 |nadimatal .idf. i gogzhﬁzy 1°2f the Sane Response Code (404) in Session from Bl ock 270
. . . Too Many of the Sane Response Code (404) in Session from
80. 178. 203. 103 (I srael 147.237.0.34 |tikshuv.idf.il 80. 178. 203. 103 B ock 212
31. 154, 166. 254 || srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 178
79. 182. 190. 182 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 174
37.142. 230. 224 |l srael 147.237.0.34 [tikshuv.idf.il |[Dstributed Too Many of the Same Response Code (404) B ock 161
2.52.18.230  |Israel 147.237.0.19 |madi matal .idf.j|°2 M7 of the Same Response Code (403) in Session from Bl ock 160
2.52.18.230
2.52.44.12 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 143
46.19.86.192 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 134
185. 32. 179. 209 [l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 133
46.19.85.143 |lIsrael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 130
100. 66.48. 218 I srael 147.237.0.19  |madi matal . i df . |100 M of the Sane Response Code (404) in Session from B ock 127
109. 66. 48. 218
2.52.18.230 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 122
46.19. 86. 23 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 115
85.65.247. 125 | srael 147.237.0.34 |tikshuv.idf.il [0 My of the Sane Response Code (404) in Session from Bl ock 111
85. 65. 247. 125
79.181.29. 167 |Israel 147.237.0.34 |tikshuv.idf.il |7o0 M of the Same Response Code (404) in Session from Bl ock 106
79.181. 29. 167
217.132.47.45 |Israel 147.237.0.34 [tikshuv.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 106
46.19. 86. 35 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 94
62.90.143. 173 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 89
176.13.2.79 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code B ock 89
89. 138. 104. 185 |l srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 87
109. 66. 48. 218 [l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 74
2.52.44.12 I'srael 147.237.0.19 |nadimatal .idf. i gogzhﬁzy 1°2f the Sane Response Code (403) in Session from Bl ock 63
109. 253. 157. 91 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 62
79.182.190. 182 |Israel 147.237.0.19  |nadimatal .idf . i [Jo0 M O the Sane Response Code (403) in Session from Bl ock 58
79.182. 190. 182
188. 120. 154. 60 |l srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 57
46.121.92.163 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 54
46.19.86.23  |Israel 147.237.0.10  [madi matal .idf.i [0 b O the Same Fesponse Code (404) in Session from Bl ock 46
46. 19. 86. 23
37.26.146. 223 |Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 45
31. 154. 166. 254 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 45
46.10.86.35  |[Israel 147.237.0.19 |madi matal .idf.i[/0° M of the Sane Response Cbde (404) in Session from B ock 44
46. 19. 86. 35
46.19. 86. 23 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 41
. . . Too Many of the Same Response Code (404) in Session from
109. 160. 234. 61 |Israel 147.237.0.34 |tikshuv.idf.il 109. 160. 234. 61 B ock 38
37.26.146. 241 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 38
85. 250. 44. 209 |1 srael 147.237.0.34 |tikshuv.idf.il [100 My of the Sane Response Code (404) in Session from B ock 37
85. 250. 44. 209
2.54.189.53 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 34
84.108.233.61 |[Israel 147.237.0.19 |[nadi matal .idf.i|Dstributed Suspicious Response Qode B ock 31
77.125. 142. 138 || srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 30
17.138.57.70 |Wited Sates 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from17.138.57. 70 B ock 30
46.19.86.192 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 29
109. 253. 157. 91 [l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 25
208. 115. 113. 88 |Lhited Sates 147.237.76.86 |navy.idf.il Mil ti pl e Uaut hori zed URL Access from 208. 115. 113. 88 B ock 21
79.180.50. 117 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 18
218. 65. 149. 155 |Chi na 147.237.77. 216 |dover.idf . il Mil ti pl e Unaut horized URL Access from 218. 65. 149. 155 Bl ock 18
46.117. 214. 253 |l srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 16
176.13.2.79 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 16
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf . il Mil tipl e Unaut hori zed URL Access from 66. 249. 65. 224 Bl ock 15
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